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Abstract—Hyperelliptic curves (HEC) look promising for processors and memory constrained environments. It is widely
cryptographic applications, because of their short operand size accepted that for most cryptographic applications based on EC

compared to other public-key schemes. The operand sizes seeMy: HEC. one needs a group order of at leas?!¢°. Thus, for

well suited for small processor architectures, where memory and . 160
speed are constrained. However, the group operation has been HECC overF, we will need at leasy-log, ¢ ~ 2'°", whereg

believed to be too complex and thus, HEC have not been usediS the genus of the curve. For example, a curve of genus two
in this context so far. will need a fieldF, with |F,| ~ 2%, i.e., 80-bit long operands.
In recent years, a lot of effort has been made to speed Koblitz’s idea to use HEC for cryptographic applications

up group operation of genus-2 HEC. In this contribution, We paq heen analyzed and implemented both in software [8]-
increase the efficiency of the genus-2 and genus-3 hyperelliptic

curve cryptosystems (HECC). For certain genus-3 curves we can [16], and in more hardware-oriented platforms SL_JCh as field
gain almost 80% performance for a group doubling. This work ~Programmable gate arrays (FPGAs) [17]-[22]. Quite recently,
not only improves Harley’s algorithm [1], but also improves the research community put a lot of effort into increasing the
the original algorithm introduced by Cantor [2]. Contrary to efficiency of HEC group operations [1], [14], [15], [23]-[29].
common belief, we show that it is also practical for certain . ever most of the improvements concentrate on genus-2
curves to use Cantor’s algorithm to obtain the highest efficiency o . .
for the group operation. In addition, we introduce a general CUrVes aan_‘" Contrlbutlpns Improve the algorithm p_roposed
reduction method for polynomials according to Karatsuba. We in [1]. We will refer to this algorithm as Harley’s algorithm. In
implemented our most efficient group operations on Pentium and our contribution we not only improve Harley’s algorithm, but
ARM microprocessors. also the original algorithm introduced by Cantor [2] (referred
Index Terms— hyperelliptic curves, explicit formulae, Harleys ~as Cantor’s algorithm). At this point we would like to note, that
algorithm, Cantor, efficient implementation, embedded imple- Harley’s algorithm is derived from Cantor’s algorithm and uses
mentation posteriori knowledge of polynomials to determine them. As a
major finding we show that it is beneficial for certain curves

. INTRODUCTION to use Cantor’s algorithm to achieve higher speed compared

N 1976, Diffie and Hellman [3] revolutionized the fielg! Harley's algorithm.
I of cryptography by introducing the concept of public-kefPUr Main Contributions o
(PK) cryptography in the open literature. Their key exchangeThe group operation of HECC was originally computed us-
protocol is based on the difficulty of solving the discrete logNd the algorithm presented by Cantor [2]. Cantor's algorithm
arithm problem (DLP) over a finite field. Shortly afterwards!S Pased on elements in the quotient ring using Mumford's
a PK algorithm based on the difficulty to solve the integdfPresentation [32]._For the first time, we present an explicit
factorization problem, namely RSA [4], was introduced. RSROtation of the original Cantor algorithm. We were able to
is the most widely used public-key encryption in cryptographigP€ed up Cantor's group addition and group doubling for
applications. In the mid 1980s, a variant of the Diffie-Hellmagenus-2 and 3 HEC compared to Nagao's implementation
key exchange was published based on the difficulty of the DI@3]- €ontrary to common belief, we reached similar or even
in the group of points of an elliptic curve (EC) over a finitdetter performance for the doubh_ng operation for certain
field [5], [6]. It is important to point out that elliptic curve CUrves compared to Harley's algorithm. For genus-3 HECC
cryptosystems (ECC) benefit from shorter operand sizes wiéfl7:(z) = 1, our group doubling formula saves almast
compared to RSA or discrete logarithm (DL) based system@f the field multiplications/squarings compared to [33].

In 1988, Koblitz suggested for the first time the general- IN [1], the authors presented a modified version of the
ization of EC to curves of higher genus for cryptographie“g'.”a Cantor aIgopthm. Wg present an optimization 'for the
use, namely hyperelliptic curves [7]. The operand size of&xplicit formulae using certgnj genus-2 HEC. In addition we
hyperelliptic curve cryptosystems is even shorter compared3oW the generalized explicit formulae for genus-3 curves

ECC. This fact makes HECC potentially well suited for smallcluding fields of characteristic 2. For certain curves our
group doubling formula saves more th&0% of the field
Manuscript received August ??, 2004; revised ??, 2004. multiplications/squarings compared to [15].
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techniques used to improve the group operation. Moreovedgcrease the number of operations needed in all cases by
we generalized Karatsuba’s method [34] in order to decreasgatimizing the explicit notation of these group operations. We
the complexity of the polynomial reduction. We were able toan reach similar or even higher performance compared to
obtain similar cost reduction for efficient reduction comparedarley’s algorithms for group doubling using certain curves.
to Karatsuba multiplication, namely save one multiplication
for the additional cost of three additions. B
We implemented all group operations introduced in this’
contribution on a Pentium and on an ARM microprocessor. The explicit formulae were first presented in [1]. The au-
One of the reasons to do so was to prove the correctn&3@rs suggested to reduce the number of operations by making
of our newly derived group formulae. Furthermore, we couldie arithmetic explicit. As a consequence, different cases of the
show that HECC can reach the performance of ECC arfgfoperties of the input divisors have to be distinguished. They
in some cases, even outperforms ECC. The implementatid@scribed an efficient algorithm to reduce the required number
targeting the ARM microprocessor shows that HECC is o operations. Using the Karatsuba multiplication algorithm
of the cryptographic systems well suited for embedded securi8#], the Chinese remainder theorem, the Newton iteration,
applications. and a reordering of operations, the authors further reduced the
Note, that the complexity of the explicit formulae presente@verall complexity of the group operations.
should be viewed as upper bound. One can most probablyn [24], Lange developed for the first time explicit formulae
improve the given group operations further, by finding nef@r even characteristic fields and genus-2 curves following
improved methods or by restructuring the operations and usiitg approach from [1]. Additionally, in this work the author
the methods given. describes the group operation distinguishing between all the
The remainder of the paper is organized as follows: Sedifferent cases of the properties of the input divisors. For the
tion Il summarizes previous contributions dealing with theiost frequent case the group addition could be computed using
improvements of the HEC group operation. Section Ill gived inversion, 24 multiplication, and 3 squarings. The group
a brief overview of the mathematical background related toubling takes 2 inversion, 26 multiplication, and 6 squarings.
HECC. Section IV and IV-G present the methods used to The follow-up implementation based on Harley’s algorithm,
improve the group doubling and addition. Section V summatas done by Matsuo, Chao and Tsuiji in [23]. They could save
rizes our results whereas Section V-A presents the improveeime multiplications compared to Harley’s algorithm. A group
HEC group operations and Section V-B introduces the impladdition takes2 inversions and25 multiplications/squarings
mentation of HECC. Finally, we end this contribution with &and a group doubling takeg inversions and27 multi-

Improving Harley’s Algorithm

discussion of our results and some conclusions. plications/squarings (see Table V). The authors showed an
implementation of both the improved Harley algorithm and
Il. PREVIOUSWORK the elliptic curve algorithm for comparison. Each one was

In this section, we summarize previous improvemenigPlemented over optimal extension fields (OEF), a 93-bit

of group operations of genus-2 and genus-3 curves. In thEF for hypereliiptic curves of genus 2 and a 186-bit OEF
remainder of the papdrrefers to a field inversion)/ to a field OF €lliptic curves. A Pentium I11@866MHz with the GNU
multiplication, ands to a field squaring. In some referencesc*-2-95.2 compiler was used.

the authors did not distinguish between multiplications and A further speed-up for HEC of genus 2 of odd characteristic
squarings, that is denoted a$/5S. was achieved in 2002 by Miyamoto, Doi, Matsuo, Chao

and Tsuji [25]. The authors suggested Montgomery'’s trick of
simultaneous inversions to compute two inverses by perform-
ing only one field inversion and three field multiplications

The formulae given for the group operation of HEC caftor more details see Chapter IV). The new algorithm was
be written explicitly, resulting in a more efficient executionimplemented on a Pentium [1l@886MHz.

To our knowledge, there exists no publication describing an|n 2002, Masashi Takahashi further improved the arithmetic

A. Improving Cantor’s Algorithm

explicit presentation of Cantors original algorithm. of the genus-2 curves of odd characteristic [26]. With the help
Nagao improved the polynomial arithmetic for Cantor'gs 4 small change in the order of a special operation, he could
algorithm [33]. He mainly applied the following ideas: save one multiplication compared to [25].
« Division of polynomials without field inversions. The extension of the explicit formulae for arithmetic on
« Computation of the greatest common divisor with ongenus-2 curves of [25] and [26] to fields of even characteristic
inversion. and to arbitrary equations of the curve was done, independent

« Interleaving superfluous calculations in the reduction paftom each other and almost at the same time in [35] and [14].

« Expressing points on the Jacobian in a different form. |n [35], the authors were able to reduce the number of field
Nagao evaluated the computational cost of the group opeogeration needed, resulting in one inversion and 25 multiplica-
tions by applying the stated improvements for gefus g < tion for the group addition. The group doubling was performed
10. The best results for genus two and three HEC are staiedone inversion and 27 multiplications. The authors used all
in Table IV. of the techniques known from the previous publications, like

Note, that in [33] the author estimates the cost of th€aratsuba multiplication and Montgomery’s multiple inversion
operations using polynomial arithmetic. We were able technique. In [14], the author was able to further reduce the
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complexity of the group operations: [+22M+3S for grou. Cantor’s Group Operations on the Jacobian
addition and 1+22M+5S for group doubling. Timings for the Thijs section gives a brief description of the algorithms
implementation of those formulae are also given. Varioyged for adding and doubling divisors o (F). These group
libraries for the field arithmetic over prime fields and binargperations will be performed in two steps. First we have to
fields on a Pentium IV@1.5GHz were investigated. Morgnd a semi-reduced divisap’ — div(u’,v"), such thatD’ ~
recently, Lange gives a thorough comparison of arithmetic g | p, — div(uy, v1) + div(ug, v2) in the grouplc(F). In
hyperelliptic curves of genus-2 curves [36] containing mainkhe second step we have to reduce the semi-reduced divisor
the material of the previous three papers [14], [27], [28]. pr — giv (W/,v') to an equivalent divisorD = (u,v).
Genus-3 HEC group operations using odd characterisgﬁorithm 1 describes the group addition.
were improved applying Harley's algorithm [29]. The authors
adopted the methods from [25], [37] to increase the peKigorithm 1 Group addition
formance. The proposed algorithm was implemented on — — —
Alpha Workstation 21264@667MHz using a underlying fieﬁsgjrlgefé)laiil&(u;’ 1)}1): 32 ;gw(uz’ v2)
F,, whereq = 2°! — 1. Recently, the authors in [15] published = '~ acd(uru 3@’ iv +1h) :25 s + $y1iz + 55(01 +
explicit formulae targeting genus-3 curves, whereas addition” ) LR T TR I A
needsl + 700 /S and doublingl + 71M/S. > 0 — wrusd—2
The work at hand introduces explicit formulae for genus-37’ 12

: e " 3 v = -1 !
curves of arbitrary characteristic. In addition, we were able tG © [s101v2 + 830201 + s3(v1vz + f)]d ™ (modw’)

. i k=0
improve the formulae for the group operation of genus-2 an L while dee /. > o do
genus-3 HEC defined over fields of characteristic two. The_ b — kilk g
computational complexity of those formulae for genus-2 an(Jﬁ: ;v h—(Why)?
genus-3 curves and the corresponding references are given in ulk o u’kfl ,
Table V. 8 v, =(—h—wv,_;)mod u
9: end while
I1l. M ATHEMATICAL BACKGROUND 10: Output (ug = uj,, vs = v},)

In this section, we present an elementary introduction to
the theory of hyperelliptic curves over finite fields of arbitrary poypling a divisor is easier than general addition and

characteristic, restricting attention to material that is relevagarefore, Steps 1, 2, and 3 of Algorithm 1 can be simplified
for this work. For more details, the reader is referred to [38}s follows:

[39]. 1. d =ged(u,2v+ h) = sju+ s3(2v+ h)

2: u' = u?d~?

3 v = [syuv + s3(v? + f)]d~ ! (modu’)

This publication is the first to write Cantor’s formulae in an
explicit form, see Table VII, VIII, XI, XIlI, XIII.

A. HECC and the Jacobian

Let F be a finite field, and leF be the algebraic closure of
F. A hyperelliptic curve C of genug > 1 overF is the set
of solutions(z,y) € F x F to the equation

C:y* +h(z)y = f(). C. Harley’s Group Operations on a Jacobian

The polynomial:(x) € Flz] is of degree at mostand f(z) € In [1], the authors noticed that one can reduce the number of
F[z] is a monic polynomial of degre®g + 1. Such a curve operations by distinguishing between possible cases according
is said to be non-singular if there are no pdirsy) € F x F to the properties of the input divisors. They described an
which simultaneously satisfy the equation of the cutvend efficient algorithm (using Karatsuba multiplication, CRT, and
the partial differential equation®y + h(x) = 0 andh/(z)y — Newton lIteration) to reduce the overall complexity of the
f'(x) = 0. For odd characteristic, it suffices to lefz) = 0 group operations.

and to havef(z) square free. To determine explicit formulae, it is essential to know the
If we want to define the Jacobian overdenoted by~ (F), weight of the input divisor. The weight of a divisor is defined
we say that a divisoD = Y m, P; is defined oveff if D = as the number of its points [39]. For example, in the case of

> m;P? is equal toD for all automorphisms of F overF. a hyperelliptic curve of genus 2, a divisor can have weight
Notice that this does not mean that edeh is equal toP;,, o 0, 1 or 2. For each case, implementations of different explicit
may permute the points. formulae are required, thus different functions are called.
Cantor concludes from the Riemann-Roch Theorem thatTwo polynomials have a linear factor in common with
each element of the Jacobian can be represented uniquelybability of ~ 1/¢q. Hence, in the case of a hyperelliptic
by a divisor, denoted as reduced divisors [2]. Mumford [3Zurve of genus 2, we have no factor in common with the
page 3.17] shows that the divisors of the Jacobian can pebability P ~ 1— 2730, Therefore, in most cases the
represented as a pair of polynomial$z) and v(z) with ged(ui,us) = 1. For the remaining of the paper, we call
degv(z) < degu(z) < g, with u(x) dividing 2 + h(z)y — this the frequent caseand, for simplicity, we only consider
f(z) and where the coefficients efx) andv(z) are elements this case in all the optimizations and implementations. An
of F. In the remainder of this paper, a divisbr represented implementation based on explicit formulae can be realized by
by polynomials will be denoted byiv(z, y). avoiding the non frequent cases. This can be done on basis of a
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protocol which restarts if a non frequent case occurs. Without

loss of generality (WLOG) we will consider only the cases f— vah — (v2)? o
for genus-2 curves in the following. 6: ug= T e— (exact division)
1) The Frequent Case of Doublingfhe frequent case of 7: w3 = —(v2+ h)mod us

doubling a divisor occurs if and only iD = (uy,v1) is of

weight 2 andgcd(ul,}}) =1 with h = h + 2vy, i.e. bothu; 2) The Frequent Case of AddingThe frequent case of

and & do not have a factor in common. adding a divisor occurs if and only iD; = (uy,v;) and
According to Cantor’s algorithmy’ = u2. The v/ poly- D2 = (u2,v2) are both of weight 2 angcd(ui, uz) =1, i.e.

nomial can be calculated using the propetiyz)|(v; (z)? — both u; and u, do not have a factor in common.

f(x)) and therefore// (z)|(v'(x)? — f(x)). Sincev’ = v; mod u’ is given asu’ = wujus. Since in the frequent casé=

uy, v'(x) can be seen as a square rootfof) modulou?(x) di = 1, s1 = ey, s = e3 and sz = 0, v’ is obtained by

and v;(z) as a square root of (xz) modulo u;(z). Hence, v = (ejuiva+esusvi) mod u'. Applying Garner’s Algorithm

we can obtainv’(z) by performing one step of the Newtonfor the Chinese Remainder Theorem [40] results in:

Iteration [1]: _
g v = [(UQ U mod u2>u1 + vl} mod u’.
Ui

2
—
’U/Evl—f L

mod u'. 1)
“ Since D’ = (v/,v’) is a semi-reduced divisor, a reduction
In order to obtain a unique representation/of we need is necessary. Harley performs a reduction which is optimized

to reduce the polynomialg’(x) and+/(x). The polynomials by reusing some pre-computed quantities. The reductiarf of

of the reduced divisoD, = (uz, v3) are can be written as
2 A e o
w = 12000 @ Vo=
. 1 — 2
us = monigus) = {f - {(UQ " mod ’U,Q)’Uq}
/ Ui1U2 Ul
vy = —v mod us. vy — vy
—2v1uq ( mod ug) — v%}
Equations (1) and (2) can be computed efficiently using 2“1
following substitutions proposed by Harley: _ i{ f—vi (UZ — Y hod us)
f— v2 k U2 Uy ui
let k = " ands = % mod u, [(U2u_1vl mod us)u; + 21}1} }

then Equation (1) simplifies to’ = v — us and Equation (2) |, e next stepy/ is made monic and is reduced, resulting
can be rewritten: ’

, in a reduced divisoD3 = Dy + Dy = (ug,vs3) . All steps
o = f= () 3) for arbitrary characteristic including those for the precomputed
!

2u - guantities are given in Algorithm 3 [14].
v — f) 4+ 2suv + s“u
2 k=20 5) Algorithm 3 Frequent Case for Group Addition (g=2)
- ° U ' Require: D, = div(ul,m), Dy = diV(UQ, Ug)

Algorithm 2 combines all steps of the most frequent caddsure: Ds = div(us, v3) = Dy + Dy

. L . k ) _ f—vih—1 L
for arbitrary characteristic including all subexpressions [14]. 1 k = ~—,— (exact division)

2: sz%modug

Algorithm 2 Frequent Case for Group Doubling (g=2) i i/ ZSM (exact division)
Require: D; = div(uq,v1) 5 ug =u made monic
Ensure: 12)2 = div(ug, v2) = 2D, 6: v3 = —(h+ 2z + v1) mod ug
1 k= % (exact division)
20 8= j5r mod u;
3 = g2 4 kzs(hd2v1) (exact division) For genus-3 curves an additional reduction step is necessary
PP made monic to calculate the reduced divis@l, = div(ug,vs) = D1+ Ds:
5 2 = (b su o) mod 6: wuy= %_(%)2 (exact division)
3

7: vy =—(vs+ h) mod uy
In the case of genus-3 curves an extra reduction step is
necessary to obtain a reduced divisor. Hence, for genus-Based on Algorithms 2 and 3, the upcoming explicit formu-
curves, Steps 6 and 7 have to be added to Algorithm 2 in ordae for the group doubling on hyperelliptic curves of genera 2
to end up with a reduced divisdps = div(us,vs) = 2Ds. and 3 are derived.
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D. Security of HECC TABLE |
COMPARISON OF THE COMPLEXITY OF THE RUNNING TIME OF DIFFERENT
The Diffie-Hellman problem onJ¢(F) is closely related ATTACKS ON HECC
to the well-studied discrete logarithm problem [40]. These g 1 2 3 4
problems are significant to public-key cryptography because Index PE PE PE 7
they form the basis for the security of many cryptographic Rho [50] 4?7 4 372 P

schemes. The DLP ofi¢(FF) can be stated as follows: given
two divisors Dy, Dy € Jo(F), determine the smallest integer
m such thatD, = mD,, if such anm exists. The binary
algorithm and its variants [40], [41] can be used to efficiently
computem D. The main operations in the algorithm are group
additions and group doublings.

Pollard’s rho method and its variants [42]-[44] are the
most important examples for algorithms solving the DLP withon-ordinary curves [55], but the free choicefgfand f; still
complexity O(y/n) in groups of ordern. However, some leads to sufficiently many. We are not aware of any security
special cases of HEC were discovered in [45], [46], whiclmitation of the curves that we used in this publication.
can be attacked with lower complexity than(y/n). The There is a contribution that dealt with securing practical
first algorithm which computes the DL in subexponentidmplementations [56]. In this paper, countermeasures against
time for sufficiently large genera was published in [47]. Thdifferential power analysis for HECC were introduced by mod-
algorithm was improved and implemented, e.g. in [48]-[51¢ling two techniques used for elliptic curves cryptosystems.
This algorithm has a lower complexity than Pollard’s rho In addition, one should consider the Weil decent attack
method forg > 4. methodology [57] and especially the GHS Weil decent attack

In [45], the authors described the mapping of the Taté8]. Consider £ to be a non-supersingular elliptic curve
pairing on the divisor class group of a cur¢eover a finite defined over a fieldk = Fp», and m is composite. The
field F, into the multiplicative groupF’,. Hence, for small idea of the attack is to reduce the ECDLP B(Fa») to
k, the DLP in the divisor class group can be solved witthe DLP in the jacobian variety of a curve of larger genus
the index-calculus algorithms. In [50] it is shown that indexdefined over a proper subfield= [F; of K. Concluding from
calculus algorithms in the Jacobian of HEC have a lowd&ne above mentioned publications, using fields with composite
complexity than the Pollard rho method for curves of gen@xtension degree can have cryptographic weaknesses which
greater than 4. However, the author further studied spect&n potentially lead to attacks.
cases by keeping only a fraction of the divisors in the factor By our choices of fields we tried to get a comparison in
base resulting in a reduction of the base by a factor.df this group size of ECC and HECC as tight as possible, therefore
case, the author obtained an overall Comp|exitmf]%)_ some of the fields we used are basednertomposite. How-
Thus, the complexity of the attack of genus-4 curves is lowéVer, all implementation techniquel® not usethe composite
than the complexity of the rho method. However, no practicBfld structure, unlike the work in [59], [60]. Hence, all the
comparisons between the two approaches have been madgoftware implementations should be viewed as example cases

Recently, Tieriault optimized the algorithm to compute thd® show the efficiency of the different systems and are also
discrete logarithm in the Jacobian of low genus hyperellipt@Pplicable to HECC based on prime extension fields.
curves [52]. He optimized the sub-exponential algorithm to
compute the discrete logarithm in the Jacobian of low genuslV. METHODS TOIMPROVE THEEXPLICIT FORMULAE

hyperelliptic curves. The underlying field for HEC with genus |, this section, we list all techniques used to improve the

higher _than two might have _to be larger than believed_in O_rdgfficiency of the explicit formulae and therefore increase the
to achieve a certain security level. Thus, when taking '”%rformance of HECC group operation

account the results of Hniault, the underlying field has to be
enlarged accordingly, see the correction factor in Table I. For
the moment, the most efficient attacks presented in [52] ae Montgomery's Trick of Simultaneous Inversions
not practical, because of the high storage usage. Note, we toolhe idea of Montgomery is to use simultaneous inversions
this security consideration into account and enlarge the figifl order to save inversions at the cost of some cheaper
sizes accordingly, see comparison of different implementatiopgerations, e.g., multiplications [61, Algorithm 10.3.4].
in Section V-B. WLOG we consider the group addition on genus-2 HECC
In order to find secure HECC one has to consider criteria to illustrate its application. Harley’s Algorithm needs two field
ensure that a curve is not supersingular [53]. However, thérgersions, see Equation (3), Steps 2 and 5. These steps can be
are no hyperelliptic supersingular curves of gedlis-1 over modified. Instead of computingz) = s1z+s9 = 221 mod
fields of characteristic 2 for any integer> 2 [54]. uo, one first computes the resultanof «; andusy as:inv =
For our improvements we assume for example genus;2 mod uz (no field inversion needed) and(z) = rs =
curves of the formy?+zy = 2%+ f1z+ fo wherefy, fi € Fon.  (v2 — v1) - inv mod us.
Similar curves where chosen in the case of genus-3 curvesin the latter step only one inversion is necessary to obtain
Obviously, they form a special class of curves, also know asthr~! ands; . The variables; ! is required in Equation (3)

reduced factor base [52] n.a. | n.a.| ¢*/? | ¢%/°
with large primes [52] | n.a. | n.a.| ¢'%/7 | ¢'4/9
Correction factor for
log, |F,| - - | 1.05 | 1.286
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to makew’ monic andr~—! is required to calculate(r) = The total cost is four additions and three multiplications.
s'r~L. First, one has to compute the inverse = (rs;)~!, Whereas, if using the schoolbook method, four multiplications

thens andr—! can be calculated asr* = w; s} ands(x) = and one addition are needed. Thus, we save one multiplication
S1T + sg = *7 = 5713; 4 370 3;1 is then obtained by;;l — at the cost of three extra additions.

2 T
wrT = -

D. Efficient Division
B. Reordering of the Normalization Step In [67], an efficient way to calculate the quotient of two

This reordering allows for calculating the required monigolynomials is presented. The division is based on the obser-
polynomialw’ (Equation (2), Step 4, and Equation (3), Step 3jation that the quotient of two polynomials of degree, and
while saving field operations [26]. The highest order term afegz, With deg, > deg», depends only on théeg, — degs + 1
u’ results from the product of and z divided by u,. Since highest coefficients of the dividend and tdeg, — deg» + 1
uy is monic, the leading coefficient of’ is s2. Thus, the highest coefficients of the divisor. Hence, we do not have to
step of makingw’ monic is unnecessary if the polynomial consider all coefficients of the polynomials.
is already monic (i.e.s; = 1). In [26], the author shows that This efficient division is, for example, used in Step 8 in
this simplification saves one multiplication in total for the casgable IX. One has to compute; = (f — v'h — v'?)/u’ with
of genus2. In this contribution, we show that in the case ofleg(f — v'h — v'?) = 7 and deg(u') = 4. Thus, only the
genus-3 curves one can save even more multiplications. In fRer highest coefficients of the two polynomials are needed to
following we show, that. is already monic: computeus (Notice, thatf; = u), = 1 and therefore does not
appear in the formula as a variable).

1
let wy = — and ws= wi
S1
, 1 E. Calculation of the Resultant Using Bezout's Matrix
u = — [smonic(smonicul + U}4(h + 201)) . . . L.
U The calculation of the resultant using Bezout's matrix in

f—vh—2? the case of genus-3 HEC can be performed very efficiently.
7} Notice, that there is no benefit when applying the Bezout's
matrix to genus-2 HEC.

The resultant of two polynomiats = [];-, (z—a;) andb =

—ws
U1

1
= — [sw4(sw4u1 + wa(h + 2v1))

u9 . . n m
f—vh—2? ) II;=:(z — B;) is defined byr(a,b) = [[;_; [T;Z;(8; — ).
_wST} With smonic = swa Leta = 23 4 ax? + bz + c andb = x2 + dz? + ex + f, then
w? F— vk — 02 the resultant calculated with the Bezout's matrix is given by
— —4[s(su1+h+2v1)— ! L
U2 Uy
- —uwdu=-2 r(a,b) = (f+ea—c—bd)(~c+f)?
o —(=a+d)(fb— ce)] + (fa - cd)
Using the reordering, the calculation @fchanges as follows: [(fa —cd)(—a+d) — 2(=b+e)(—c+ f)]+
with w3 = S1, Vo= *(wb’smonicul +h+ Ul) mod v’ (.fb - Ce)(ib + 6)2'
= —(wswysur + h+v1) mod v/ In general, the total cost of this operationl® multiplica-
= —(su; +h+wv1) mod v’ tions and2 squarings. For two input polynomials in the case

of doubling, the resultant is less complex and can be computed
with 6 multiplications and2 squarings. For more details, see

. . ) Table 1X and Table X.
In 1962, Karatsuba introduced an algorithm to multiply two

polynomials [34]. Compared to the schoolbook method, the ] . . .
Karatsuba Algorithm (KA) saves multiplications of the coeff: Choice of HEC with Certain Properties
ficients at the cost of extra additions. Since its introduction, A detailed analysis of the explicit formulae gives rise to
further work was done to improve the KA and to find boundsertain types of curves with low complexity, i.e. optimum
of the complexity [62]-[64]. In [65], Bernstein presented @erformance regarding the number of required field operations
survey of different methods to multiply polynomials. In [66]for the execution of the group operations. As a result of this
detailed information on the usage of KA in order to multiphanalysis, curves of the form? + y = f(x) over extension
with the least cost is provided. fields of characteristic two turn out to be the best option.
In [34], the efficient multiplication of two polynomials of Unfortunately, this type of curve is supersingular for genus
degree 1 is introduced. We will briefly develop the KA an@ [50], [53]. To our knowledge, curves of this form for genus
refer the interested reader to the given literature. Given &@éhave no security limitations [54]. Hence, curves of the form
two polynomials A(z) = aix + ag and B(z) = byx + by. y? + h(z)y = f(z), with h(x) = z give the best performance
Let Dy = agbg, D1 = a1by and Dy = (ag + a1)(bp + b1). for genus-2. In [36], the author suggested some different
Hence, the product of two polynomials can be computed agnsformations such that for the case of genus-2 curves, one
C(z) = D12% + (Do 1 — Do — D1)x + Dy. can neglect most of the coefficients in tfigoolynomial. We

C. Karatsuba Multiplication



WOLLINGER et al. CANTOR VERSUS HARLEY: OPTIMIZATION AND ANALYSIS OF EXPLICIT FORMULAE FOR HYPERELLIPTIC CURVE CRYPTOSYSTEMS 7

m+4d—2

2
B(x) = > {laz — Top-a — Tipa-ar1]z + [azi-1 — Topai-1-a — Tipai—al }2° " + (aa—1 — Tapo)z®!

_d+1
==

d—2

=0

= > A{loz — (To+ T (p2i—a + p2-ar1) + Tovai—as1 + Tipai—ala® + [azi—1 — Topar-—1-a — Tipar—al 2>~

_d+1
I=%3=

d—2
+(ag—1 — Tupo)x™" + Z a;z’ ()
i=0

did integrate this technique to speed-up our implementationSTEP 2: In the second step, we substitutg+d—1 =

of HECC. However, all explicit formulae presented in the-z¢~! Zizolp,-xi and the highest coefficient for simplifica-

appendix are for the most general case. tion T = (@m4d—1 — m4dPm—1):
m+d—2
G. Karatsuba Reduction B(z) = Y (ai—Topi-a—Tipi—as1)a’
In our contribution, we used the idea of the algorithm i=d deo
presented by Karatsuba [34] to minimize the computational ag_r — Tapo)z~! + Zaixi Q)

complexity of polynomial modulo reduction, denoted as Karat- =
suba reduction. In the context of HECC, this idea was first

used for genus-2 curves targeting small polynomials in [29]. Nex;, we assume WLOGh andd to be odd. We rewrite_
All published contribution improving HECC group operatio quation (9) in order to be able to apply Karatsuba reduction

applied this technique in an “ad hoc”. In this work, wén Equation (6). The result is given in Equation (7). After the
approached the reduction systematically and generalized Eggond step, we have a polynomiaz) of degreem +d -2,

procedure for polynomials of arbitrary degree. The resul us, we are able to reduce the degree of the polynomial by 2.

show, that one can perform polynomial reduction using Kara%—tep 1 and Step 2 have to be repeat¢dl or (d +1)/2 times

suba’s method with the complexity ©(°%). Note that the in order to reduced(z) for d odd or even, respectively. After

presented formulas can also be applied if working in finitdPPlying Step 1 and 2 we sel(z); = B(z)i-1. o
fields GFp™). Corollary 1: Let #M and #A be the number of multipli-

Let polynomial A(z) — Zm-ﬁ-da‘xi be reduced by the cations and additions, respectively, to reduce a polynomial
- i=0 7 . . .- .
polynomial P(z) = 2™ + p(z) — xm+2f§)1pixi of degree W|th degreem + d, whered is a positive mt_eger and where
m. Recursive application of™ — —p(z) — Zm_l(—p‘)l‘i m is the degree of the reduction polynomial. Thus, we need
. - — 2.i=0 i i i
describes a simple way to perform modulo reduction Whene\}&performd +1 redukctlon steps in order to replace all tgrms
with occurrences of”* wherek > m. The total cost of using

encountering powers af greater thann — 1. T : ;
gp g Karatsuba reduction is shown in Equation 10.

Let In the case forl even, we have to add an additional step after
B(z) = A(z)mod P(z) applying Karatsuba. This last step reduces the polynomial with
mid m-1 degreem, by substitutingz™ = > ' (—p;)z’. Hence, we
= Z a;x" mod "™ + Z pix’ (8) needm additional multiplications andr additions. Applying
i=0 i=0 Karatsuba reduction to the additional step does not result in a
with integerd > 1. more efficient way to reduce the polynomial of degredf we

The reduction consists of two substitution steps, that awee the schoolbook method instead, we needultiplications
repeatedly computed/2 or (d — 1)/2 times ford even or andm additions for each reduction step, thugd+1)[M + 4]
odd, respectively. In the following we describe this step il total.

more detail and summarize them in Algorithm 4. In the above stated consideration we looked only into the

STEP 1: In the first step, we substitute™t? = cases were the reduction polynomials have all coefficients non-
—z4 S T pat and the highest coefficierify = a,, 4 in  Z€ro. In most cases, reduction polynomials will have only
Equation (8): some non-zero coefficients. In this case Corollary 2 should

be considered.

— m+d—1
Pl = lameas = Topm-1)e Corollary 2: Let#M and#A be the number of multiplica-
"= T i = i tions and additions, respectively, to reduce a polynordiét)
! -Zd (0 = Topia)e+ Z% it with degreem +d, whered is a positive integer. The reduction

polynomial is given by?(x) = ™+ 2t + 2 2t +- - 2t
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Cost |42 | [3/2m] M + (8m — 3[3/2m]) A for odd d 0
> L 1113/2m] M + (8m — 3[3/2m])A| + mM +mA for evend (10)

| 4L | 113/2i1M + (8i — 3[3/2i])A for odd d
COSt{ [@J %(3/% M + (8i — 3[3/21‘])%& +iM +iA for even d (11)

wherei + 1 is the number of non-zero coefficients. Hence, tleertain genus-3 curves one can sa4% and 78% of the
cost to reduce the polynomial(z) is given in Equation 11. computational cost for adding and doubling, respectiely
Corollary 3: In case of schoolbook or Karatsuba reduction, 2) Improving Harley's Group Operation:The approach
a polynomial with the smallest possible number of non-zepsesented in [1] was also optimized by us using the techniques
coefficients results in a minimum of computational cost.  in Chapter IV. We were able to speed up the group operation
of genus-2 and genus-3 HECC. Table V presents a summary
V. RESULTS of our work, as well as of all the previous work that has been

This section summarizes our results and is divided in tfiP"€ on improving Harley's algorithm. All the steps necessary
parts. In the first part we present our derived explicit formulal® compute the group operations using the explicit formulae

The second part introduces and analyzes our implementatfifi Presented in the appendix. ,
of the formulae. Analyzing our newly derived the group operations based on

Harley’s considerations lead to following conclusions:
Al ing the G o i « We could improve the explicit formulae for arbitrary
- Improving the &roup Lperation characteristic for genus-3 hyperelliptic curves compared
After Koblitz suggested HEC for the use for a cryptosystem o the previous publications [29].
in 1989, it took over 10 years until the first improvements were , For characteristic two fields, we could decrease the costs
made to its group operations. In [1], the authors proposed to calculate the group operations on genus-2 and genus-3
explicit formulae for the group operations. For the derivation  cyrves.
of the explicit formulae, polynomial calculations are mapped ., Considering certain curve parameters we were able to
onto field operations. For genus-2 HEC, such a mapping can save47% of the multiplications for the genus-2 doubling
be calculated quite easily since the degree of the occurring operation compared to [14], [36].

polynomials is low. Deriving explicit formulae for higher , Our fastest genus-3 curves usex//S less for the group
genus HEC is more complicated since with increasing genus doubling as presented in [15].
the degree of the polynomials rises. For higher genera, the3) Fastest HECC Group OperatioriThe aim of this sub-
problem becomes intractable by hand and the use of additiogaktion is to give a summary of the last two subsections, by
tools for the mathematical evaluation of all equations isytracting only our fastest HECC group operations. In the sec-
inevitable. tions above we give a historical survey of the group operations
Note, that the explicit formulae given in the appendix argased on the original Cantor algorithm and on the algorithm
displayed in the most general form. However, the complexityb&‘roposed by Harley. One notices that using specialized the
computed for special curves and therefore some operations gig/e parameters the efficiency of the cryptosystem increases.
not counted, e.g. multiplication with; € GF'(2). In addition,  The bold numbers in Table IV and V indicate our fastest
we reuse in some steps previously computed results in orgesup operations. Contrary to common belief, we could show
to decrease the complexity. that explicit formulae for the group doubling based on Cantor’s
1) Improving Cantor's Group Operationin this subsec- gigorithm in the case of genus-3 HEC are faster than the
tion, we considered the group operations presented in @Igplicit formulae based on Harley. In most of the other cases,
and applied the techniques introduced in Chapter IV, réhe group operations based on Harley's algorithm perform
sulting in efficient group operation for genus-2 and genusggtter. However, it is noticeable that the performance of the
HECC. Table IV summarizes the efforts made to date ap@ubling operation for certain curves based on Harley or
our contribution to speed up Cantor’s algorithm. The detailgyntor are almost the same.

instruction, how to calculate the group operations are given infFollowing explicit formulae for an efficient implementation

the appendix. of HECC should be used:

Our improvements concerning the group operations intro- genus  addition doubling
duced by Cantor can be summarized as following: This is the 9 [14] Table VI
first contribution that presents explicit formulae of Cantor’s 3 Table IX Table XIII

algorithm for genus-2 and 3. We were able to speed up the ) ] ) _
group operations compared to the results presented in [33!At this point we want to clarify that we applied a sequence
Our genus-2 HEC group operation saves ugid/s in the ©Of Improvements techniques to achieve the presented results.

case of adding divisors andl as well as up t020M/S  2a5suming one inversion has the same time complexity as eight multipli-
in the case of doubling a divisor. Using our formulae fotations
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Algorithm 4 Karatsuba reduction

Require:
Polynomial P(z) = =™ + Y7 piz’ of degreem,
Polynomial B (z) = 3745\ i of degreem + d
Ensure: B(z) = B (z) mod P(z) = 7", bz’
1: while d > 0 do

. _ (@)

2: To = b?éfd

> T<1d :2)bm+d<2>1 ~lopm

4 ?)d—l =b,’y —Tipo

5. if d oddthen

6: for 1 = [9£1] to [£4=2] do

v bgli%) = b;?) — (To + Th)(p2r—d + P2r—d+1) +

12(31p22l—d+1 + Tipai—a

8 by, 1" = by~ 1 — Topai—a—1 — T1ipai—a

9: end for

10: else

11 for 1 = [9£1] to [2£4=2] do

12: bgli:f) = béczl)q — (To + T1)(p21—d—1 + p2r—a) +

T(ginQl—d + §1p2l—d—1

13: bélfz = by,” o — Topai—a—2 — T1pai—q—1

14: end for

15:  end if

16:  if mde\z/enthen .

17 binld)72 = bgnld72 — (To + T1) (Pm—1 + Pm—2) +
T1p7n—2 + TOpm—l

18: end if

19: for(y‘:Otod—Zdo

20: pld=2 — pld

: J

21: end for

2. d=d-—2

23: end while

24: if d =0 then
25: for(j:0t0m—1do
bj_

26: D=0 b p;
27:  end for
28: end if

29: Output B(z) = Y7 bzt = BV (x)

« Speeding up the implementation: A fast library for the
required field and group operations was developed.

« The code was first tested on a Pentium platform.

o Porting to the ARM: The code was rewritten for the
ARM7TDMI@80MHz (ARMulator). Special functions
to load the test vectors into the memory of the micro-
processor and timing routines were written. As a pro-
gramming and debugging platform, th&kM Developer
Suite 1.2was used.

o Running and testing HECC on the ARM7TDMI (ARMu-
lator).

« Detailed timing analysis for different field sizes and
curves.

2) Implementation:We implemented our explicit formulae
for characteristic two fields as summarized in Section V-A.3.
In order to be able to compare our results with an elliptic
curve cryptosystem (ECC), we implemented ECC with the
same methodology. For genus-2 curves we implemented the
explicit formula based on Harley’s algorithm afdz) = =.

In the case of genus-3 HEC, we used the doubling formula
based on Cantor Table Xlll and the addition formula based
on Harley Table IX andi(x) = 1. The implementation results
on the Pentium and the ARM are summarized in the Table Il
and Table lll, respectively.

Our implementation assists arbitrary fields. Note that the
group operations as well as the scalar multiplication could be
implemented with higher performance, if fixing the underlying
field, e.g. see [71]. Note, that some of the implementations
might have potential cryptographical weaknesses according
to [57], [58], however, we would like to emphasize that the
implementation techniques are also applicable to fields with
prime extensions.

3) Analyzing and Comparing the ECC and HECC Imple-
mentation: It is only useful to compare cryptosystems with the
same security level. Hence, we have to take the recent progress
by Thériault [52] into consideration. Note, that this is a very
pessimistic estimation, since the attacks presented can not be
realized because of the high complexity. The results in [52]
suggest to enlarge the underlying fields of genus-3 curves (see
Table | for more details).

This is somewhat of an ad-hoc approach which does notsqcqrging to [52] an identical security level of 163bit results

necessarily lead to optimal results. Rather, the complexiy (e underlying field€,s: andTF,

s7 for HEC of genus two

of the explicit formulae presented in this chapter should B ihree respectively.

viewed as upper bound. New improvements of genus-2 HEC

were presented in [68] and is published [69].

B. Implementation

Contrary to common belief, we could show, that the per-
formance of a scalar multiplication of ECC, genus-2 HECC,
and genus-3 HECC are in the same range. This fact holds for
the Pentium as well as for the ARM implementation. In some

This chapter provides a short overview of the tools arghses HECC even outperforms ECC, see Table Il and Il
the methodology used. We also present and analyze ouHyperelliptic curve cryptosystems show very good perfor-

implementation results.
1) Methodology: The methodology is as follows:

mance on embedded processors and are therefore well suited

for applications in constrained environments.

« Test the explicit formulae: An NTL-based [70] implemen- It is noticeable that with increasing group order the speed
tation of the original Cantor algorithm was used to obtaiof the group operations decreases for certain field sizes.
reliable reference vectors. The implementation of the nefhe reason is the dependency of the field operations on the
explicit formulae was used to check the correctness of tireeducible polynomials. We used trinomials and pentanomials,
derived formulaeMicrosoft Developer Studio was used whereas the groups using trinomials perform relatively better
for compilation and debugging on a Pentium 4 process@ompared with pentanomials.
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TABLE I
TIMINGS OF GROUP OPERATIONS ON THEPENTIUM4@1.8GH (EXPLICIT FORMULAE)

Genus| Field | Group order| Group addition| Group doubling| Scalar. mult.

in ps in us in ms

1 Faies 2163 18.3 9.4 2.60
Fa167 2167 19.2 8.5 2.43

Fai7e 2179 16.9 9.8 2.80

Fai01 2191 15.4 8.7 2.78

2 Faes 2126 16.5 10.2 1.93
Fas: 2162 18.7 11.7 2.73

Fass 2166 20.2 12.7 3.01

Fass 2176 20.5 13.2 3.30

Faor 2182 21.1 13.7 3.50

Faos 2190 19.0 12.6 3.41

3 Faus 2129 255 9.0 2.15
Fasa 2162 24.8 8.9 2.56

Fass 2165 25.2 9.0 2.69

Fosz 2171 255 9.4 2.95

Faso 2177 28.5 10.3 3.22

Fa60 2180 24.8 9.2 2.97

Fae1 2183 28.5 10.5 3.34

Fass 2189 25.3 9.2 3.10

TABLE Il

TIMINGS OF GROUP OPERATIONS WITHARMULATOR ARM7TDMI@80MHz (EXPLICIT FORMULAE)

Genus| Field | Group order| Group addition| Group doubling| Scalar. mult.

in us in us in ms

1 Fyi63 2163 746 406 108
Foie7 2167 579 342 90

Fo17o 2179 720 451 120

Fai01 2191 598 358 100

2 Foss 2126 538 326 60
Fys1 2162 600 376 87

Fosa 2166 715 449 105

Foss 2176 732 463 114

Fyo1 2182 736 468 119

Foos 2190 623 399 107

3 Fyas 2129 966 327 75
Fas4 2162 914 317 90

Fyss 2165 917 319 91

Fosr 2171 918 321 94

Foso QL7 1180 415 126

Fye0 2180 921 324 100

Fye1 2183 1183 417 130

Fosa 2189 925 329 106

VI. CONCLUSIONS plicit formulae based on Harley’s algorithm should be used

when implementing genus-2 curves. In the case of genus-3
Our contribution is another step to decrease the complexityrves the doubling operation should be implemented using
of the HEC group operations. We showed how far the choiexplicit formulae based on Cantor and for the addition we
of the algorithm (Harley or Cantor), group order, and curvadvise the use of Harley’s algorithm.
parameters is crucial in order to achieve the best performance&onsidering different group orders, our implementation
for a given application. shows that ECC, genus-2, and genus-3 HECC have similar
Considering the results presented in this contribution, egerformance. Contrary to common belief HECC can be the
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cryptosystem of choice for general purpose processors as Wal] G. Elias, A. Miri, and T. H. Yeap, “High-Performance, FPGA-Based
as for embedded processors.
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TABLE IV
SPEEDING UP GROUP OPERATIONS OEANTORS ALGORITHM.
genus field curve cost
charac. properties addition \ doubling
2 Cantor/Koblitz [33], [38] | general 31 +70M/S 3I+76M/S
Nagao [33] odd | h(z) =0, f; €Fo | 2I+52M/S 2I +49M/S
our work general| h; € Fy, f41 =0 21 + 44M +4S | 2| + 42M + 8S

two hi €Fa, f4 =0 21 +42M +4S | 2] + 40M + 8S
two h(z) =z, f4=0 | 21 +42M + 4S I + 23M + 6S

Table VII Table VIl
3 Cantor/Koblitz [33], [38]| general 47 +200M /S 41 +207M/S
Nagao [33] odd | h(z)=0, f; e Fy | 2I +154M/S 21 +132M/S
our work general| h; €Fy, fe=0 | 21 + 118M + 4S| 2| + 106M + 19S

two h; €Fy, fg=0 | 21 + 110M + 4S| 2| + 98M + 13S
two h(z)=1, fe=0 | 21 + 110M + 4S| | + 14M + 11S
Table XI Table XII

TABLE V
SPEEDING UP GROUP OPERATIONS OHARLEY’'S ALGORITHM.
genus field curve cost
charac. properties addition \ doubling
2 Harley [37] odd h(z) = 21 +27M/S 21 +30M/S
Lange [24] odd 21 +24M +3S | 21 +26M + 6S
Matsuo et al. [23] odd h(z)=0 2I 4+ 25M/S 21 +27M/S
Miyamoto et al. [25]| odd h(z) =0, f4=0 I+26M/S I+27M/S
Takahashi [26] odd h(z)=0 I+25M/S I+29M/S
Sugizaki et al. [35] even h; € Fan I+27M/S I+26M/S
Lange [14], [36] general h; €Fan, f4 =0 I1+22M +3S | I+22M +5S
two h; € Fon, f41 =0 I+2IM+3S | I+20M+5S
two ha =0,h; € Fon, f41 =0 1+21M+3S I+17M + 58
our work two hz)==x, fa=fz3=fo=0 — I+9M+6S
Table VI
3 Kuroki et al. [29] odd h(z) =0, f6 =0 I+81M/S I+74M/S
Gonda et al. [15] odd h(z) =0, f6 =0 I+70M/S I+71M/S
our work general hi €Fa, f6=0 I+70M +6S | I+62M + 105
two h; €y, f6=0 I+65M +6S | I+53M+ 108
two h(z)=1, f6=0 I1+65M+6S I+22M +7S
Table 1X Table X
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EXPLICIT FORMULAE FOR DOUBLING A DIVISOR ON SPECIAL CURVES OF GENUS TWO OVER2» WITH h(w) =z (HARLEY)

Input

Weight two reduced divisor® = div(u,v) with
u=a+ U1T + Ug

V=01 + Vg

furthermore:

h=xandf =25+ fix + fo

Output

A weight two reduced divisoD’ = div(v/,v") = [2] D with

u' = 2? + ujz + uf;
v = vz + v);

Step

Procedure

Cost

1

Compute resultant of « and h + 2v:
T = Up;

2

Compute almost invers@w = r/0 mod u;:
vy = 1; invg = uq;

Computek = [(f — hv — v?)/u] mod u:
wo = v7; wy = ui; ki = wi;
t1 = uiks; ko = 11 + wo + vi;

1M +2S

Computes’ = kinv mod u:
to = uoko; s = ko; so = (uo 4 u1) (ko + k1) + t1 + to;
If s7 = 0 perform Cantor’s Algorithm

2M

Computes; and spu:
t3 = t;l(: 1/(rs})); ws = r’t3(=1/s1); wy = w3;
51 = sPt3; te = t1 + k1s1(= souy);

I+3M+3S

Computez = su (Karatsuba):
20 = 805 21 = tg + 81, 22 = w1, 23 = 51,

Computeu’ = 1/s3((su + h +v)% + f)/u?:
ubh = 1; uf = wy; uf) = waki + ki + ws;

M+ S

Computev’ = h + z + v mod v’ (Karatsuba):
ty = ws; t7 =ty + 22, t5 = trug;

vy = (23 +t7)(ug +uh) +tg +ts + 1+ 21 +v1; vy = t5 + 20 + vo;

2M

Total |

I+9M +6S \
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TABLE VII
EXPLICIT FORMULAE FOR ADDING ON A HEC OF GENUS TWO(CANTOR)

Input | Weight two reduced divisor®; = (u3,v1) and Dy = (ug, v2) With
uy =22 4+ ax + b;
Uy = 22 + cx + d;

vy =14% + J;
v = kx + [
furthermore:

h = hax? + hix + ho; whereh; € {0,1};

f =z° + f4l‘4 =+ f3$3 =+ f2$2 =+ flx + fo; Wheref4 € {0, 1};
Output| A weight two reduced divisoD’ = (v/,v’) = Dy + D5 with
u = 2% + agx + bs;

v = i3z + j3;

Step | Procedure Cost

1 Computeged(uy, us) = 1 = sjuy + Saus: I4+8M +28
To1 = a—C; rog = b—d; tag = —1; 31 = ra1-c—"ra0; 130 = T21-d; t3p = T21;
ts1 = 1; ra0 = 731720 — T21 - T30; S20 = —T31 — Ty} S21 = —Ta1; to = 7’4_01;
S20 = S20 * Lo; S21 = S21 - to; S11 = —S21; S10 = —S21 * C — S20 — G * S11;

2 Computeu’ = ujup = 2% + uhx® + uhz? + ujz + ), (Karatsuba): 2M

to = bd, ti =a-c, tyg = (a—|—b)(c—|—d), u6 = to; ’U,/l =19 — tg — t1;
uh=t1+b+d; ufy =a+c

3 Computev’ = sjujvs + Sousv; mod ' 22M
to =b-s10; t1 = a-$11; ta = (a+b) - (s11 + S10); Su10 = to; Suil =
ty — to — t1; suiz = t1 + s10; Su13 = S11; to = |- sui; t1 = K - suyg;
to = (k +1) - (su1o + su11); doo = to; dor = t2 —to — t1; do2 = t1; to =
I-(suyp+suia); t1 = k-(sui+suig); to = (k+1)-(sujo+suii+suia+suis);
dog = to; doy =t — tg — t1; d22 = t1; suvig = doo; suvi1 = do1; Suvi2 =
doa+dao—doo; suviz = do1 —do1; suvigy = dog—dog; to = d-S20; t1 = 521,
to = (c+d) - (521 + 520); Sugo = to; sug1 = ta — to — t1; Su2a = t1 + S20;
Sugz = Sa1; to = J - Sugo; t1 = 1-Sua1; ta = (i+7) - (Sugo + su21); doo = to;
doyr = to — to — t1; do2 = t1; to = j - (Sugo + su22); t1 = i - (suo1 + sus3);
to = (i+7)-(su20+sug1 +su22+sugs); dao = to; do1 = ta—to—t1; daa = t1;
suvgg = doo; suve1 = doi; suvee = doz + dag — doo; suvez = da1 — dos;
Suvaq = dog — do2; vy = suviz + suvez — uj - (Suvig + Suvaey); vy =
Suv12+SUVaa — U (SUV14+SUV24); V] = Suv11+Suva —uf - (Suvi4+suvay);
v = suv1g + Suvgg — uf - (Suv14 + SUV24);

4 Compute monia3 = (f —v'h —v"?)/u’ = 2% + asz + bs: I+7M +2S
t1=—v4" ag = —2 v} - vy 4+ 1 — v hy — ty - ul;
by = —vh-hg —vh-hy —2-05 - 0] + fy — 0" —t1 - uh — ag - uf;
to =t17"; ag = az - to; by = bz - to;

5 Computevs = —(h + v') mod ug = izx + j3: 5M

to = —Ué; t1 = —(’UIQ + h2) —tp - as; iz = —(Ull + hl) — (to + tl) . (bg +
az) +1t1-bs +1to-as; js = —(vy + ho) —t1 - bs;

Total | fields of arbitrary characteristid,; € Fo, f4 =0 2I +44M + 4S8
fields of characteristic twa; € Fa, f1 =0 21 +42M + 48




16

IEEE TRANSACTIONS ON COMPUTERS, VOL. ?, NO. ?, ?

TABLE VIII
EXPLICIT FORMULAE FOR DOUBLING ON AHEC OF GENUS TWO(CANTOR)

Input | Weight two reduced divisor® = (u,v) with
u=2a>+ax+0b;
v =1z + J;
furthermore:
h = hQiEz + h1x + ho; Wherehi S {0, ].},
[ =a%+ fax’ + fsx® + for® + fix + fo; wherefy € {0,1};
Output| A weight two reduced divisoD’ = (u/,v") = [2]D with
u = 2% + asx + by;
v = iox + jo;
Step | Procedure Cost
1 Computeged(uq, h + 2v1) = 1 = squg + sg(h + 2v1): I1+8M
r11 = h1+2-i—hg-a;r10 = ho+2-j—ha-b; ro1 = r11-a—r10; r20 = 711°b;
730 = T21 ' 10 — T'11 * T20; 831 = T11, S30 = T21, to = 7“3_01; 831 = $31 - to;
830 = 530 - to; S11 = —831 - ha; S10 = —2-83191—531-h1 —830-ha—a-s11;
2 Computeu’ = uy? = o + ufa® + uha? + ufx + ul): 35
to = 0% ty = a2, ty = (a4 b)% uf) = to; u) =ty —to—t1; uh = 2-b+1ty;
uh =2 -a;
3 Computev’ = sjujv; + s3(v1? + f) mod u): 22M + 48
to = j-s10; t1 = i-511; ta = (i+7)-(s10+511); sv0 = to; sv1 = ta—t1 —to;
Svg = t1; tg = b- svg; t1 = a- svy; tyg = (CL+ b) . (SUO + S'Ul); dog = to;
do1 = ta—to—t1; do2 = t1; dio = sv2; to = (b+1)-(svo+sv2); t1 = a-sv;
to = (a+b+1)- (svg + sv1 + sv2); dag = to; do1 =t —to — t1; dao = t1;
suvy = doo; suv1 = do1; Suve = doa + dao — doo — dro; Suvs = da1 — do1;
suvy = dig + doo — do2; to = j% t1 = % ta = (i +J)% v = to;
vqy = to — tg — t1; vS$qa = 11; ’Ung = fg — u’2 — f4 . Ué + UgQ, ’USfQ =
vSq2 + fo — ) — fa-uy +ug - uy; vsfy = vsq+ fi —ug — fa-uy +ug-ul;
vsfo = vsqo + fo — fa - ul + us - ul; to = s30 - vsfo; t1 = s31 - vsfi;
to = (s30 + s31) - (vsfo + vsf1); doo = to; do1 = ta — to — t1; doz = t1;
to = (vsfa +vsfo) - s30; t1 = (vsfz +vsfi) - 8315 ta = (vsfz +vsfo +
vs fi4+vsfo)-(s30+531); doo = to; do1 = ta—to—t1; dog = t1; svfo = doo;
svf1 = do1; svfa = do2 + d2o — doo; svf3 = da1 — do1; svfy = dao — doo;
Vg = suvs+svfg —uk - (suvg+svfy); vh = suve+svfo—uh- (suvy+svfa);
Vi = suvy +svfi —u) - (suvg+svfy); vy = suvg+svfo—ug - (suvs+svfy);
4 Compute moniaus = (f — v'h — v?) /u’ = 2 + agx + by: I+7M+ S
t1 = —vh ag = —2-v5 - v+ 1—v5-hy —ty - ub;
by = —vh - hy — vy - hy — 2% -V} 4+ fy —vh® —ty - ul — ag - ub;
to =t17Y as = as - to; ba = by - to;
5 Computevs = —(h + v") mod uz = isx + jo: 5M
to = —vs3; t1 = —(vy + ha) —to - ag; ia = —(vy + h1) — (to +t1) - (b2 +
az) +t1-bo +to-as; jo=—(vy+ ho) —t1 - bo;
Total | fields of arbitrary characteristid,; € Fo, f4 =0 21 +42M + 8S
fields of characteristic twah; € Fy, f4 =0 21 +40M + 8S
fields of characteristic twaj(z) =z, f4 =0 I+ 23M +6S
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TABLE IX
EXPLICIT FORMULAE FOR ADDING ON A HEC OF GENUS THREE(HARLEY)

Input | Weight three reduced diviso®®; = (u3,v1) and Dy = (ug, v2) with

ur =2 +ax? +bx +c; up = 2% + da? + ex + f;

vy = ka? +lz +m; vy = na? + ox + p;

h= h3l‘3 + th‘Q + hix + hg Whereh; € {0, 1},

f= 7+ fﬁIG + f5$5 + f4.174 + f3$3 + f2£E2 + fix + fo where fg € {0,1};
Output| A weight three reduced divisaD; = (u3,v3) = Dy + Dy with

us = 3 + asz? + bsx + c3;

v3 = k3x? + I3z + ma;

Step | Procedure Cost

1 Compute resultant r ofi; andu, (Bezout): 12M + 28
t1 = ae; ty = bd, t3 = bf, ty = ce; ts = CLf, tg = Cd,
tr=(f—c)? ts = (e —b)? tg = (d — a)(tz — t4);

tio = (d — a)(t5 — t6); t11 = (6 — b)(f — C);
r=(f—c+ti—ta)(tr —tg) + (t5 — t6)(t10 — 2t11) + ts(ts — ta);
2 Compute almost inversgw = r/u; mod us: 4M
nvy = (tl —to—c+ f)(d — a) —ts;
inv, = invad — t1g + t11;

1Yy = 1nvge — d(tlo — f,n) +tg —tr
3 Computes’ = rs = (vy — v1)inv mod usy (Karatsuba): 1M
t12 = (tnvy + inve)(n — k + 0 —1); t13 = (0o — l)invy;

t1a = (invg + inve)(n — k + p —m); t15 = (p — m)invo;

t16 = (invg +invi)(o — 1+ p —m); t17 = (n — k)inve;

Ty = ti5; ) = tig — t1z — t1s; Ty = t13 + tig — tis — ti7;

rh =t1a — t13 — t17; y = t17; t1g = dry — 71%;

sy =ro+ ftis; sh =ri—(e+ f)(ry—tis)+er)— ftis; 85 = rh—ery+diys;
If s =0 perform Cantor

4 Computes = (s’/r) and makes monic: I+6M+2S
wy = (rsh) ™1 we = rwy; wy = w18’22; Wy = rwe; Wy = W3;
S0 = Wasy; $1 = wash;
5 Computez = su;: 6M
20 = SoC, 21 = S1¢+ Sob; 20 = spa + s1b+¢; 23 = s1a+ sg + b;
Z4 = a + S1,
6 Computeu’ = [s(z + wa(h + 2v1)) — ws((f — vih — v]) /u1)]/ua: 15M
uhy = z4 + 81 — d; uh = —duly — e+ z3 + So + wahs + $124;

uy = wy(he + 2k + s1hs) + s125 + S024 + 22 — w5 — duh — eus — f;
uh = wa(s1he + h1 4+ 21+ 251k + sohs) + s122 + 21 + So2z3 + ws(a — fg) —
dul — euly — fuf

7 Computev’ = —(wzz + h + v1) mod u': 8M
t1 = uf — zq; vy, = —ws(uhty + 20) — ho — m;
v) = —ws(ufty —uf +2z1) —hy — 1
vh = —ws(ubty —u) + 29) — hg — k;
v = —ws(ubty — uh + 2z3) — ha;
8 Reducev/, i.e.uz = (f —v'h —v"?)/u’: 5M + 28
as = fo — uh — vy — vhhs;
by = —ub — aguly + f5 — 20505 — vhhe — vhhs;
3 = —u} — aguly — bgul + f1 — 2040 — v)® — vhhy — vhhy — v} hs;
9 Computevs = —(v' + h) mod ug: 3M

ks = —U/2 + ('Ué + hg)ag — ho;
I3 = —v] + (v + h3)bs — hi;

mg = —v{, + (v + hg)cs — ho;
Total | fields of arbitrary characteristié,; € Fo, fo =0 I+70M +6S
fields of characteristic twa); € Fs, fo =0 I+65M +6S
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TABLE X
EXPLICIT FORMULAE FOR DOUBLING ON AHEC OF GENUS THREE(HARLEY)

Input | A weight three reduced divisot®; = (uy,v;) with
up = 23 + ax? + bz + ¢
vy = ka? + lz +m;
furthermore:
h= h3l‘3 + h2I2 + hix + hg Whereh; € {0, 1};
[ =a"+ feab + fs2° + fax' + fsx® + fox® + fra + fo where fg € {0,1};
Output| A weight three reduced divisaby = (uq, v2) = [2]D; with
Uy = T3 + asx? + bax + ¢33
Vg = kox? + lox + mo;
Step | Procedure Cost
1 Compute resultant r ofi; and h + 2v; (Bezout): 6M + 25
let h = h + 2vq:
t1 = aizl; to = bilg, t3 = bilo, ty = C}NL1; ts = Gjlo; tg = CEQ;
t7 = (ZLO — h3e)?; ts = (hi — hsb)?;
tg = (hg — hga)(t;; — t4);
tio = (ha — hza)(ts — ts);
t11 =~(h1 — hgb)(ho — hgc); ~
7= (ho — hac+t1 — t2)(tr — to) + (t5 — te)[(ts — t6)(h2 — haa) — 2t11] +
ts(ts — ta);
2 Compute almost inverséw = r/(h + 2v1) mod u;: 4M
nvy = —(tl —to — hsc+ h())(hg — h3a) + tg;
nvr = invsa + tig — t11;
im;o = in’Uzb + &(tlo — tll) — tg + t7
3 Computez = ((f — hvy — v3)/uy) mod uy: TM +2S
t1o = kQ; Zé = fg—a; t13 = Zéb, Zé = f5—h3k—b—az§; Zi = f4—h2k—
hgl —tio —c—ti3 — zéa,
zo = f5 — hgk —2b+ a(a — 22%);
21 =2y —t13+ab—g;
20 = f3 — hol — hik — 2kl — ham + c(a — 22%) — 25b — 24 q;
4 Computes’ = zinv mod u; (Karatsuba): 1M
t1g = (invl + invg)(zl + 2’2), t13 = z1inv1;
t14 = (invy + inva) (20 + 22); t15 = 20invo;
tie = (in’Uo + invl)(zo + Zl>; ti7 = 29invo;
ry = t1s; T = t16 — t13 — t1s; Th = t13 + t1a — t15 — ti7;
rh = t1o — t13 + t17; Ty = ti7; tig = ary — r4;
sy =ri+ctis; s§ =711 — (b+c)(r) —t1s) +bry —ctis; s5 =14 —bry+atys;
If s =0 perform Cantor
5 Computes = (s’/r) and makes monic: I+6M+2S
wy = (rsh) ™1 we = wir; wy = wi(sh)?; wy = war; (=1/8h); ws = w3
50 = WaSp; 51 = WasY;
6 ComputeG = su;: 6 M
go = 80C; g1 = s1¢+5ob; g2 = spa+s1b+c¢; g3 = s1a+so+0b; g4 = a+s1;
7 Computer’ = u; *[(G + wav1)? + wahG + ws(hv, — f)]: 6M + 2S5

uh = 2sq;

ub = 83 + 259 + wahs;

u'l = 25981 + w4(2k + h3s1 + hg — hga) — Ws,

’LL6 = w4[21 + hl + h380 — hgb + 2k81 + a(ah3 — 2k — hQ — Slhg) + hgsl] +
wh(—fe + 2a) + s3;
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8 Computev’ = —(Gws + h + v1) mod u’: 8M
t1 = uh — ga;

vt = —(tyuf — ub + g3)ws — has;
vh = —(tyuhy —u) + g2)ws — hoy — k;
vy = —(tiuy —ug + g1)ws — hy = I;
vy = —(tiug + go)ws — ho —m;
9 Reducev/, i.e.us = (f —v'h —v"?) /u’: S5M + 2S5
as = fo —uh — véQ — viha;
by = —uh — aguly + f5 — 2vhv5 — vihe — vhhs;
o = —u — aguly — bouly + f1 — 20,0l — vy — vhhy — vhhy — v} hs;
10 Computevs = —(v' 4+ h) mod us: 3M

ko = —vh + (V5 + h3)az — ha;
ly = —v] + (v5 + h3)by — hy;
mo = 71)6 + (’Ué + hg)CQ — ho,

Total | fields of arbitrary characteristidy; € F, fg =0 I+62M + 108
fields of characteristic tway; € F, f¢ =0 I+53M + 108
fields of characteristic twah(z) =1, fe =0 I+22M 478
TABLE XI

EXPLICIT FORMULAE FOR ADDING ON AHEC OF GENUS THREE(CANTOR)

Input | Weight three reduced diviso®; = (uj,v;) and Dy = (ug, v2) with
up =23 + ax? + bz + ¢

U = 2% + da? + ex + f;

vy = ka? +lz +m;

() :nxQ—i—ox—i—p;

furthermore:

h = h3$3 + hQIL'Q + hix + ho Whereh; € {O, ].};

f= 7+ fgxﬁ + f5x5 + f4IE4 + f31’3 + f2$2 + fix + fo where fs € {O, 1};
Output| A weight three reduced divisabs = (us,vs) = Dy + D2 with

us = 22 + asx? + bsx + cs3;

V3 = kgfﬂz + lgx + ma;

Step | Procedure Cost
1 Computeged(u1, ug) = s1ug + squs (EEA): I+33M+ S
roo = a—d; roy = b—e€; 1m0 = c— f; tag = —1; 132 = rog - d — 121,
T31 = Tog-€—Taq; T30 = To2- [ t31 = 1; 30 = T22; 741 = 732721 —T22- 731,
T40 = T32 - Tog — T2 - T30} ta1 = —Too - 31} tag = T3z - bog — T39; T51 =
741731 — 7327405 50 = T'41°730; ts2 = —732-T41; t51 = 741 - t31 — 32 - L40;
ts50 = T41 - 30, Teo = 751 - T40 — T41 ° T50; S22 = 751 * ta2 — T41 - T52;
821 = 151 - ta1 —T41 - T515 S20 = T'51 - tag — T41 - 505 Lo = 7‘&)1; S92 = S23 - to;
821 = 821 - to; S20 = S20 - oy S12 = —S22; S11 = —S22 - d — S21 — @ - 512,
510 = —S22-€— 821 -d — S0 — @~ 511 — b 519;
2 Computeu’ = uyus/d*> = uju, (Karatsuba): 6M

to=c-fiti=b-e;ta=(c+Db) (e+ [); doo = to; do1 = t2 — t1 — to;
doz = t1; diop = a-d; diy =0; dizg =0, tg = (a+c¢) - (d+ f); t1 = doz;
to=(a+b+c) - (d+e+ f); do = to; dor = to — t1 — to; dag = t1;
ug = doo; u) = do1; uy = dao — dig — doo + do2; uz = d21 — do1 + ¢+ f;
u2:d10+d22—d02+b+6; 'I.Lg:(l-i-d,




20

IEEE TRANSACTIONS ON COMPUTERS, VOL. ?, NO. ?, ?

Computev’ = sjujvg + Sousv; mod ' 45M
to = c-510; t1 = b-511; to = (c+b)-(s10+511); doo = to; do1 = ta—t1 —to;
do2 = t1; dip = a-s12; di1 = 0; d12 = 0; o = (a+c¢)- (s12+510); t1 = dog;
to = (a+b+c)-(s12+ 511+ 510); dao = to; do1 =t —t1 — to; dao = t1;
su1p = doo; su11 = do1; su12 = dog—d10—doo+do2; su1z = do1—do1+510;
su1g = dio + da2 — do2 + S11; Suis = S12; to = Suip - p; t1 = su11 - o,
to = (su1p + su1) - (0 + p); doo = to; dor = t2 — t1 — to; do2 = t1;
dig = suip - n; dyp = 0; dig = 0; tg = (p+n) - (suio + suiz2); t1 = do;
to = (n+o+p)-(suiz+su11+suig); doo = to; do1 = ta —t1 —to; doo = t1;
d1o0 = doo; dio1 = do1; dio2 = do2 + d2o — d1o — doo; dioz = d21 — doz;
dios = dyo + doo — do2; to = (su1g + su3) - p; t1 = (Su11 + Su14) - 0;
to = (suip+suiz+suii+suis)-(0+p); doo = to; do1 = ta—t1—to; do2 = t1;
dio = (su12+suis)-n; din = 0; dig = 0; tg = (su10+suiz +sui2+suis) -
(n+p); t1 = doz2; to = (su1p+suiz+surs +suig+suia+suis)- (n+o+p);
dog = to; dor = ta — t1 — to; daz2 = t1; d12g = doo; di21 = do1; di22 =
do2+dao —d10—doo; d123 = d21 —do1; d124 = d1o+d22 —dg2; suvig = digo;
suvi1 = dio1; suvi2 = dig2; Suv13 = dizo — dioo + d103; Suv14 = d121 —
dio1 +dio4; suvis = dy2a —dyg2; suv1e = d123 —d103; Suv17 = di24 —d1o4;
to = f-s20; t1 = e-s01; ta = (f+e€)-(s20+521); doo = to; dor = ta—t1 —to;
doz = t1; dio = d-s22; d11 = 0; dig2 = 0; tg = (d+ f)-(s22+520); t1 = dog;
to = (d+e+ f) - (s22 + s21 + 820); dog = to; do1 = ta — t1 — to; dao = t1;
sugp = doo; su21 = do1; Sz = dog—d10—doo+do2; su23 = d21—do1+520;
Sugg = dio + da2 — doa + S21; Suzs = S22; Lo = Sugg - M, Ty = Sugy - [
ty = (sugo + sug1) - (I +m); doo = to; do1 = ta — t1 — to; do2 = ti;
dig = suga - k; diyp = 0; diz = 0; tg = (m + k) - (su20 + Su22); t1 = dog;
to = (k+14+m)- (suga+sua1 +su); dao = to; da1 = ta—t1 —to; doo = t1;
d1o0 = doo; dio1 = do1; dio2 = do2 + d2o — d1o — doo; dioz = da1 — do1;
dios = dio + doo — doz; to = (sugo + Suaz) - m; t1 = (sua1 + su2a) - [
to = (sugo + Sugs + Sugr + Suaq) - (I +m); doo = to; dor = t2 — t1 — to;
doz = t1; dio = (suge + sugs) - k; din = 0; diz = 0; to = (sugo + sugs +
suQ2+su25)~(k+m); tl = dog; tQ = (SU20+SUQ3+S7.L21+SUQ4+SLL22+SU,25)~
(k+1+m); dao = to; do1 = ta —t1 —to; daz = t1; di20 = doo; di21 = dot;
di22 = do2 + dao — d1g — doo; di23 = d21 — do1; di24 = dio + d22 — doo;
suvgy = dygo; Suv21 = dio1; Suvee = dig2; suvez = dizo — digo + di03;
suvyy = dig1 — dio1 + diosa; suves = disa — dig2; suvys = diaz — dyo3;
suvay = di24 — dio4;

Cop = Suvip + Suvzp, €1 = SUV11 + SUV21; C2 = SUVi2 + SUV22, C3 =
SUV13+ SUV23; C4 = SUV14+ SUV24; C5 = SUV15 + SUV25; Cg = SUV16 + SUV2g;
c7 = suvirF+suvar; to = cr; ty = to-ug; t1 = cg—ta; tz = ti-uy; ty = to-us;
ts =t u’z, te = t0~u3; tr =1 u6, Ué =cC5— (t0+t1) . (uﬁl+u’5)+t3 +to;
vy =cq—ty—t3; v5 = cg — (to+1t1) - (uy +uz) +t5 +ta; vy = ca —tg —t5;
v =c1 — (to +t1) - (uy + uh) + t7 + ts; vy = co — tr;

Computeus = (f —v'h — v?) /u’ = ugqz® + uzzx® + uzex® + uzir +uze | I +20M + 28

and makeus monic:

Usq = —v5°; uzy = —2- v} - v — uzq - ub;

Ugy = —v4° — vl - hg — 2 VL - U} — usy - uf — uss - ul;

usy = —2-05-vh+1—2-v) - vh —v)-hy —v5-ho —ugg - u) — U3z - UL — Usq - UG,
Usg = —v5 —2-vf - v] —vh-hg —vi-hi+ foe —2-v) vy —v) - ho —ugg -

/ ’ ’ /. —1. .
Uy — U3z * Uy — UL - Uy — U33 * Uz, Lo = Ugy ; U33 = U33 * Lo,
uzz = U3z - to; Us1 = u31 - to, U0 = U3p - to;
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5 Computevs = —(v' + h) mod uz = v332° + v322% + v3170 + v3g : 6M
to = —f; ta = to-uss; t1 = —vy—to; t3 = t1-ug2; ty = to-usi; ts = t1-us0;
v3z = —(v3+hg)—(to+t1) (us2 +uss)+t3+ta; vag = —(vy+ha) —ts—t3;
V31 = —(Ull +h1) — (to +t1) . (U30 +U31) +it5+t4; v30 = —(U6 —‘rho) —ts;

6 Computeud = (f — vsh — v3)/uz = 2% + azx? + byx + c3: 5M+ S
az = —v33 - hg —v33 + fo — us3; by = —v32 - hg — w33 - ha —2-v33 - v3a +
f5 —us2 —ag-uss; c3 = —v3z-ho —2-v33-v31 —v33-hy —v31-hy+ f4—
v3y — Uz — ag - ugs — bs - uss;

7 Computevy = —(vs + h) mod uy = ksz? + I3z + mg: 3M

to = —(vs3 + hg); ks = —(vs2 + ha) — to - as;
ls = —(vs1 + h1) — to - bg; mg = —(vz0 + ho) — to - ¢3;

Total | fields of arbitrary characteristidy; € Fa, fs =0 21 +118M + 48
fields of characteristic twa); € Fs, fo =0 21 + 110M + 4S8
TABLE XII

EXPLICIT FORMULAE FOR DOUBLING ON AHEC OF GENUS THREE(CANTOR)

Input | A weight three reduced divisot®; = (uq,v;) with

up =3+ ax? + bz + ¢

vy = ka? +lz +m;

furthermore:

h = hzx® + hox? + hyx + ho Whereh; € {0,1};

f= 7+ fﬁ(L’G + f5LB5 + f4$4 + f3$3 + f2$2 + fix + fo where fg € {0,1};
Output| A weight three reduced divisabDy = (us, v2) = [2]D; with

U = 22 + asx? + bax + ca;

Vo = k’22132 + lgl‘ + ma;

Step | Procedure Cost
1 Computeged(ug, 2v1 + h) = sjug + s3(2v1 + h): I+27TM
r12:h2+2-k—h3-a; T11:h1+2'l—h3'b; r10:h0+2-m—h3-c;
Teo = T12 @ —T11; T21 = T12 - b —T10; T20 = T12 - C; 2o = 0; t21 = —1;
T31 = T22 711 — T12 " T21; T30 = T22 * 10 — T12 - T20; t31 = 12, t30 = T22;
T41 = T31°T21 —T22°T30; T40 = T31'720; tag = —T22-t31; t41 = —T31—"T22-130;
tag = 0; 750 = T41°730 — 731 T40; S32 = —7T31 - ta2; 831 = T41-t31 — 731 -T41;
830 = Ta1 - t30; to = Ta0; 832 = S32 - to; S31 = S31 - to; S30 = S30 - to;
S12 = —832 - h3; 511 = —2-8320+k — 832 - ho — 831 - h3 —a - s12; s510 =
—2-833-1—832-h1 —2-831-k—531-ha—530-hg—a-s11—b-s19;
2 Computeu1 = 2 :ZG+U15f£5+U14$4+U13$3+U12$2+U11$+U10: 8S

doo = ¢*; do2 = b*; do1 = (b+ ¢)® — doo — do2; dip = a*; di2 = 1;

d11 = (a + 1)2 — d10 — dlg; d20 = (a + 0)2; d22 = (b + 1)2, d21 =
(a+b+c+1)%—dag—daz; uro = doo; u11 = dor; w12 = doa+dao —dio —doo;
u1g = da1 — d11 — dox;

U4 = dog — dio — do2 + dyo; w15 = diy;
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Computev’ = sjujvy + s3(v? + f) mod uy:

to = m-s10; t1 = {-511; t2 = (s11+510)-({4+m); doo = to; do1 = ta—to—1t1;
doa = t1; to = k- s12; t1 = 0; ta = to; dio = to; di1 = 0; di2 = 0;
to = (s10 + s12) - (M + k); t1 = dog; t2 = (s12 + s11 + S10) - (K + 1+ m);
doo = to; do1 = ta — tg — t1; doa = t1; svg = doo; sv1 = do1; Sv2 =
doo+d2ao—d19—doo; sv3 = da1—do1; sv4 = dio+daz—d12—do2; to = 5o,
t1 = b-sv1; ta = (sv1+svg) - (b+¢); doo = to; do1 = ta —to—t1; do2 = t1;
dip = a - svy; di; = 0; dia = 0; tg = (svg + sv2) - (a+¢); t1 = svp - b;
to = (svg + sv1 + sv2) - (a+ b+ c¢); dao = to; dog = to —to —t1; dog = ty;
dioo = doo; dio1 = do1; dio2 = do2 + d2o — d1o — doo; dioz = d21 — dor;
dioa = dio + daa — diz2 — do2; to = ¢ - (svg + sv3); t1 = b - (sv1 + sva);
to = (S”Ul + Svq + Svg + S’Ug) . (C + b), dog = to; do1 = to — tg — t1;
do2 = t1; diop = dio; di1 = 0; diz = 0; to = (svg + sv3 + sv2) - (a + ¢);
t1 = do2; ta = (sv2 + sv1 + sv4 + svg + sv3) - (a + b+ ¢); dag = to; do1 =
to —to—t1; dag = t1; d120 = doo; d121 = do1; di22 = do2 +dao — d1o — doo;
dy23 = do1 — do1; di24 = dio + da2 — d12 — do2; suvg = dioo; suv1 = dyo1;
suvg = dyg2; suvs = dio3+di120—d100+5v0; suvy = digsa+di21 —dio1+sv1;
suvs = d122 —d102+5v2; suvg = di23—d103+5v3; suvy = diog—dio4+5v4;
doo = m?; doo = 1?; dor = (Il + m)? — doo — do2; dio = k?%; di2 = 0;
di1 = 0; doo = (m + k)?; dao = do2; dor = (k+ 1+ m)? — dog — dao;
v8qo = doo; vsq1 = do1; v5q2 = doz + d2o — dio — doo; vsq3 = do1 — dox;
v8qs = dio + doz — doz; vfs = f5 — u1a — (fo — u1s) - us; vfa = (vsqs +
Ja) —u1z — (fs —u1s) -u14; vf3 = (v8q3 + f3) —u12 — (fo —u1s) - u13; vf2 =
(vsqa+ f2) —u11 — (fs —u1s)-w12; vf1 = (vsqu + f1) —u10 — (fo —u1s) -u11;
vfo = (vsqo + fo) — (fe — w1s) - u10; to = S30 - vfo; t1 = s31 - Vf1;
to = (vfo +vf1) - (s31 + s30); doo = to; do1 = t2 — to — t1; do2 = t1;
dio = 832 - vf2; di1 = 0; di2 = 0; to = (vfo + vf2) - (530 + 832); t1 = dog;
to = (vfotvfitvfa)-(s30+531+532); doo = to; doy = ta—to—1t1; dao = t1;
d1o0 = doo; dio1 = do1; dio2 = do2 + d2o — d1o — doo; dioz = d21 — do1;
dios = dio + doz — di2 — do2; to = s30 - (vfo+vf3); t1 = s31- (vf1 +vfa);
to = (830 + 831) - (vfo +vfs +vfi +vfs); doo = to; dor = to — to — t1;
doz = t1; dio = s32 - (Vfa +vf5); diy = 0; dig = 0; to = (vfo +vfs +
vfo +ufs) - (s32 + 830); t1 = (vf1 +vfa) - 5315 t2 = (vfo +vfi +vfo+
vfs+vfa+vfs)- (s30+ 831 + S32); doo = to; dor = ta —to — t1; dao = t1;
d120 = doo; di21 = do1; di22 = do2 + d2o — d1o — doo; di23 = d21 — do1;
di24 = dyo + dao — dy2 — do2; svfo = digo; svfi = dio1; svfa = dipe;
svfz = dio3 + di20 — d1oo; svfs = dioa + di21 — dio1; SUf5 = di22 — d1o2;
svfe = di23 — dio3; svfr = diga — dioa; to = suvy + svf7; to = to - ugs;
t1 = (suvg+svfs) —to; t3 = t1-ua; ta = to-uis; ts = t1-u12; tg = to- U1,
t7 = t1 - ui0; V15 = (suvs + svfs) — (to +t1) - (wia +uis) +ta +t3; via =
(suvg+svfy) —ta—ts; vz = (suvg+svfs) — (to+t1) - (w12 +uig) +ta+ts;
V12 = (S’U,’U2 + Svfg) —tg — ts; V11 = (suvl + SUfl) — (to + tl) . (u11 +
u1p) + te + t7; vio = (suvg + svfo) — tr;
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4 Computeus = (f — vih — v§)/u; and makeus monic, I+20M + 25
Uz = 24 + ’U,331‘3 + U321‘2 —+ us1x + usg-
U3y = —U5; Uy = —2 - V15 - V14 — U34 - U5,
Uz2 = —Uf4 — V15 - hg — 2+ V15 - V13 — U34 - U4 — U3 - U1s;
uzy = —2-v15-vi2+1—2 v - v13 —v14 - hg —v15 - ha — u33 - U4 — U3z -
U1s — U34 - UL3,
Ugp = —V13 — 2- V15 V11 — V13- h3 —vi5 - b+ fo —2-vig-vi2 — V14 - ho —

usy - u121— U32 * U4 — U1 - U5 — U33 * U13;
to = Uz, ; U3z = U33 - o, U3z = U3z - Lo; U3l = U3y - to, U30 = U3 * Lo,

5 Computevs = —(v' + h) mod ug = v332> + v322% + V312 + v30: 6M
to = —vis; t2 = to - u33; t1 = —v1q4 — to; T3 = t1 - uzs; t4 = to - u3z;
ts = t1 - usg; vsz = —(vig + hg) — (to + t1) - (us2 + usz) + t3 + to;

v32 = —(viz+he) —ta—t3; v31 = —(vir+hi) = (to+t1) (uso+usr) +t5+ta;
v30 = —(v10 + ho) — t5;

6 Computeu4 = (f —wvzh — ’U?Z))/’U,3 =23 + ang + box + co: 6M + 25
ag = —vs3 - hy — vi3 + f6 — uss;
by = —v32 - hg —v3z - ha — 2 - v33 - v32 + f5 — u3z2 — az - uss;
o = —v32-ho — 233031 —U33-h1 — 31 -hg+ f1— V3 —Us1 —ao-Uso — b uss;

7 Computevy = —(vs + h) mod uy = kox? + lox + my: 3M

to = —(v3z +h3); k2 = —(vs2 +ha) —to-az; lo = —(vs1 +h—1) —to - ba;
mQZ—(’Ugo—‘rh—O)—to-Cg;

Total | fields of arbitrary characteristid,; € Fo, fo =0 21 +106M + 19S5
fields of characteristic tway; € Fy, fs6 =0 21 +98M + 138
fields of characteristic tway(x) = 1, fs = 0, see Table XIlI I+ 14M 41185
TABLE XIII

EXPLICIT FORMULAE FOR DOUBLING ON SPECIAL CURVES OF GENUS THREE OVERyn WITH h(z) = 1 (CANTOR)

Input | A weight three reduced divisot®; = (uq,v1) with

up =a3 +ax? +bx+c v =kx?+lz+m;

h=hy=1

f=a"+ fex® + fs2° + fax* + f323 + fo2® + fix + fo where fg € {0,1};
Output| A weight three reduced divisaby = (uq, v2) = [2]D; with

Uy = 23 + asx? + bax + ¢33

vy = kox? + lox + mo;

Step | Procedure Cost

1 Computed = ged(uy,1) =1 = s1a+ ssh (s3=1,s1 =0): -
s3=1; s1 =0;

2 Computeu’ = u3: 35
t1 = (12; to = 62, t3 = 62;

3 Computev’ = v% + f mod u': 35

ta = k2 t5 = 12, tg = m?; vé = f5 +t1; vy = fa+ t4; Ué = fa 4+ to;
vy = fo +t5; V) = fi1 +t3; vy = fo + te;

4 Computeu” = ((f — hv' —v?)/u'): 3M +3S
wy = b7 ul = 0; uh = vy byl ul =15 ul = vh 4ty -l + by - b

5 Computeus = " made monic= % + ugox? + us1z + ugy: 11 +2M
U2l = Uﬁfli U = U/Q ©U21, U0 = U6 - U21,

6 Computevy = —(v" + h) mod us = vozx> + V2222 + Vo1 + Vap: 5M

t1 = vf - uge; to = V) - Ua1; ty = (V§ +vy) - (U2 + ug1); U2z = U4 + t1;
Voo = t3 + 11 + to + Vh; Va1 = to + Vf - Ugp + V]; V2o = Uy - Ugp + U, + 1,

7 Computeus := (f — voh — v3) /ug = 2% + uzew? + u317 + u3p: 1M 428
az = 053; bo = U2 + f5; o = Ugz - ag + fa + vgg + U1,
8 Computevs := — (v + h) mod uz = v3222 + V317 + V30" 3M

ko = Va2 4 V23 - Gg; lg = Va1 + Va3 - ba; Mo = vag + Va3 - c2 + 1,
| Total | I+14M +115 |




