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Abstract— Hyperelliptic curves (HEC) look promising for
cryptographic applications, because of their short operand size
compared to other public-key schemes. The operand sizes seem
well suited for small processor architectures, where memory and
speed are constrained. However, the group operation has been
believed to be too complex and thus, HEC have not been used
in this context so far.

In recent years, a lot of effort has been made to speed
up group operation of genus-2 HEC. In this contribution, we
increase the efficiency of the genus-2 and genus-3 hyperelliptic
curve cryptosystems (HECC). For certain genus-3 curves we can
gain almost 80% performance for a group doubling. This work
not only improves Harley’s algorithm [1], but also improves
the original algorithm introduced by Cantor [2]. Contrary to
common belief, we show that it is also practical for certain
curves to use Cantor’s algorithm to obtain the highest efficiency
for the group operation. In addition, we introduce a general
reduction method for polynomials according to Karatsuba. We
implemented our most efficient group operations on Pentium and
ARM microprocessors.

Index Terms— hyperelliptic curves, explicit formulae, Harleys
algorithm, Cantor, efficient implementation, embedded imple-
mentation

I. I NTRODUCTION

I N 1976, Diffie and Hellman [3] revolutionized the field
of cryptography by introducing the concept of public-key

(PK) cryptography in the open literature. Their key exchange
protocol is based on the difficulty of solving the discrete log-
arithm problem (DLP) over a finite field. Shortly afterwards,
a PK algorithm based on the difficulty to solve the integer
factorization problem, namely RSA [4], was introduced. RSA
is the most widely used public-key encryption in cryptographic
applications. In the mid 1980s, a variant of the Diffie-Hellman
key exchange was published based on the difficulty of the DLP
in the group of points of an elliptic curve (EC) over a finite
field [5], [6]. It is important to point out that elliptic curve
cryptosystems (ECC) benefit from shorter operand sizes when
compared to RSA or discrete logarithm (DL) based systems.

In 1988, Koblitz suggested for the first time the general-
ization of EC to curves of higher genus for cryptographic
use, namely hyperelliptic curves [7]. The operand size of a
hyperelliptic curve cryptosystems is even shorter compared to
ECC. This fact makes HECC potentially well suited for small
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processors and memory constrained environments. It is widely
accepted that for most cryptographic applications based on EC
or HEC, one needs a group order of at least≈ 2160. Thus, for
HECC overFq we will need at leastg · log2 q ≈ 2160, whereg
is the genus of the curve. For example, a curve of genus two
will need a fieldFq with |Fq| ≈ 280, i.e., 80-bit long operands.

Koblitz’s idea to use HEC for cryptographic applications
has been analyzed and implemented both in software [8]–
[16], and in more hardware-oriented platforms such as field
programmable gate arrays (FPGAs) [17]–[22]. Quite recently,
the research community put a lot of effort into increasing the
efficiency of HEC group operations [1], [14], [15], [23]–[29].
However, most of the improvements concentrate on genus-2
curves andall contributions improve the algorithm proposed
in [1]. We will refer to this algorithm as Harley’s algorithm. In
our contribution we not only improve Harley’s algorithm, but
also the original algorithm introduced by Cantor [2] (referred
as Cantor’s algorithm). At this point we would like to note, that
Harley’s algorithm is derived from Cantor’s algorithm and uses
posteriori knowledge of polynomials to determine them. As a
major finding we show that it is beneficial for certain curves
to use Cantor’s algorithm to achieve higher speed compared
to Harley’s algorithm.
Our Main Contributions 1

The group operation of HECC was originally computed us-
ing the algorithm presented by Cantor [2]. Cantor’s algorithm
is based on elements in the quotient ring using Mumford’s
representation [32]. For the first time, we present an explicit
notation of the original Cantor algorithm. We were able to
speed up Cantor’s group addition and group doubling for
genus-2 and 3 HEC compared to Nagao’s implementation
[33]. Contrary to common belief, we reached similar or even
better performance for the doubling operation for certain
curves compared to Harley’s algorithm. For genus-3 HECC
andh(x) = 1, our group doubling formula saves almost80%
of the field multiplications/squarings compared to [33].

In [1], the authors presented a modified version of the
original Cantor algorithm. We present an optimization for the
explicit formulae using certain genus-2 HEC. In addition we
show the generalized explicit formulae for genus-3 curves
including fields of characteristic 2. For certain curves our
group doubling formula saves more than60% of the field
multiplications/squarings compared to [15].

In addition, we give an extended description of all the

1Part of this research was presented in [30], [31]
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techniques used to improve the group operation. Moreover,
we generalized Karatsuba’s method [34] in order to decrease
the complexity of the polynomial reduction. We were able to
obtain similar cost reduction for efficient reduction compared
to Karatsuba multiplication, namely save one multiplication
for the additional cost of three additions.

We implemented all group operations introduced in this
contribution on a Pentium and on an ARM microprocessor.
One of the reasons to do so was to prove the correctness
of our newly derived group formulae. Furthermore, we could
show that HECC can reach the performance of ECC and,
in some cases, even outperforms ECC. The implementation
targeting the ARM microprocessor shows that HECC is one
of the cryptographic systems well suited for embedded security
applications.

Note, that the complexity of the explicit formulae presented
should be viewed as upper bound. One can most probably
improve the given group operations further, by finding new
improved methods or by restructuring the operations and using
the methods given.

The remainder of the paper is organized as follows: Sec-
tion II summarizes previous contributions dealing with the
improvements of the HEC group operation. Section III gives
a brief overview of the mathematical background related to
HECC. Section IV and IV-G present the methods used to
improve the group doubling and addition. Section V summa-
rizes our results whereas Section V-A presents the improved
HEC group operations and Section V-B introduces the imple-
mentation of HECC. Finally, we end this contribution with a
discussion of our results and some conclusions.

II. PREVIOUS WORK

In this section, we summarize previous improvements
of group operations of genus-2 and genus-3 curves. In the
remainder of the paperI refers to a field inversion,M to a field
multiplication, andS to a field squaring. In some references,
the authors did not distinguish between multiplications and
squarings, that is denoted asM/S.

A. Improving Cantor’s Algorithm

The formulae given for the group operation of HEC can
be written explicitly, resulting in a more efficient execution.
To our knowledge, there exists no publication describing an
explicit presentation of Cantors original algorithm.

Nagao improved the polynomial arithmetic for Cantor’s
algorithm [33]. He mainly applied the following ideas:
• Division of polynomials without field inversions.
• Computation of the greatest common divisor with one

inversion.
• Interleaving superfluous calculations in the reduction part.
• Expressing points on the Jacobian in a different form.

Nagao evaluated the computational cost of the group opera-
tions by applying the stated improvements for genus2 ≤ g ≤
10. The best results for genus two and three HEC are stated
in Table IV.

Note, that in [33] the author estimates the cost of the
operations using polynomial arithmetic. We were able to

decrease the number of operations needed in all cases by
optimizing the explicit notation of these group operations. We
can reach similar or even higher performance compared to
Harley’s algorithms for group doubling using certain curves.

B. Improving Harley’s Algorithm

The explicit formulae were first presented in [1]. The au-
thors suggested to reduce the number of operations by making
the arithmetic explicit. As a consequence, different cases of the
properties of the input divisors have to be distinguished. They
described an efficient algorithm to reduce the required number
of operations. Using the Karatsuba multiplication algorithm
[34], the Chinese remainder theorem, the Newton iteration,
and a reordering of operations, the authors further reduced the
overall complexity of the group operations.

In [24], Lange developed for the first time explicit formulae
for even characteristic fields and genus-2 curves following
the approach from [1]. Additionally, in this work the author
describes the group operation distinguishing between all the
different cases of the properties of the input divisors. For the
most frequent case the group addition could be computed using
2 inversion, 24 multiplication, and 3 squarings. The group
doubling takes 2 inversion, 26 multiplication, and 6 squarings.

The follow-up implementation based on Harley’s algorithm,
was done by Matsuo, Chao and Tsuji in [23]. They could save
some multiplications compared to Harley’s algorithm. A group
addition takes2 inversions and25 multiplications/squarings
and a group doubling takes2 inversions and27 multi-
plications/squarings (see Table V). The authors showed an
implementation of both the improved Harley algorithm and
the elliptic curve algorithm for comparison. Each one was
implemented over optimal extension fields (OEF), a 93-bit
OEF for hyperelliptic curves of genus 2 and a 186-bit OEF
for elliptic curves. A Pentium III@866MHz with the GNU
C++-2.95.2 compiler was used.

A further speed-up for HEC of genus 2 of odd characteristic
was achieved in 2002 by Miyamoto, Doi, Matsuo, Chao
and Tsuji [25]. The authors suggested Montgomery’s trick of
simultaneous inversions to compute two inverses by perform-
ing only one field inversion and three field multiplications
(for more details see Chapter IV). The new algorithm was
implemented on a Pentium III@886MHz.

In 2002, Masashi Takahashi further improved the arithmetic
of the genus-2 curves of odd characteristic [26]. With the help
of a small change in the order of a special operation, he could
save one multiplication compared to [25].

The extension of the explicit formulae for arithmetic on
genus-2 curves of [25] and [26] to fields of even characteristic
and to arbitrary equations of the curve was done, independent
from each other and almost at the same time in [35] and [14].
In [35], the authors were able to reduce the number of field
operation needed, resulting in one inversion and 25 multiplica-
tion for the group addition. The group doubling was performed
in one inversion and 27 multiplications. The authors used all
of the techniques known from the previous publications, like
Karatsuba multiplication and Montgomery’s multiple inversion
technique. In [14], the author was able to further reduce the



WOLLINGER et al.: CANTOR VERSUS HARLEY: OPTIMIZATION AND ANALYSIS OF EXPLICIT FORMULAE FOR HYPERELLIPTIC CURVE CRYPTOSYSTEMS 3

complexity of the group operations: I+22M+3S for group
addition and I+22M+5S for group doubling. Timings for the
implementation of those formulae are also given. Various
libraries for the field arithmetic over prime fields and binary
fields on a Pentium IV@1.5GHz were investigated. More
recently, Lange gives a thorough comparison of arithmetic on
hyperelliptic curves of genus-2 curves [36] containing mainly
the material of the previous three papers [14], [27], [28].

Genus-3 HEC group operations using odd characteristic
were improved applying Harley’s algorithm [29]. The authors
adopted the methods from [25], [37] to increase the per-
formance. The proposed algorithm was implemented on an
Alpha Workstation 21264@667MHz using a underlying field
Fq, whereq = 261−1. Recently, the authors in [15] published
explicit formulae targeting genus-3 curves, whereas addition
needsI + 70M/S and doublingI + 71M/S.

The work at hand introduces explicit formulae for genus-3
curves of arbitrary characteristic. In addition, we were able to
improve the formulae for the group operation of genus-2 and
genus-3 HEC defined over fields of characteristic two. The
computational complexity of those formulae for genus-2 and
genus-3 curves and the corresponding references are given in
Table V.

III. M ATHEMATICAL BACKGROUND

In this section, we present an elementary introduction to
the theory of hyperelliptic curves over finite fields of arbitrary
characteristic, restricting attention to material that is relevant
for this work. For more details, the reader is referred to [38],
[39].

A. HECC and the Jacobian

Let F be a finite field, and letF be the algebraic closure of
F. A hyperelliptic curve C of genusg ≥ 1 over F is the set
of solutions(x, y) ∈ F× F to the equation

C : y2 + h(x)y = f(x).

The polynomialh(x) ∈ F[x] is of degree at mostg andf(x) ∈
F[x] is a monic polynomial of degree2g + 1. Such a curve
is said to be non-singular if there are no pairs(x, y) ∈ F× F
which simultaneously satisfy the equation of the curveC and
the partial differential equations2y + h(x) = 0 andh′(x)y −
f ′(x) = 0. For odd characteristic, it suffices to leth(x) = 0
and to havef(x) square free.

If we want to define the Jacobian overF, denoted byJC(F),
we say that a divisorD =

∑
miPi is defined overF if Dσ =∑

miP
σ
i is equal toD for all automorphismsσ of F overF.

Notice that this does not mean that eachP σ
i is equal toPi, σ

may permute the points.
Cantor concludes from the Riemann-Roch Theorem that

each element of the Jacobian can be represented uniquely
by a divisor, denoted as reduced divisors [2]. Mumford [32,
page 3.17] shows that the divisors of the Jacobian can be
represented as a pair of polynomialsu(x) and v(x) with
deg v(x) < deg u(x) ≤ g, with u(x) dividing y2 + h(x)y −
f(x) and where the coefficients ofu(x) andv(x) are elements
of F. In the remainder of this paper, a divisorD represented
by polynomials will be denoted bydiv(x, y).

B. Cantor’s Group Operations on the Jacobian

This section gives a brief description of the algorithms
used for adding and doubling divisors onJC(F). These group
operations will be performed in two steps. First we have to
find a semi-reduced divisorD′ = div(u′, v′), such thatD′ ∼
D1 + D2 = div(u1, v1) + div(u2, v2) in the groupJC(F). In
the second step we have to reduce the semi-reduced divisor
D′ = div (u′, v′) to an equivalent divisorD = (u, v).
Algorithm 1 describes the group addition.

Algorithm 1 Group addition

Require: D1 = div(u1, v1), D2 = div(u2, v2)
Ensure: D = div(u3, v3) = D1 + D2

1: d = gcd(u1, u2, v1 + v2 + h) = s1u1 + s2u2 + s3(v1 +
v2 + h)

2: u′ = u1u2d
−2

3: v′ = [s1u1v2 + s2u2v1 + s3(v1v2 + f)]d−1(modu′)
4: k = 0
5: while deg u′k > g do
6: k = k + 1
7: u′k = f−v′k−1h−(v′k−1)

2

u′k−1

8: v′k = (−h− v′k−1) mod u′k
9: end while

10: Output (u3 = u′k, v3 = v′k)

Doubling a divisor is easier than general addition and
therefore, Steps 1, 2, and 3 of Algorithm 1 can be simplified
as follows:

1: d = gcd(u, 2v + h) = s1u + s3(2v + h)
2: u′ = u2d−2

3: v′ = [s1uv + s3(v2 + f)]d−1(modu′)
This publication is the first to write Cantor’s formulae in an

explicit form, see Table VII, VIII, XI, XII, XIII.

C. Harley’s Group Operations on a Jacobian

In [1], the authors noticed that one can reduce the number of
operations by distinguishing between possible cases according
to the properties of the input divisors. They described an
efficient algorithm (using Karatsuba multiplication, CRT, and
Newton Iteration) to reduce the overall complexity of the
group operations.

To determine explicit formulae, it is essential to know the
weight of the input divisor. The weight of a divisor is defined
as the number of its points [39]. For example, in the case of
a hyperelliptic curve of genus 2, a divisor can have weight
0, 1 or 2. For each case, implementations of different explicit
formulae are required, thus different functions are called.

Two polynomials have a linear factor in common with
probability of ≈ 1/q. Hence, in the case of a hyperelliptic
curve of genus 2, we have no factor in common with the
probability P ≈ 1− 2−80. Therefore, in most cases the
gcd(u1, u2) = 1. For the remaining of the paper, we call
this the frequent caseand, for simplicity, we only consider
this case in all the optimizations and implementations. An
implementation based on explicit formulae can be realized by
avoiding the non frequent cases. This can be done on basis of a
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protocol which restarts if a non frequent case occurs. Without
loss of generality (WLOG) we will consider only the cases
for genus-2 curves in the following.

1) The Frequent Case of Doubling:The frequent case of
doubling a divisor occurs if and only ifD = (u1, v1) is of
weight 2 andgcd(u1, h̃) = 1 with h̃ = h + 2v1, i.e. bothu1

and h̃ do not have a factor in common.

According to Cantor’s algorithm,u′ = u2
1. The v′ poly-

nomial can be calculated using the propertyu1(x)|(v1(x)2 −
f(x)) and thereforeu′(x)|(v′(x)2−f(x)). Sincev′ ≡ v1 mod
u1, v′(x) can be seen as a square root off(x) modulou2

1(x)
and v1(x) as a square root off(x) modulo u1(x). Hence,
we can obtainv′(x) by performing one step of the Newton
Iteration [1]:

v′ ≡ v1 − f − v2
1

2v1
mod u′. (1)

In order to obtain a unique representation ofD′, we need
to reduce the polynomialsu′(x) and v′(x). The polynomials
of the reduced divisorD2 = (u2, v2) are

u2 =
f − (v′)2

u′
(2)

u2 = monic(u2)
v2 ≡ −v′ mod u2.

Equations (1) and (2) can be computed efficiently using
following substitutions proposed by Harley:

let k =
f − v2

u
ands =

k

2v
mod u,

then Equation (1) simplifies tov′ = v − us and Equation (2)
can be rewritten:

u′ =
f − (v′)2

u′
(3)

=
(v2 − f) + 2suv + s2u2

u2
(4)

= s2 − k − 2sv

u
. (5)

Algorithm 2 combines all steps of the most frequent case
for arbitrary characteristic including all subexpressions [14].

Algorithm 2 Frequent Case for Group Doubling (g=2)

Require: D1 = div(u1, v1)
Ensure: D2 = div(u2, v2) = 2D1

1: k = v2
1−v1h−f

u1
(exact division)

2: s ≡ k
h+2v1

mod u1

3: u′ = s2 + k−s(h+2v1)
u1

(exact division)
4: u2 = u′ made monic
5: v2 ≡ −(h + su1 + v1) mod u2

In the case of genus-3 curves an extra reduction step is
necessary to obtain a reduced divisor. Hence, for genus-3
curves, Steps 6 and 7 have to be added to Algorithm 2 in order
to end up with a reduced divisorD3 = div(u3, v3) = 2D1.

6 : u3 =
f − v2h− (v2)2

u2
(exact division)

7 : v3 ≡ −(v2 + h) mod u3

2) The Frequent Case of Adding:The frequent case of
adding a divisor occurs if and only ifD1 = (u1, v1) and
D2 = (u2, v2) are both of weight 2 andgcd(u1, u2) = 1, i.e.
both u1 and u2 do not have a factor in common.

u′ is given asu′ = u1u2. Since in the frequent cased =
d1 = 1, s1 = e1, s2 = e2 and s3 = 0, v′ is obtained by
v′ = (e1u1v2+e2u2v1) mod u′. Applying Garner’s Algorithm
for the Chinese Remainder Theorem [40] results in:

v′ =
[(v2 − v1

u1
mod u2

)
u1 + v1

]
mod u′.

SinceD′ = (u′, v′) is a semi-reduced divisor, a reduction
is necessary. Harley performs a reduction which is optimized
by reusing some pre-computed quantities. The reduction ofu′

can be written as

u′ =
f − (v′)2

u′

=
1

u1u2

{
f −

[
(
v2 − v1

u1
mod u2)u1

]2

−2v1u1(
v2 − v1

u1
mod u2)− v2

1

}

=
1
u2

{f − v2
1

u1
− (

v2 − v1

u1
mod u2)

[
(
v2 − v1

u1
mod u2)u1 + 2v1

]}

In the next step,u′ is made monic andv is reduced, resulting
in a reduced divisorD3 = D1 + D2 = (u3, v3) . All steps
for arbitrary characteristic including those for the precomputed
quantities are given in Algorithm 3 [14].

Algorithm 3 Frequent Case for Group Addition (g=2)

Require: D1 = div(u1, v1), D2 = div(u2, v2)
Ensure: D3 = div(u3, v3) = D1 + D2

1: k = f−v1h−v2
1

u1
(exact division)

2: s ≡ v2−v1
u1

mod u2

3: z = su1

4: u′ = k−s(z+h+2v1)
u2

(exact division)
5: u3 = u′ made monic
6: v3 ≡ −(h + z + v1) mod u3

For genus-3 curves an additional reduction step is necessary
to calculate the reduced divisorD4 = div(u4, v4) = D1+D2:

6 : u4 =
f − v3h− (v3)2

u3
(exact division)

7 : v4 ≡ −(v3 + h) mod u4

Based on Algorithms 2 and 3, the upcoming explicit formu-
lae for the group doubling on hyperelliptic curves of genera 2
and 3 are derived.
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D. Security of HECC

The Diffie-Hellman problem onJC(F) is closely related
to the well-studied discrete logarithm problem [40]. These
problems are significant to public-key cryptography because
they form the basis for the security of many cryptographic
schemes. The DLP onJC(F) can be stated as follows: given
two divisorsD1, D2 ∈ JC(F), determine the smallest integer
m such thatD2 = mD1, if such anm exists. The binary
algorithm and its variants [40], [41] can be used to efficiently
computemD. The main operations in the algorithm are group
additions and group doublings.

Pollard’s rho method and its variants [42]–[44] are the
most important examples for algorithms solving the DLP with
complexity O(

√
n) in groups of ordern. However, some

special cases of HEC were discovered in [45], [46], which
can be attacked with lower complexity thanO(

√
n). The

first algorithm which computes the DL in subexponential
time for sufficiently large genera was published in [47]. The
algorithm was improved and implemented, e.g. in [48]–[51].
This algorithm has a lower complexity than Pollard’s rho
method forg > 4.

In [45], the authors described the mapping of the Tate
pairing on the divisor class group of a curveC over a finite
field Fq into the multiplicative groupF∗qk . Hence, for small
k, the DLP in the divisor class group can be solved with
the index-calculus algorithms. In [50] it is shown that index-
calculus algorithms in the Jacobian of HEC have a lower
complexity than the Pollard rho method for curves of genus
greater than 4. However, the author further studied special
cases by keeping only a fraction of the divisors in the factor
base resulting in a reduction of the base by a factor ofn. In this
case, the author obtained an overall complexity ofO(q

2g
g+1 ).

Thus, the complexity of the attack of genus-4 curves is lower
than the complexity of the rho method. However, no practical
comparisons between the two approaches have been made.

Recently, Th́eriault optimized the algorithm to compute the
discrete logarithm in the Jacobian of low genus hyperelliptic
curves [52]. He optimized the sub-exponential algorithm to
compute the discrete logarithm in the Jacobian of low genus
hyperelliptic curves. The underlying field for HEC with genus
higher than two might have to be larger than believed in order
to achieve a certain security level. Thus, when taking into
account the results of Thériault, the underlying field has to be
enlarged accordingly, see the correction factor in Table I. For
the moment, the most efficient attacks presented in [52] are
not practical, because of the high storage usage. Note, we took
this security consideration into account and enlarge the field
sizes accordingly, see comparison of different implementations
in Section V-B.

In order to find secure HECC one has to consider criteria to
ensure that a curve is not supersingular [53]. However, there
are no hyperelliptic supersingular curves of genus2n−1 over
fields of characteristic 2 for any integern ≥ 2 [54].

For our improvements we assume for example genus-2
curves of the formy2+xy = x5+f1x+f0 wheref0, f1 ∈ F2n .
Similar curves where chosen in the case of genus-3 curves.
Obviously, they form a special class of curves, also know as

TABLE I

COMPARISON OF THE COMPLEXITY OF THE RUNNING TIME OF DIFFERENT

ATTACKS ON HECC

g 1 2 3 4
Index q2 q2 q2 q2

Rho [50] q1/2 q q3/2 q2

reduced factor base [52] n.a. n.a. q3/2 q8/5

with large primes [52] n.a. n.a. q10/7 q14/9

Correction factor for
log2 |Fq| - - 1.05 1.286

non-ordinary curves [55], but the free choice off0 andf1 still
leads to sufficiently many. We are not aware of any security
limitation of the curves that we used in this publication.

There is a contribution that dealt with securing practical
implementations [56]. In this paper, countermeasures against
differential power analysis for HECC were introduced by mod-
eling two techniques used for elliptic curves cryptosystems.

In addition, one should consider the Weil decent attack
methodology [57] and especially the GHS Weil decent attack
[58]. ConsiderE to be a non-supersingular elliptic curve
defined over a fieldK = F2m , and m is composite. The
idea of the attack is to reduce the ECDLP inE(F2m) to
the DLP in the jacobian variety of a curve of larger genus
defined over a proper subfieldk = Fl of K. Concluding from
the above mentioned publications, using fields with composite
extension degree can have cryptographic weaknesses which
can potentially lead to attacks.

By our choices of fields we tried to get a comparison in
group size of ECC and HECC as tight as possible, therefore
some of the fields we used are based onm composite. How-
ever, all implementation techniquesdo not usethe composite
field structure, unlike the work in [59], [60]. Hence, all the
software implementations should be viewed as example cases
to show the efficiency of the different systems and are also
applicable to HECC based on prime extension fields.

IV. M ETHODS TOIMPROVE THEEXPLICIT FORMULAE

In this section, we list all techniques used to improve the
efficiency of the explicit formulae and therefore increase the
performance of HECC group operation.

A. Montgomery’s Trick of Simultaneous Inversions

The idea of Montgomery is to use simultaneous inversions
in order to save inversions at the cost of some cheaper
operations, e.g., multiplications [61, Algorithm 10.3.4].

WLOG we consider the group addition on genus-2 HECC
to illustrate its application. Harley’s Algorithm needs two field
inversions, see Equation (3), Steps 2 and 5. These steps can be
modified. Instead of computings(x) = s1x+s0 ≡ v2−v1

u1
mod

u2, one first computes the resultantr of u1 andu2 as: inv =
r

u1
mod u2 (no field inversion needed) ands′(x) = rs ≡

(v2 − v1) · inv mod u2.
In the latter step only one inversion is necessary to obtain

bothr−1 ands−1
1 . The variables−1

1 is required in Equation (3)
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to makeu′ monic andr−1 is required to calculates(x) =
s′r−1. First, one has to compute the inversew1 = (rs′1)

−1,
thens andr−1 can be calculated as:r−1 = w1s

′
1 ands(x) =

s1x + s0 = s′
r = s′1

r x + s′0
r . s−1

1 is then obtained bys−1
1 =

w1r
2 = r

s′1
.

B. Reordering of the Normalization Step

This reordering allows for calculating the required monic
polynomialu′ (Equation (2), Step 4, and Equation (3), Step 5)
while saving field operations [26]. The highest order term of
u′ results from the product ofs and z divided by u2. Since
u2 is monic, the leading coefficient ofu′ is s2

1. Thus, the
step of makingu′ monic is unnecessary if the polynomials
is already monic (i.e.s1 = 1). In [26], the author shows that
this simplification saves one multiplication in total for the case
of genus2. In this contribution, we show that in the case of
genus-3 curves one can save even more multiplications. In the
following we show, thatu′ is already monic:

let w4 =
1
s1

and w5 = w2
4

u′ =
1
u2

[
smonic(smonicu1 + w4(h + 2v1))

−w5
f − v1h− v2

1

u1

]

=
1
u2

[
sw4(sw4u1 + w4(h + 2v1))

−w5
f − v1h− v2

1

u1

]
with smonic = sw4

=
w2

4

u2

[
s(su1 + h + 2v1)− f − v1h− v2

1

u1

]

= −w2
4u = − u

s2
1

Using the reordering, the calculation ofv′ changes as follows:

with w3 = s1, v′ = −(w3smonicu1 + h + v1) mod u′

= −(w3w4su1 + h + v1) mod u′

= −(su1 + h + v1) mod u′

C. Karatsuba Multiplication

In 1962, Karatsuba introduced an algorithm to multiply two
polynomials [34]. Compared to the schoolbook method, the
Karatsuba Algorithm (KA) saves multiplications of the coef-
ficients at the cost of extra additions. Since its introduction,
further work was done to improve the KA and to find bounds
of the complexity [62]–[64]. In [65], Bernstein presented a
survey of different methods to multiply polynomials. In [66],
detailed information on the usage of KA in order to multiply
with the least cost is provided.

In [34], the efficient multiplication of two polynomials of
degree 1 is introduced. We will briefly develop the KA and
refer the interested reader to the given literature. Given are
two polynomialsA(x) = a1x + a0 and B(x) = b1x + b0.
Let D0 = a0b0, D1 = a1b1 and D0,1 = (a0 + a1)(b0 + b1).
Hence, the product of two polynomials can be computed as:
C(x) = D1x

2 + (D0,1 −D0 −D1)x + D0.

The total cost is four additions and three multiplications.
Whereas, if using the schoolbook method, four multiplications
and one addition are needed. Thus, we save one multiplication
at the cost of three extra additions.

D. Efficient Division

In [67], an efficient way to calculate the quotient of two
polynomials is presented. The division is based on the obser-
vation that the quotient of two polynomials of degreedeg1 and
deg2, with deg1 > deg2, depends only on thedeg1−deg2 +1
highest coefficients of the dividend and thedeg1 − deg2 + 1
highest coefficients of the divisor. Hence, we do not have to
consider all coefficients of the polynomials.

This efficient division is, for example, used in Step 8 in
Table IX. One has to computeu3 = (f − v′h− v′2)/u′ with
deg(f − v′h − v′2) = 7 and deg(u′) = 4. Thus, only the
four highest coefficients of the two polynomials are needed to
computeu3 (Notice, thatf7 = u′4 = 1 and therefore does not
appear in the formula as a variable).

E. Calculation of the Resultant Using Bezout’s Matrix

The calculation of the resultant using Bezout’s matrix in
the case of genus-3 HEC can be performed very efficiently.
Notice, that there is no benefit when applying the Bezout’s
matrix to genus-2 HEC.

The resultant of two polynomialsa =
∏n

i=1(x−αi) andb =∏m
j=1(x − βj) is defined byr(a, b) =

∏n
i=1

∏m
j=1(βj − αi).

Let a = x3 + ax2 + bx + c andb = x3 + dx2 + ex + f , then
the resultant calculated with the Bezout’s matrix is given by

r(a, b) = (f + ea− c− bd)[(−c + f)2

−(−a + d)(fb− ce)] + (fa− cd)
[(fa− cd)(−a + d)− 2(−b + e)(−c + f)]+
(fb− ce)(−b + e)2.

In general, the total cost of this operation is12 multiplica-
tions and2 squarings. For two input polynomials in the case
of doubling, the resultant is less complex and can be computed
with 6 multiplications and2 squarings. For more details, see
Table IX and Table X.

F. Choice of HEC with Certain Properties

A detailed analysis of the explicit formulae gives rise to
certain types of curves with low complexity, i.e. optimum
performance regarding the number of required field operations
for the execution of the group operations. As a result of this
analysis, curves of the formy2 + y = f(x) over extension
fields of characteristic two turn out to be the best option.
Unfortunately, this type of curve is supersingular for genus
2 [50], [53]. To our knowledge, curves of this form for genus
3 have no security limitations [54]. Hence, curves of the form
y2 + h(x)y = f(x), with h(x) = x give the best performance
for genus-2. In [36], the author suggested some different
transformations such that for the case of genus-2 curves, one
can neglect most of the coefficients in thef polynomial. We
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B(x) =

m+d−2
2∑

l= d+1
2

{
[a2l − T0p2l−d − T1p2l−d+1]x + [a2l−1 − T0p2l−1−d − T1p2l−d]

}
x2l−1 + (ad−1 − T1p0)xd−1

+
d−2∑

i=0

aix
i (6)

=

m+d−2
2∑

l= d+1
2

{
[a2l − (T0 + T1)(p2l−d + p2l−d+1) + T0p2l−d+1 + T1p2l−d]x2l + [a2l−1 − T0p2l−1−d − T1p2l−d]

}
x2l−1

+(ad−1 − T1p0)xd−1 +
d−2∑

i=0

aix
i (7)

did integrate this technique to speed-up our implementation
of HECC. However, all explicit formulae presented in the
appendix are for the most general case.

G. Karatsuba Reduction

In our contribution, we used the idea of the algorithm
presented by Karatsuba [34] to minimize the computational
complexity of polynomial modulo reduction, denoted as Karat-
suba reduction. In the context of HECC, this idea was first
used for genus-2 curves targeting small polynomials in [29].
All published contribution improving HECC group operation
applied this technique in an “ad hoc”. In this work, we
approached the reduction systematically and generalized the
procedure for polynomials of arbitrary degree. The results
show, that one can perform polynomial reduction using Karat-
suba’s method with the complexity O(n1.58). Note that the
presented formulas can also be applied if working in finite
fields GF(pm).

Let polynomial A(x) =
∑m+d

i=0 aix
i be reduced by the

polynomialP (x) = xm + p(x) = xm +
∑m−1

i=0 pix
i of degree

m. Recursive application ofxm = −p(x) =
∑m−1

i=0 (−pi)xi

describes a simple way to perform modulo reduction whenever
encountering powers ofx greater thanm− 1.

Let

B(x) = A(x) mod P (x)

=
m+d∑

i=0

aix
i mod xm +

m−1∑

i=0

pix
i (8)

with integerd ≥ 1.
The reduction consists of two substitution steps, that are

repeatedly computedd/2 or (d − 1)/2 times for d even or
odd, respectively. In the following we describe this step in
more detail and summarize them in Algorithm 4.

STEP 1: In the first step, we substitutexm+d =
−xd

∑m−1
i=0 pix

i and the highest coefficientT0 = am+d in
Equation (8):

B(x) = (am+d−1 − T0pm−1)xm+d−1

+
m+d−2∑

i=−d

(ai − T0pi−d)xi +
d−1∑

i=0

aix
i

STEP 2: In the second step, we substitutexm+d−1 =
−xd−1

∑m−1
i=0 pix

i and the highest coefficient for simplifica-
tion T1 = (am+d−1 − am+dpm−1):

B(x) =
m+d−2∑

i=d

(ai − T0pi−d − T1pi−d+1)xi

+(ad−1 − T1p0)xd−1 +
d−2∑

i=0

aix
i (9)

Next, we assume WLOGm and d to be odd. We rewrite
Equation (9) in order to be able to apply Karatsuba reduction
on Equation (6). The result is given in Equation (7). After the
second step, we have a polynomialB(x) of degreem+d−2,
thus, we are able to reduce the degree of the polynomial by 2.
Step 1 and Step 2 have to be repeatedd/2 or (d+1)/2 times
in order to reduceA(x) for d odd or even, respectively. After
applying Step 1 and 2 we setA(x)i = B(x)i−1.

Corollary 1: Let #M and #A be the number of multipli-
cations and additions, respectively, to reduce a polynomial
with degreem + d, whered is a positive integer and where
m is the degree of the reduction polynomial. Thus, we need
to performd + 1 reduction steps in order to replace all terms
with occurrences ofxk wherek ≥ m. The total cost of using
Karatsuba reduction is shown in Equation 10.

In the case ford even, we have to add an additional step after
applying Karatsuba. This last step reduces the polynomial with
degreem, by substitutingxm =

∑m−1
i=0 (−pi)xi. Hence, we

needm additional multiplications andm additions. Applying
Karatsuba reduction to the additional step does not result in a
more efficient way to reduce the polynomial of degreem. If we
use the schoolbook method instead, we needm multiplications
andm additions for each reduction step, thusm(d+1)[M+A]
in total.

In the above stated consideration we looked only into the
cases were the reduction polynomials have all coefficients non-
zero. In most cases, reduction polynomials will have only
some non-zero coefficients. In this case Corollary 2 should
be considered.

Corollary 2: Let#M and#A be the number of multiplica-
tions and additions, respectively, to reduce a polynomialA(x)
with degreem+d, whered is a positive integer. The reduction
polynomial is given byP (x) = xm+xt1 +xt2 +xt3 +· · ·+xti ,
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Cost




bd+1

2 c
[
d3/2meM + (8m− 3d3/2me)A

]
for odd d

bd+1
2 c

[
d3/2meM + (8m− 3d3/2me)A

]
+ mM + mA for even d

(10)

Cost

{ bd+1
2 c[d3/2ieM + (8i− 3d3/2ie)A]

for odd d
bd+1

2 c[d3/2ieM + (8i− 3d3/2ie)A]
+ iM + iA for even d

(11)

wherei+1 is the number of non-zero coefficients. Hence, the
cost to reduce the polynomialA(x) is given in Equation 11.

Corollary 3: In case of schoolbook or Karatsuba reduction,
a polynomial with the smallest possible number of non-zero
coefficients results in a minimum of computational cost.

V. RESULTS

This section summarizes our results and is divided in two
parts. In the first part we present our derived explicit formulae.
The second part introduces and analyzes our implementation
of the formulae.

A. Improving the Group Operation

After Koblitz suggested HEC for the use for a cryptosystem
in 1989, it took over 10 years until the first improvements were
made to its group operations. In [1], the authors proposed
explicit formulae for the group operations. For the derivation
of the explicit formulae, polynomial calculations are mapped
onto field operations. For genus-2 HEC, such a mapping can
be calculated quite easily since the degree of the occurring
polynomials is low. Deriving explicit formulae for higher
genus HEC is more complicated since with increasing genus
the degree of the polynomials rises. For higher genera, the
problem becomes intractable by hand and the use of additional
tools for the mathematical evaluation of all equations is
inevitable.

Note, that the explicit formulae given in the appendix are
displayed in the most general form. However, the complexity is
computed for special curves and therefore some operations are
not counted, e.g. multiplication withhi ∈ GF (2). In addition,
we reuse in some steps previously computed results in order
to decrease the complexity.

1) Improving Cantor’s Group Operation:In this subsec-
tion, we considered the group operations presented in [2]
and applied the techniques introduced in Chapter IV, re-
sulting in efficient group operation for genus-2 and genus-3
HECC. Table IV summarizes the efforts made to date and
our contribution to speed up Cantor’s algorithm. The detailed
instruction, how to calculate the group operations are given in
the appendix.

Our improvements concerning the group operations intro-
duced by Cantor can be summarized as following: This is the
first contribution that presents explicit formulae of Cantor’s
algorithm for genus-2 and 3. We were able to speed up the
group operations compared to the results presented in [33].
Our genus-2 HEC group operation saves up to6M/S in the
case of adding divisors and1I as well as up to20M/S
in the case of doubling a divisor. Using our formulae for

certain genus-3 curves one can save24% and 78% of the
computational cost for adding and doubling, respectively2.

2) Improving Harley’s Group Operation:The approach
presented in [1] was also optimized by us using the techniques
in Chapter IV. We were able to speed up the group operation
of genus-2 and genus-3 HECC. Table V presents a summary
of our work, as well as of all the previous work that has been
done on improving Harley’s algorithm. All the steps necessary
to compute the group operations using the explicit formulae
are presented in the appendix.

Analyzing our newly derived the group operations based on
Harley’s considerations lead to following conclusions:
• We could improve the explicit formulae for arbitrary

characteristic for genus-3 hyperelliptic curves compared
to the previous publications [29].

• For characteristic two fields, we could decrease the costs
to calculate the group operations on genus-2 and genus-3
curves.

• Considering certain curve parameters we were able to
save47% of the multiplications for the genus-2 doubling
operation compared to [14], [36].

• Our fastest genus-3 curves used42M/S less for the group
doubling as presented in [15].

3) Fastest HECC Group Operation:The aim of this sub-
section is to give a summary of the last two subsections, by
extracting only our fastest HECC group operations. In the sec-
tions above we give a historical survey of the group operations
based on the original Cantor algorithm and on the algorithm
proposed by Harley. One notices that using specialized the
curve parameters the efficiency of the cryptosystem increases.

The bold numbers in Table IV and V indicate our fastest
group operations. Contrary to common belief, we could show
that explicit formulae for the group doubling based on Cantor’s
algorithm in the case of genus-3 HEC are faster than the
explicit formulae based on Harley. In most of the other cases,
the group operations based on Harley’s algorithm perform
better. However, it is noticeable that the performance of the
doubling operation for certain curves based on Harley or
Cantor are almost the same.

Following explicit formulae for an efficient implementation
of HECC should be used:

genus addition doubling
2 [14] Table V I
3 Table IX Table XIII

At this point we want to clarify that we applied a sequence
of improvements techniques to achieve the presented results.

2assuming one inversion has the same time complexity as eight multipli-
cations
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Algorithm 4 Karatsuba reduction
Require:

PolynomialP (x) = xm +
∑m−1

i=0 pix
i of degreem,

PolynomialB(d)(x) =
∑m+d

i=0 b
(d)
i xi of degreem + d

Ensure: B(x) = B(d)(x) mod P (x) =
∑m−1

i=0 bix
i

1: while d > 0 do
2: T0 = b

(d)
m+d

3: T1 = b
(d)
m+d−1 − T0pm−1

4: b
(d−2)
d−1 = b

(d)
d−1 − T1p0

5: if d odd then
6: for l = dd+1

2 e to dm+d−2
2 e do

7: b
(d−2)
2l = b

(d)
2l − (T0 + T1)(p2l−d + p2l−d+1) +

T0p2l−d+1 + T1p2l−d

8: b
(d−2)
2l−1 = b

(d)
2l−1 − T0p2l−d−1 − T1p2l−d

9: end for
10: else
11: for l = dd+1

2 e to dm+d−2
2 e do

12: b
(d−2)
2l−1 = b

(d)
2l−1 − (T0 + T1)(p2l−d−1 + p2l−d) +

T0p2l−d + T1p2l−d−1

13: b
(d−2)
2l−2 = b

(d)
2l−2 − T0p2l−d−2 − T1p2l−d−1

14: end for
15: end if
16: if m eventhen
17: b

(d−2)
m+d−2 = b

(d)
m+d−2 − (T0 + T1)(pm−1 + pm−2) +

T1pm−2 + T0pm−1

18: end if
19: for j = 0 to d− 2 do
20: b

(d−2)
j = b

(d)
j

21: end for
22: d = d− 2
23: end while
24: if d = 0 then
25: for j = 0 to m− 1 do
26: b

(−1)
j = b

(d)
j − b

(d)
m · pj

27: end for
28: end if
29: OutputB(x) =

∑m−1
j=0 bjx

i = B(−1)(x)

This is somewhat of an ad-hoc approach which does not
necessarily lead to optimal results. Rather, the complexity
of the explicit formulae presented in this chapter should be
viewed as upper bound. New improvements of genus-2 HEC
were presented in [68] and is published [69].

B. Implementation

This chapter provides a short overview of the tools and
the methodology used. We also present and analyze our
implementation results.

1) Methodology:The methodology is as follows:
• Test the explicit formulae: An NTL-based [70] implemen-

tation of the original Cantor algorithm was used to obtain
reliable reference vectors. The implementation of the new
explicit formulae was used to check the correctness of the
derived formulae.Microsoft Developer Studio 6was used
for compilation and debugging on a Pentium 4 processor.

• Speeding up the implementation: A fast library for the
required field and group operations was developed.

• The code was first tested on a Pentium platform.
• Porting to the ARM: The code was rewritten for the

ARM7TDMI@80MHz (ARMulator). Special functions
to load the test vectors into the memory of the micro-
processor and timing routines were written. As a pro-
gramming and debugging platform, theARM Developer
Suite 1.2was used.

• Running and testing HECC on the ARM7TDMI (ARMu-
lator).

• Detailed timing analysis for different field sizes and
curves.

2) Implementation:We implemented our explicit formulae
for characteristic two fields as summarized in Section V-A.3.
In order to be able to compare our results with an elliptic
curve cryptosystem (ECC), we implemented ECC with the
same methodology. For genus-2 curves we implemented the
explicit formula based on Harley’s algorithm andh(x) = x.
In the case of genus-3 HEC, we used the doubling formula
based on Cantor Table XIII and the addition formula based
on Harley Table IX andh(x) = 1. The implementation results
on the Pentium and the ARM are summarized in the Table II
and Table III, respectively.

Our implementation assists arbitrary fields. Note that the
group operations as well as the scalar multiplication could be
implemented with higher performance, if fixing the underlying
field, e.g. see [71]. Note, that some of the implementations
might have potential cryptographical weaknesses according
to [57], [58], however, we would like to emphasize that the
implementation techniques are also applicable to fields with
prime extensions.

3) Analyzing and Comparing the ECC and HECC Imple-
mentation:It is only useful to compare cryptosystems with the
same security level. Hence, we have to take the recent progress
by Thériault [52] into consideration. Note, that this is a very
pessimistic estimation, since the attacks presented can not be
realized because of the high complexity. The results in [52]
suggest to enlarge the underlying fields of genus-3 curves (see
Table I for more details).

According to [52] an identical security level of 163bit results
in the underlying fieldsF281 andF257 for HEC of genus two
and three, respectively.

Contrary to common belief, we could show, that the per-
formance of a scalar multiplication of ECC, genus-2 HECC,
and genus-3 HECC are in the same range. This fact holds for
the Pentium as well as for the ARM implementation. In some
cases HECC even outperforms ECC, see Table II and III.

Hyperelliptic curve cryptosystems show very good perfor-
mance on embedded processors and are therefore well suited
for applications in constrained environments.

It is noticeable that with increasing group order the speed
of the group operations decreases for certain field sizes.
The reason is the dependency of the field operations on the
irreducible polynomials. We used trinomials and pentanomials,
whereas the groups using trinomials perform relatively better
compared with pentanomials.
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TABLE II

TIMINGS OF GROUP OPERATIONS ON THEPENTIUM4@1.8GHZ (EXPLICIT FORMULAE)

Genus Field Group order Group addition Group doubling Scalar. mult.
in µs in µs in ms

1 F2163 2163 18.3 9.4 2.60
F2167 2167 19.2 8.5 2.43
F2179 2179 16.9 9.8 2.80
F2191 2191 15.4 8.7 2.78

2 F263 2126 16.5 10.2 1.93
F281 2162 18.7 11.7 2.73
F283 2166 20.2 12.7 3.01
F288 2176 20.5 13.2 3.30
F291 2182 21.1 13.7 3.50
F295 2190 19.0 12.6 3.41

3 F243 2129 25.5 9.0 2.15
F254 2162 24.8 8.9 2.56
F255 2165 25.2 9.0 2.69
F257 2171 25.5 9.4 2.95
F259 2177 28.5 10.3 3.22
F260 2180 24.8 9.2 2.97
F261 2183 28.5 10.5 3.34
F263 2189 25.3 9.2 3.10

TABLE III

TIMINGS OF GROUP OPERATIONS WITHARMULATOR ARM7TDMI@80MHZ (EXPLICIT FORMULAE)

Genus Field Group order Group addition Group doubling Scalar. mult.
in µs in µs in ms

1 F2163 2163 746 406 108
F2167 2167 579 342 90
F2179 2179 720 451 120
F2191 2191 598 358 100

2 F263 2126 538 326 60
F281 2162 600 376 87
F283 2166 715 449 105
F288 2176 732 463 114
F291 2182 736 468 119
F295 2190 623 399 107

3 F243 2129 966 327 75
F254 2162 914 317 90
F255 2165 917 319 91
F257 2171 918 321 94
F259 2177 1180 415 126
F260 2180 921 324 100
F261 2183 1183 417 130
F263 2189 925 329 106

VI. CONCLUSIONS

Our contribution is another step to decrease the complexity
of the HEC group operations. We showed how far the choice
of the algorithm (Harley or Cantor), group order, and curve
parameters is crucial in order to achieve the best performance
for a given application.

Considering the results presented in this contribution, ex-

plicit formulae based on Harley’s algorithm should be used
when implementing genus-2 curves. In the case of genus-3
curves the doubling operation should be implemented using
explicit formulae based on Cantor and for the addition we
advise the use of Harley’s algorithm.

Considering different group orders, our implementation
shows that ECC, genus-2, and genus-3 HECC have similar
performance. Contrary to common belief HECC can be the
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cryptosystem of choice for general purpose processors as well
as for embedded processors.
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TABLE IV

SPEEDING UP GROUP OPERATIONS OFCANTORS ALGORITHM.

genus field curve cost
charac. properties addition doubling

2 Cantor/Koblitz [33], [38] general 3I + 70M/S 3I + 76M/S
Nagao [33] odd h(x) = 0, fi ∈ F2 2I + 52M/S 2I + 49M/S
our work general hi ∈ F2, f4 = 0 2I + 44M + 4S 2I + 42M + 8S

two hi ∈ F2, f4 = 0 2I + 42M + 4S 2I + 40M + 8S
two h(x) = x, f4 = 0 2I + 42M + 4S I + 23M + 6S

Table VII Table VIII

3 Cantor/Koblitz [33], [38] general 4I + 200M/S 4I + 207M/S
Nagao [33] odd h(x) = 0, fi ∈ F2 2I + 154M/S 2I + 132M/S
our work general hi ∈ F2, f6 = 0 2I + 118M + 4S 2I + 106M + 19S

two hi ∈ F2, f6 = 0 2I + 110M + 4S 2I + 98M + 13S
two h(x) = 1, f6 = 0 2I + 110M + 4S I + 14M + 11S

Table XI Table XII

TABLE V

SPEEDING UP GROUP OPERATIONS OFHARLEY ’ S ALGORITHM.

genus field curve cost
charac. properties addition doubling

2 Harley [37] odd h(x) = 0 2I + 27M/S 2I + 30M/S
Lange [24] odd 2I + 24M + 3S 2I + 26M + 6S
Matsuo et al. [23] odd h(x) = 0 2I + 25M/S 2I + 27M/S
Miyamoto et al. [25] odd h(x) = 0, f4 = 0 I + 26M/S I + 27M/S
Takahashi [26] odd h(x) = 0 I + 25M/S I + 29M/S
Sugizaki et al. [35] even hi ∈ F2n I + 27M/S I + 26M/S
Lange [14], [36] general hi ∈ F2n , f4 = 0 I + 22M + 3S I + 22M + 5S

two hi ∈ F2n , f4 = 0 I + 21M + 3S I + 20M + 5S
two h2 = 0, hi ∈ F2n , f4 = 0 I+21M+3S I + 17M + 5S

our work two h(x) = x, f4 = f3 = f2 = 0 − I+9M+6S
Table VI

3 Kuroki et al. [29] odd h(x) = 0, f6 = 0 I + 81M/S I + 74M/S
Gonda et al. [15] odd h(x) = 0, f6 = 0 I + 70M/S I + 71M/S
our work general hi ∈ F2, f6 = 0 I + 70M + 6S I + 62M + 10S

two hi ∈ F2, f6 = 0 I + 65M + 6S I + 53M + 10S
two h(x) = 1, f6 = 0 I+65M+6S I + 22M + 7S

Table IX Table X
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TABLE VI

EXPLICIT FORMULAE FOR DOUBLING A DIVISOR ON SPECIAL CURVES OF GENUS TWO OVERF2n WITH h(x) = x (HARLEY)

Input Weight two reduced divisorsD = div(u, v) with
u = x2 + u1x + u0

v = v1x + v0

furthermore:
h = x andf = x5 + f1x + f0

Output A weight two reduced divisorD′ = div(u′, v′) = [2]D with
u′ = x2 + u′1x + u′0;
v′ = v′1x + v′0;

Step Procedure Cost
1 Compute resultantr of u andh + 2v:

r = u0;
−

2 Compute almost inverseinv ≡ r/ṽ mod u1:
inv1 = 1; inv0 = u1;

−

3 Computek ≡ [(f − hv − v2)/u] mod u:
w0 = v2

1 ; w1 = u2
1; k1 = w1;

t1 = u1k1; k0 = t1 + w0 + v1;

1M + 2S

4 Computes′ = kinv mod u:
t2 = u0k0; s′1 = k0; s′0 = (u0 + u1)(k0 + k1) + t1 + t2;
If s′1 = 0 perform Cantor’s Algorithm

2M

5 Computes1 ands0u1:
t3 = t−1

2 (= 1/(rs′1)); w3 = r2t3(= 1/s1); w4 = w2
3;

s1 = s′21 t3; t6 = t1 + k1s1(= s0u1);

I + 3M + 3S

6 Computez = su (Karatsuba):
z0 = s′0; z1 = t6 + s′1; z2 = w1; z3 = s1;

−

7 Computeu′ = 1/s2
1((su + h + v)2 + f)/u2:

u′2 = 1; u′1 = w4; u′0 = w4k
2
1 + k1 + w3;

M + S

8 Computev′ ≡ h + z + v mod u′ (Karatsuba):
t4 = w3; t7 = t4 + z2; t5 = t7u

′
0;

v′1 = (z3 + t7)(u′0 + u′1) + t4 + t5 + 1 + z1 + v1; v′0 = t5 + z0 + v0;

2M

Total I + 9M + 6S
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TABLE VII

EXPLICIT FORMULAE FOR ADDING ON A HEC OF GENUS TWO(CANTOR)

Input Weight two reduced divisorsD1 = (u1, v1) andD2 = (u2, v2) with
u1 = x2 + ax + b;
u2 = x2 + cx + d;
v1 = ix + j;
v2 = kx + l;
furthermore:
h = h2x

2 + h1x + h0; wherehi ∈ {0, 1};
f = x5 + f4x

4 + f3x
3 + f2x

2 + f1x + f0; wheref4 ∈ {0, 1};
Output A weight two reduced divisorD′ = (u′, v′) = D1 + D2 with

u′ = x2 + a3x + b3;
v′ = i3x + j3;

Step Procedure Cost
1 Computegcd(u1, u2) = 1 = s1u1 + s2u2:

r21 = a−c; r20 = b−d; t20 = −1; r31 = r21 ·c−r20; r30 = r21 ·d; t30 = r21;
t31 = 1; r40 = r31 · r20− r21 · r30; s20 = −r31− r2

21; s21 = −r21; t0 = r−1
40 ;

s20 = s20 · t0; s21 = s21 · t0; s11 = −s21; s10 = −s21 · c− s20 − a · s11;

I + 8M + 2S

2 Computeu′ = u1u2 = x4 + u′3x
3 + u′2x

2 + u′1x + u′0 (Karatsuba):
t0 = b · d; t1 = a · c; t2 = (a + b) · (c + d); u′0 = t0; u′1 = t2 − t0 − t1;
u′2 = t1 + b + d; u′3 = a + c;

2M

3 Computev′ = s1u1v2 + s2u2v1 mod u′:
t0 = b · s10; t1 = a · s11; t2 = (a + b) · (s11 + s10); su10 = t0; su11 =
t2 − t0 − t1; su12 = t1 + s10; su13 = s11; t0 = l · su10; t1 = k · su11;
t2 = (k + l) · (su10 + su11); d00 = t0; d01 = t2 − t0 − t1; d02 = t1; t0 =
l·(su10+su12); t1 = k·(su11+su13); t2 = (k+l)·(su10+su11+su12+su13);
d20 = t0; d21 = t2 − t0 − t1; d22 = t1; suv10 = d00; suv11 = d01; suv12 =
d02+d20−d00; suv13 = d21−d01; suv14 = d22−d02; t0 = d·s20; t1 = c·s21;
t2 = (c + d) · (s21 + s20); su20 = t0; su21 = t2 − t0 − t1; su22 = t1 + s20;
su23 = s21; t0 = j ·su20; t1 = i ·su21; t2 = (i+j) ·(su20 +su21); d00 = t0;
d01 = t2 − t0 − t1; d02 = t1; t0 = j · (su20 + su22); t1 = i · (su21 + su23);
t2 = (i+j)·(su20+su21+su22+su23); d20 = t0; d21 = t2−t0−t1; d22 = t1;
suv20 = d00; suv21 = d01; suv22 = d02 + d20 − d00; suv23 = d21 − d01;
suv24 = d22 − d02; v′3 = suv13 + suv23 − u′3 · (suv14 + suv24); v′2 =
suv12+suv22−u′2·(suv14+suv24); v′1 = suv11+suv21−u′1·(suv14+suv24);
v′0 = suv10 + suv20 − u′0 · (suv14 + suv24);

22M

4 Compute monicu3 = (f − v′h− v′2)/u′ = x2 + a3x + b3:

t1 = −v′3
2; a3 = −2 · v′3 · v′2 + 1− v′3 · h2 − t1 · u′3;

b3 = −v′2 · h2 − v′3 · h1 − 2 · v′3 · v′1 + f4 − v′2
2 − t1 · u′2 − a3 · u′3;

t0 = t1
−1; a3 = a3 · t0; b3 = b3 · t0;

I + 7M + 2S

5 Computev3 = −(h + v′) mod u3 = i3x + j3:
t0 = −v′3; t1 = −(v′2 + h2) − t0 · a3; i3 = −(v′1 + h1) − (t0 + t1) · (b3 +
a3) + t1 · b3 + t0 · a3; j3 = −(v′0 + h0)− t1 · b3;

5M

Total fields of arbitrary characteristic,hi ∈ F2, f4 = 0 2I + 44M + 4S
fields of characteristic two,hi ∈ F2, f4 = 0 2I + 42M + 4S
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TABLE VIII

EXPLICIT FORMULAE FOR DOUBLING ON A HEC OF GENUS TWO(CANTOR)

Input Weight two reduced divisorsD = (u, v) with
u = x2 + ax + b;
v = ix + j;
furthermore:
h = h2x

2 + h1x + h0; wherehi ∈ {0, 1};
f = x5 + f4x

4 + f3x
3 + f2x

2 + f1x + f0; wheref4 ∈ {0, 1};
Output A weight two reduced divisorD′ = (u′, v′) = [2]D with

u′ = x2 + a2x + b2;
v′ = i2x + j2;

Step Procedure Cost
1 Computegcd(u1, h + 2v1) = 1 = s1u1 + s3(h + 2v1):

r11 = h1+2·i−h2 ·a; r10 = h0+2·j−h2 ·b; r21 = r11 ·a−r10; r20 = r11 ·b;
r30 = r21 · r10 − r11 · r20; s31 = r11; s30 = r21; t0 = r−1

30 ; s31 = s31 · t0;
s30 = s30 · t0; s11 = −s31 ·h2; s10 = −2 · s31 · i− s31 ·h1− s30 ·h2−a · s11;

I + 8M

2 Computeu′ = u1
2 = x4 + u′3x

3 + u′2x
2 + u′1x + u′0:

t0 = b2; t1 = a2; t2 = (a + b)2; u′0 = t0; u′1 = t2 − t0 − t1; u′2 = 2 · b + t1;
u′3 = 2 · a;

3S

3 Computev′ = s1u1v1 + s3(v1
2 + f) mod u′1:

t0 = j ·s10; t1 = i ·s11; t2 = (i+j) ·(s10+s11); sv0 = t0; sv1 = t2−t1−t0;
sv2 = t1; t0 = b · sv0; t1 = a · sv1; t2 = (a + b) · (sv0 + sv1); d00 = t0;
d01 = t2−t0−t1; d02 = t1; d10 = sv2; t0 = (b+1)·(sv0+sv2); t1 = a·sv1;
t2 = (a + b + 1) · (sv0 + sv1 + sv2); d20 = t0; d21 = t2 − t0 − t1; d22 = t1;
suv0 = d00; suv1 = d01; suv2 = d02 + d20 − d00 − d10; suv3 = d21 − d01;
suv4 = d10 + d22 − d02; t0 = j2; t1 = i2; t2 = (i + j)2; vq0 = t0;
vq1 = t2 − t0 − t1; vsq2 = t1; vsf3 = f3 − u′2 − f4 · u′3 + u′3

2; vsf2 =
vsq2 + f2− u′1− f4 · u′2 + u′3 · u′2; vsf1 = vsq1 + f1− u′0− f4 · u′1 + u′3 · u′1;
vsf0 = vsq0 + f0 − f4 · u′0 + u′3 · u′0; t0 = s30 · vsf0; t1 = s31 · vsf1;
t2 = (s30 + s31) · (vsf0 + vsf1); d00 = t0; d01 = t2 − t0 − t1; d02 = t1;
t0 = (vsf2 + vsf0) · s30; t1 = (vsf3 + vsf1) · s31; t2 = (vsf3 + vsf2 +
vsf1+vsf0) ·(s30+s31); d20 = t0; d21 = t2−t0−t1; d22 = t1; svf0 = d00;
svf1 = d01; svf2 = d02 + d20 − d00; svf3 = d21 − d01; svf4 = d22 − d02;
v′3 = suv3+svf3−u′3 ·(suv4+svf4); v′2 = suv2+svf2−u′2 ·(suv4+svf4);
v′1 = suv1+svf1−u′1 ·(suv4+svf4); v′0 = suv0+svf0−u′0 ·(suv4+svf4);

22M + 4S

4 Compute monicu3 = (f − v′h− v′2)/u′ = x2 + a2x + b2:
t1 = −v′3; a2 = −2 · v′3 · v′2 + 1− v′3 · h2 − t1 · u′3;
b2 = −v′2 · h2 − v′3 · h1 − 2 · v′3 · v′1 + f4 − v′2

2 − t1 · u′2 − a2 · u′3;
t0 = t1

−1; a2 = a2 · t0; b2 = b2 · t0;

I + 7M + S

5 Computev3 = −(h + v′) mod u3 = i2x + j2:
t0 = −vs3; t1 = −(v′2 + h2)− t0 · a2; i2 = −(v′1 + h1)− (t0 + t1) · (b2 +
a2) + t1 · b2 + t0 · a2; j2 = −(v′0 + h0)− t1 · b2;

5M

Total fields of arbitrary characteristic,hi ∈ F2, f4 = 0 2I + 42M + 8S
fields of characteristic two,hi ∈ F2, f4 = 0 2I + 40M + 8S
fields of characteristic two,h(x) = x, f4 = 0 I + 23M + 6S
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TABLE IX

EXPLICIT FORMULAE FOR ADDING ON A HEC OF GENUS THREE(HARLEY)

Input Weight three reduced divisorsD1 = (u1, v1) andD2 = (u2, v2) with
u1 = x3 + ax2 + bx + c; u2 = x3 + dx2 + ex + f ;
v1 = kx2 + lx + m; v2 = nx2 + ox + p;
h = h3x

3 + h2x
2 + h1x + h0 wherehi ∈ {0, 1};

f = x7 + f6x
6 + f5x

5 + f4x
4 + f3x

3 + f2x
2 + f1x + f0 wheref6 ∈ {0, 1};

Output A weight three reduced divisorD3 = (u3, v3) = D1 + D2 with
u3 = x3 + a3x

2 + b3x + c3;
v3 = k3x

2 + l3x + m3;
Step Procedure Cost
1 Compute resultant r ofu1 andu2 (Bezout):

t1 = ae; t2 = bd; t3 = bf ; t4 = ce; t5 = af ; t6 = cd;
t7 = (f − c)2; t8 = (e− b)2; t9 = (d− a)(t3 − t4);
t10 = (d− a)(t5 − t6); t11 = (e− b)(f − c);
r = (f − c + t1 − t2)(t7 − t9) + (t5 − t6)(t10 − 2t11) + t8(t3 − t4);

12M + 2S

2 Compute almost inverseinv = r/u1 mod u2:
inv2 = (t1 − t2 − c + f)(d− a)− t8;
inv1 = inv2d− t10 + t11;
inv0 = inv2e− d(t10 − t11) + t9 − t7

4M

3 Computes′ = rs ≡ (v2 − v1)inv mod u2 (Karatsuba):
t12 = (inv1 + inv2)(n− k + o− l); t13 = (o− l)inv1;
t14 = (inv0 + inv2)(n− k + p−m); t15 = (p−m)inv0;
t16 = (inv0 + inv1)(o− l + p−m); t17 = (n− k)inv2;
r′0 = t15; r′1 = t16 − t13 − t15; r′2 = t13 + t14 − t15 − t17;
r′3 = t12 − t13 − t17; r′4 = t17; t18 = dr′4 − r′3;
s′0 = r′0+ft18; s′1 = r′1−(e+f)(r′4−t18)+er′4−ft18; s′2 = r′2−er′4+dt18;
If s′2 = 0 perform Cantor

11M

4 Computes = (s′/r) and makes monic:

w1 = (rs′2)
−1; w2 = rw1; w3 = w1s

′
2
2; w4 = rw2; w5 = w2

4;
s0 = w2s

′
0; s1 = w2s

′
1;

I + 6M + 2S

5 Computez = su1:
z0 = s0c; z1 = s1c + s0b; z2 = s0a + s1b + c; z3 = s1a + s0 + b;
z4 = a + s1;

6M

6 Computeu′ = [s(z + w4(h + 2v1))− w5((f − v1h− v2
1)/u1)]/u2:

u′3 = z4 + s1 − d; u′2 = −du′3 − e + z3 + s0 + w4h3 + s1z4;
u′1 = w4(h2 + 2k + s1h3) + s1z3 + s0z4 + z2 − w5 − du′2 − eu′3 − f ;
u′0 = w4(s1h2 + h1 + 2l + 2s1k + s0h3) + s1z2 + z1 + s0z3 + w5(a− f6)−
du′1 − eu′2 − fu′3

15M

7 Computev′ = −(w3z + h + v1) mod u′:
t1 = u′3 − z4; v′0 = −w3(u′0t1 + z0)− h0 −m;
v′1 = −w3(u′1t1 − u′0 + z1)− h1 − l;
v′2 = −w3(u′2t1 − u′1 + z2)− h2 − k;
v′3 = −w3(u′3t1 − u′2 + z3)− h3;

8M

8 Reduceu′, i.e. u3 = (f − v′h− v′2)/u′:
a3 = f6 − u′3 − v′3

2 − v′3h3;
b3 = −u′2 − a3u

′
3 + f5 − 2v′2v

′
3 − v′3h2 − v′2h3;

c3 = −u′1 − a3u
′
2 − b3u

′
3 + f4 − 2v′1v

′
3 − v′2

2 − v′2h2 − v′3h1 − v′1h3;

5M + 2S

9 Computev3 = −(v′ + h) mod u3:
k3 = −v′2 + (v′3 + h3)a3 − h2;
l3 = −v′1 + (v′3 + h3)b3 − h1;
m3 = −v′0 + (v′3 + h3)c3 − h0;

3M

Total fields of arbitrary characteristic,hi ∈ F2, f6 = 0 I + 70M + 6S
fields of characteristic two,hi ∈ F2, f6 = 0 I + 65M + 6S
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TABLE X

EXPLICIT FORMULAE FOR DOUBLING ON A HEC OF GENUS THREE(HARLEY)

Input A weight three reduced divisorsD1 = (u1, v1) with
u1 = x3 + ax2 + bx + c;
v1 = kx2 + lx + m;
furthermore:
h = h3x

3 + h2x
2 + h1x + h0 wherehi ∈ {0, 1};

f = x7 + f6x
6 + f5x

5 + f4x
4 + f3x

3 + f2x
2 + f1x + f0 wheref6 ∈ {0, 1};

Output A weight three reduced divisorD2 = (u2, v2) = [2]D1 with
u2 = x3 + a2x

2 + b2x + c2;
v2 = k2x

2 + l2x + m2;
Step Procedure Cost
1 Compute resultant r ofu1 andh + 2v1 (Bezout):

let h̃ = h + 2v1:
t1 = ah̃1; t2 = bh̃2; t3 = bh̃0; t4 = ch̃1; t5 = ah̃0; t6 = ch̃2;
t7 = (h̃0 − h3c)2; t8 = (h̃1 − h3b)2;
t9 = (h̃2 − h3a)(t3 − t4);
t10 = (h̃2 − h3a)(t5 − t6);
t11 = (h̃1 − h3b)(h̃0 − h3c);
r = (h̃0 − h3c + t1 − t2)(t7 − t9) + (t5 − t6)[(t5 − t6)(h̃2 − h3a)− 2t11] +
t8(t3 − t4);

6M + 2S

2 Compute almost inverseinv = r/(h + 2v1) mod u1:
inv2 = −(t1 − t2 − h3c + h̃0)(h̃2 − h3a) + t8;
inv1 = inv2a + t10 − t11;
inv0 = inv2b + a(t10 − t11)− t9 + t7

4M

3 Computez = ((f − hv1 − v2
1)/u1) mod u1:

t12 = k2; z′3 = f6−a; t13 = z′3b; z′2 = f5−h3k− b−az′3; z′1 = f4−h2k−
h3l − t12 − c− t13 − z′2a;
z2 = f5 − h3k − 2b + a(a− 2z′3);
z1 = z′1 − t13 + ab− c;
z0 = f3 − h2l − h1k − 2kl − h3m + c(a− 2z′3)− z′2b− z′1a;

7M + 2S

4 Computes′ = zinv mod u1 (Karatsuba):
t12 = (inv1 + inv2)(z1 + z2); t13 = z1inv1;
t14 = (inv0 + inv2)(z0 + z2); t15 = z0inv0;
t16 = (inv0 + inv1)(z0 + z1); t17 = z2inv2;
r′0 = t15; r′1 = t16 − t13 − t15; r′2 = t13 + t14 − t15 − t17;
r′3 = t12 − t13 + t17; r′4 = t17; t18 = ar′4 − r′3;
s′0 = r′0 +ct18; s′1 = r′1− (b+c)(r′4− t18)+br′4−ct18; s′2 = r′2−br′4 +at18;
If s′2 = 0 perform Cantor

11M

5 Computes = (s′/r) and makes monic:
w1 = (rs′2)

−1; w2 = w1r; w3 = w1(s′2)
2; w4 = w2r; (= r/s′2); w5 = w2

4

s0 = w2s
′
0; s1 = w2s

′
1;

I + 6M + 2S

6 ComputeG = su1:
g0 = s0c; g1 = s1c+s0b; g2 = s0a+s1b+c; g3 = s1a+s0 +b; g4 = a+s1;

6M

7 Computeu′ = u−2
1 [(G + w4v1)2 + w4hG + w5(hv1 − f)]:

u′3 = 2s1;
u′2 = s2

1 + 2s0 + w4h3;
u′1 = 2s0s1 + w4(2k + h3s1 + h2 − h3a)− w5;
u′0 = w4[2l + h1 + h3s0− h3b + 2ks1 + a(ah3− 2k− h2− s1h3) + h2s1] +
w5(−f6 + 2a) + s2

0;

6M + 2S
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8 Computev′ = −(Gw3 + h + v1) mod u′:
t1 = u′3 − g4;
v′3 = −(t1u′3 − u′2 + g3)w3 − h3;
v′2 = −(t1u′2 − u′1 + g2)w3 − h2 − k;
v′1 = −(t1u′1 − u′0 + g1)w3 − h1 − l;
v′0 = −(t1u′0 + g0)w3 − h0 −m;

8M

9 Reduceu′, i.e. u2 = (f − v′h− v′2)/u′:
a2 = f6 − u′3 − v′3

2 − v′3h3;
b2 = −u′2 − a2u

′
3 + f5 − 2v′2v

′
3 − v′3h2 − v′2h3;

c2 = −u′1 − a2u
′
2 − b2u

′
3 + f4 − 2v′1v

′
3 − v′2

2 − v′2h2 − v′3h1 − v′1h3;

5M + 2S

10 Computev2 = −(v′ + h) mod u2:
k2 = −v′2 + (v′3 + h3)a2 − h2;
l2 = −v′1 + (v′3 + h3)b2 − h1;
m2 = −v′0 + (v′3 + h3)c2 − h0;

3M

Total fields of arbitrary characteristic,hi ∈ F, f6 = 0 I + 62M + 10S
fields of characteristic two,hi ∈ F, f6 = 0 I + 53M + 10S
fields of characteristic two,h(x) = 1, f6 = 0 I + 22M + 7S

TABLE XI

EXPLICIT FORMULAE FOR ADDING ON A HEC OF GENUS THREE(CANTOR)

Input Weight three reduced divisorsD1 = (u1, v1) andD2 = (u2, v2) with
u1 = x3 + ax2 + bx + c;
u2 = x3 + dx2 + ex + f ;
v1 = kx2 + lx + m;
v2 = nx2 + ox + p;
furthermore:
h = h3x

3 + h2x
2 + h1x + h0 wherehi ∈ {0, 1};

f = x7 + f6x
6 + f5x

5 + f4x
4 + f3x

3 + f2x
2 + f1x + f0 wheref6 ∈ {0, 1};

Output A weight three reduced divisorD3 = (u3, v3) = D1 + D2 with
u3 = x3 + a3x

2 + b3x + c3;
v3 = k3x

2 + l3x + m3;
Step Procedure Cost
1 Computegcd(u1, u2) = s1u1 + s2u2 (EEA):

r22 = a − d; r21 = b − e; r20 = c − f ; t20 = −1; r32 = r22 · d − r21;
r31 = r22 ·e−r20; r30 = r22 ·f ; t31 = 1; t30 = r22; r41 = r32 ·r21−r22 ·r31;
r40 = r32 · r20 − r22 · r30; t41 = −r22 · t31; t40 = r32 · t20 − r2

22; r51 =
r41 · r31− r32 · r40; r50 = r41 · r30; t52 = −r32 · t41; t51 = r41 · t31− r32 · t40;
t50 = r41 · t30; r60 = r51 · r40 − r41 · r50; s22 = r51 · t42 − r41 · t52;
s21 = r51 · t41− r41 · t51; s20 = r51 · t40− r41 · t50; t0 = r−1

60 ; s22 = s22 · t0;
s21 = s21 · t0; s20 = s20 · t0; s12 = −s22; s11 = −s22 · d − s21 − a · s12;
s10 = −s22 · e− s21 · d− s20 − a · s11 − b · s12;

I + 33M + S

2 Computeu′ = u1u2/d2 = u1u2 (Karatsuba):
t0 = c · f ; t1 = b · e; t2 = (c + b) · (e + f); d00 = t0; d01 = t2 − t1 − t0;
d02 = t1; d10 = a · d; d11 = 0; d12 = 0; t0 = (a + c) · (d + f); t1 = d02;
t2 = (a + b + c) · (d + e + f); d20 = t0; d21 = t2 − t1 − t0; d22 = t1;
u′0 = d00; u′1 = d01; u′2 = d20 − d10 − d00 + d02; u′3 = d21 − d01 + c + f ;
u′4 = d10 + d22 − d02 + b + e; u′5 = a + d;

6M
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3 Computev′ = s1u1v2 + s2u2v1 mod u′:
t0 = c ·s10; t1 = b ·s11; t2 = (c+b) ·(s10+s11); d00 = t0; d01 = t2−t1−t0;
d02 = t1; d10 = a ·s12; d11 = 0; d12 = 0; t0 = (a+c) ·(s12 +s10); t1 = d02;
t2 = (a + b + c) · (s12 + s11 + s10); d20 = t0; d21 = t2 − t1 − t0; d22 = t1;
su10 = d00; su11 = d01; su12 = d20−d10−d00+d02; su13 = d21−d01+s10;
su14 = d10 + d22 − d02 + s11; su15 = s12; t0 = su10 · p; t1 = su11 · o;
t2 = (su10 + su11) · (o + p); d00 = t0; d01 = t2 − t1 − t0; d02 = t1;
d10 = su12 · n; d11 = 0; d12 = 0; t0 = (p + n) · (su10 + su12); t1 = d02;
t2 = (n+o+p) ·(su12+su11+su10); d20 = t0; d21 = t2−t1−t0; d22 = t1;
d100 = d00; d101 = d01; d102 = d02 + d20 − d10 − d00; d103 = d21 − d01;
d104 = d10 + d22 − d02; t0 = (su10 + su13) · p; t1 = (su11 + su14) · o;
t2 = (su10+su13+su11+su14)·(o+p); d00 = t0; d01 = t2−t1−t0; d02 = t1;
d10 = (su12 +su15) ·n; d11 = 0; d12 = 0; t0 = (su10 +su13 +su12 +su15) ·
(n+p); t1 = d02; t2 = (su10+su13+su11+su14+su12+su15)·(n+o+p);
d20 = t0; d21 = t2 − t1 − t0; d22 = t1; d120 = d00; d121 = d01; d122 =
d02+d20−d10−d00; d123 = d21−d01; d124 = d10+d22−d02; suv10 = d100;
suv11 = d101; suv12 = d102; suv13 = d120 − d100 + d103; suv14 = d121 −
d101 +d104; suv15 = d122−d102; suv16 = d123−d103; suv17 = d124−d104;
t0 = f ·s20; t1 = e·s21; t2 = (f +e)·(s20+s21); d00 = t0; d01 = t2−t1−t0;
d02 = t1; d10 = d ·s22; d11 = 0; d12 = 0; t0 = (d+f) ·(s22+s20); t1 = d02;
t2 = (d + e + f) · (s22 + s21 + s20); d20 = t0; d21 = t2 − t1 − t0; d22 = t1;
su20 = d00; su21 = d01; su22 = d20−d10−d00+d02; su23 = d21−d01+s20;
su24 = d10 + d22 − d02 + s21; su25 = s22; t0 = su20 · m; t1 = su21 · l;
t2 = (su20 + su21) · (l + m); d00 = t0; d01 = t2 − t1 − t0; d02 = t1;
d10 = su22 · k; d11 = 0; d12 = 0; t0 = (m + k) · (su20 + su22); t1 = d02;
t2 = (k+l+m)·(su22+su21+su20); d20 = t0; d21 = t2−t1−t0; d22 = t1;
d100 = d00; d101 = d01; d102 = d02 + d20 − d10 − d00; d103 = d21 − d01;
d104 = d10 + d22 − d02; t0 = (su20 + su23) · m; t1 = (su21 + su24) · l;
t2 = (su20 + su23 + su21 + su24) · (l + m); d00 = t0; d01 = t2 − t1 − t0;
d02 = t1; d10 = (su22 + su25) · k; d11 = 0; d12 = 0; t0 = (su20 + su23 +
su22+su25)·(k+m); t1 = d02; t2 = (su20+su23+su21+su24+su22+su25)·
(k + l +m); d20 = t0; d21 = t2− t1− t0; d22 = t1; d120 = d00; d121 = d01;
d122 = d02 + d20 − d10 − d00; d123 = d21 − d01; d124 = d10 + d22 − d02;
suv20 = d100; suv21 = d101; suv22 = d102; suv23 = d120 − d100 + d103;
suv24 = d121 − d101 + d104; suv25 = d122 − d102; suv26 = d123 − d103;
suv27 = d124 − d104;

45M

c0 = suv10 + suv20; c1 = suv11 + suv21; c2 = suv12 + suv22; c3 =
suv13+suv23; c4 = suv14+suv24; c5 = suv15+suv25; c6 = suv16+suv26;
c7 = suv17+suv27; t0 = c7; t2 = t0·u′5; t1 = c6−t2; t3 = t1·u′4; t4 = t0·u′3;
t5 = t1 ·u′2; t6 = t0 ·u′1; t7 = t1 ·u′0; v′5 = c5− (t0 + t1) · (u′4 +u′5)+ t3 + t2;
v′4 = c4− t4− t3; v′3 = c3− (t0 + t1) · (u′2 +u′3)+ t5 + t4; v′2 = c2− t6− t5;
v′1 = c1 − (t0 + t1) · (u′0 + u′1) + t7 + t6; v′0 = c0 − t7;

4 Computeu3 = (f − v′h− v′2)/u′ = u34x
4 + u33x

3 + u32x
2 + u31x + u30

and makeu3 monic:
u34 = −v′5

2; u33 = −2 · v′5 · v′4 − u34 · u′5;
u32 = −v′4

2 − v′5 · h3 − 2 · v′5 · v′3 − u34 · u′4 − u33 · u′5;
u31 = −2 ·v′5 ·v′2+1−2 ·v′4 ·v′3−v′4 ·h3−v′5 ·h2−u33 ·u′4−u32 ·u′5−u34 ·u′3;
u30 = −v′3 − 2 · v′5 · v′1 − v′3 · h3 − v′5 · h1 + f6 − 2 · v′4 · v′2 − v′4 · h2 − u34 ·
u′2 − u32 · u′4 − u31 · u′5 − u33 · u′3; t0 = u−1

34 ; u33 = u33 · t0;
u32 = u32 · t0; u31 = u31 · t0; u30 = u30 · t0;

I + 20M + 2S
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5 Computev3 = −(v′ + h) mod u3 = v33x
3 + v32x

2 + v31x + v30 :
t0 = −v′5; t2 = t0 ·u33; t1 = −v′4−t2; t3 = t1 ·u32; t4 = t0 ·u31; t5 = t1 ·u30;
v33 = −(v′3+h3)−(t0+t1)·(u32+u33)+t3+t2; v32 = −(v′2+h2)−t4−t3;
v31 = −(v′1 + h1)− (t0 + t1) · (u30 + u31) + t5 + t4; v30 = −(v′0 + h0)− t5;

6M

6 Computeu4 = (f − v3h− v2
3)/u3 = x3 + a3x

2 + b3x + c3:
a3 = −v33 · h3 − v33 + f6 − u33; b3 = −v32 · h3 − v33 · h2 − 2 · v33 · v32 +
f5 − u32 − a3 · u33; c3 = −v32 · h2 − 2 · v33 · v31 − v33 · h1 − v31 · h3 + f4 −
v2
32 − u31 − a3 · u32 − b3 · u33;

5M + S

7 Computev4 = −(v3 + h) mod u4 = k3x
2 + l3x + m3:

t0 = −(v33 + h3); k3 = −(v32 + h2)− t0 · a3;
l3 = −(v31 + h1)− t0 · b3; m3 = −(v30 + h0)− t0 · c3;

3M

Total fields of arbitrary characteristic,hi ∈ F2, f6 = 0 2I + 118M + 4S
fields of characteristic two,hi ∈ F2, f6 = 0 2I + 110M + 4S

TABLE XII

EXPLICIT FORMULAE FOR DOUBLING ON A HEC OF GENUS THREE(CANTOR)

Input A weight three reduced divisorsD1 = (u1, v1) with
u1 = x3 + ax2 + bx + c;
v1 = kx2 + lx + m;
furthermore:
h = h3x

3 + h2x
2 + h1x + h0 wherehi ∈ {0, 1};

f = x7 + f6x
6 + f5x

5 + f4x
4 + f3x

3 + f2x
2 + f1x + f0 wheref6 ∈ {0, 1};

Output A weight three reduced divisorD2 = (u2, v2) = [2]D1 with
u2 = x3 + a2x

2 + b2x + c2;
v2 = k2x

2 + l2x + m2;
Step Procedure Cost
1 Computegcd(u1, 2v1 + h) = s1u1 + s3(2v1 + h):

r12 = h2 + 2 · k− h3 · a; r11 = h1 + 2 · l− h3 · b; r10 = h0 + 2 ·m− h3 · c;
r22 = r12 · a − r11; r21 = r12 · b − r10; r20 = r12 · c; t20 = 0; t21 = −1;
r31 = r22 · r11 − r12 · r21; r30 = r22 · r10 − r12 · r20; t31 = r12; t30 = r22;
r41 = r31 ·r21−r22 ·r30; r40 = r31 ·r20; t42 = −r22 ·t31; t41 = −r31−r22 ·t30;
t40 = 0; r50 = r41 ·r30−r31 ·r40; s32 = −r31 · t42; s31 = r41 · t31−r31 · t41;
s30 = r41 · t30; t0 = r−1

50 ; s32 = s32 · t0; s31 = s31 · t0; s30 = s30 · t0;
s12 = −s32 · h3; s11 = −2 · s32 · k − s32 · h2 − s31 · h3 − a · s12; s10 =
−2 · s32 · l − s32 · h1 − 2 · s31 · k − s31 · h2 − s30 · h3 − a · s11 − b · s12;

I + 27M

2 Computeu1 = u2 = x6 + u15x
5 + u14x

4 + u13x
3 + u12x

2 + u11x + u10:
d00 = c2; d02 = b2; d01 = (b + c)2 − d00 − d02; d10 = a2; d12 = 1;
d11 = (a + 1)2 − d10 − d12; d20 = (a + c)2; d22 = (b + 1)2; d21 =
(a+b+c+1)2−d20−d22; u10 = d00; u11 = d01; u12 = d02+d20−d10−d00;
u13 = d21 − d11 − d01;
u14 = d22 − d12 − d02 + d10; u15 = d11;

8S
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3 Computev′ = s1u1v1 + s3(v2
1 + f) mod u1:

t0 = m·s10; t1 = l·s11; t2 = (s11+s10)·(l+m); d00 = t0; d01 = t2−t0−t1;
d02 = t1; t0 = k · s12; t1 = 0; t2 = t0; d10 = t0; d11 = 0; d12 = 0;
t0 = (s10 + s12) · (m + k); t1 = d02; t2 = (s12 + s11 + s10) · (k + l + m);
d20 = t0; d21 = t2 − t0 − t1; d22 = t1; sv0 = d00; sv1 = d01; sv2 =
d02+d20−d10−d00; sv3 = d21−d01; sv4 = d10+d22−d12−d02; t0 = c·sv0;
t1 = b ·sv1; t2 = (sv1 +sv0) · (b+c); d00 = t0; d01 = t2− t0− t1; d02 = t1;
d10 = a · sv2; d11 = 0; d12 = 0; t0 = (sv0 + sv2) · (a + c); t1 = sv1 · b;
t2 = (sv0 + sv1 + sv2) · (a + b + c); d20 = t0; d21 = t2 − t0 − t1; d22 = t1;
d100 = d00; d101 = d01; d102 = d02 + d20 − d10 − d00; d103 = d21 − d01;
d104 = d10 + d22 − d12 − d02; t0 = c · (sv0 + sv3); t1 = b · (sv1 + sv4);
t2 = (sv1 + sv4 + sv0 + sv3) · (c + b); d00 = t0; d01 = t2 − t0 − t1;
d02 = t1; d10 = d10; d11 = 0; d12 = 0; t0 = (sv0 + sv3 + sv2) · (a + c);
t1 = d02; t2 = (sv2 + sv1 + sv4 + sv0 + sv3) · (a + b + c); d20 = t0; d21 =
t2− t0− t1; d22 = t1; d120 = d00; d121 = d01; d122 = d02 +d20−d10−d00;
d123 = d21 − d01; d124 = d10 + d22 − d12 − d02; suv0 = d100; suv1 = d101;
suv2 = d102; suv3 = d103+d120−d100+sv0; suv4 = d104+d121−d101+sv1;
suv5 = d122−d102+sv2; suv6 = d123−d103+sv3; suv7 = d124−d104+sv4;
d00 = m2; d02 = l2; d01 = (l + m)2 − d00 − d02; d10 = k2; d12 = 0;
d11 = 0; d20 = (m + k)2; d22 = d02; d21 = (k + l + m)2 − d20 − d22;
vsq0 = d00; vsq1 = d01; vsq2 = d02 + d20 − d10 − d00; vsq3 = d21 − d01;
vsq4 = d10 + d22 − d02; vf5 = f5 − u14 − (f6 − u15) · u15; vf4 = (vsq4 +
f4)−u13−(f6−u15) ·u14; vf3 = (vsq3 +f3)−u12−(f6−u15) ·u13; vf2 =
(vsq2+f2)−u11−(f6−u15) ·u12; vf1 = (vsq1+f1)−u10−(f6−u15) ·u11;
vf0 = (vsq0 + f0) − (f6 − u15) · u10; t0 = s30 · vf0; t1 = s31 · vf1;
t2 = (vf0 + vf1) · (s31 + s30); d00 = t0; d01 = t2 − t0 − t1; d02 = t1;
d10 = s32 · vf2; d11 = 0; d12 = 0; t0 = (vf0 + vf2) · (s30 + s32); t1 = d02;
t2 = (vf0+vf1+vf2)·(s30+s31+s32); d20 = t0; d21 = t2−t0−t1; d22 = t1;
d100 = d00; d101 = d01; d102 = d02 + d20 − d10 − d00; d103 = d21 − d01;
d104 = d10 + d22− d12− d02; t0 = s30 · (vf0 + vf3); t1 = s31 · (vf1 + vf4);
t2 = (s30 + s31) · (vf0 + vf3 + vf1 + vf4); d00 = t0; d01 = t2 − t0 − t1;
d02 = t1; d10 = s32 · (vf2 + vf5); d11 = 0; d12 = 0; t0 = (vf0 + vf3 +
vf2 + vf5) · (s32 + s30); t1 = (vf1 + vf4) · s31; t2 = (vf0 + vf1 + vf2 +
vf3 + vf4 + vf5) · (s30 + s31 + s32); d20 = t0; d21 = t2 − t0 − t1; d22 = t1;
d120 = d00; d121 = d01; d122 = d02 + d20 − d10 − d00; d123 = d21 − d01;
d124 = d10 + d22 − d12 − d02; svf0 = d100; svf1 = d101; svf2 = d102;
svf3 = d103 + d120 − d100; svf4 = d104 + d121 − d101; svf5 = d122 − d102;
svf6 = d123 − d103; svf7 = d124 − d104; t0 = suv7 + svf7; t2 = t0 · u15;
t1 = (suv6+svf6)−t2; t3 = t1 ·u14; t4 = t0 ·u13; t5 = t1 ·u12; t6 = t0 ·u11;
t7 = t1 · u10; v15 = (suv5 + svf5)− (t0 + t1) · (u14 + u15) + t2 + t3; v14 =
(suv4+svf4)−t4−t3; v13 = (suv3+svf3)−(t0+t1) ·(u12+u13)+t4+t5;
v12 = (suv2 + svf2) − t6 − t5; v11 = (suv1 + svf1) − (t0 + t1) · (u11 +
u10) + t6 + t7; v10 = (suv0 + svf0)− t7;

44M + 7S
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4 Computeu3 = (f − v1h− v2
1)/u1 and makeu3 monic,

u3 = x4 + u33x
3 + u32x

2 + u31x + u30:
u34 = −v2

15; u33 = −2 · v15 · v14 − u34 · u15;
u32 = −v2

14 − v15 · h3 − 2 · v15 · v13 − u34 · u14 − u33 · u15;
u31 = −2 · v15 · v12 + 1− 2 · v14 · v13 − v14 · h3 − v15 · h2 − u33 · u14 − u32 ·
u15 − u34 · u13;
u30 = −v13− 2 · v15 · v11− v13 · h3− v15 · h1 + f6− 2 · v14 · v12− v14 · h2−
u34 · u12 − u32 · u14 − u31 · u15 − u33 · u13;
t0 = u−1

34 ; u33 = u33 · t0; u32 = u32 · t0; u31 = u31 · t0; u30 = u30 · t0;

I + 20M + 2S

5 Computev3 = −(v′ + h) mod u3 = v33x
3 + v32x

2 + v31x + v30:
t0 = −v15; t2 = t0 · u33; t1 = −v14 − t2; t3 = t1 · u32; t4 = t0 · u31;
t5 = t1 · u30; v33 = −(v13 + h3) − (t0 + t1) · (u32 + u33) + t3 + t2;
v32 = −(v12+h2)−t4−t3; v31 = −(v11+h1)−(t0+t1)·(u30+u31)+t5+t4;
v30 = −(v10 + h0)− t5;

6M

6 Computeu4 = (f − v3h− v2
3)/u3 = x3 + a2x

2 + b2x + c2:
a2 = −v33 · h3 − v2

33 + f6 − u33;
b2 = −v32 · h3 − v33 · h2 − 2 · v33 · v32 + f5 − u32 − a2 · u33;
c2 = −v32 ·h2−2·v33 ·v31−v33 ·h1−v31 ·h3+f4−v2

32−u31−a2 ·u32−b2 ·u33;

6M + 2S

7 Computev4 = −(v3 + h) mod u4 = k2x
2 + l2x + m2:

t0 = −(v33 + h3); k2 = −(v32 + h2)− t0 · a2; l2 = −(v31 + h− 1)− t0 · b2;
m2 = −(v30 + h− 0)− t0 · c2;

3M

Total fields of arbitrary characteristic,hi ∈ F2, f6 = 0 2I + 106M + 19S
fields of characteristic two,hi ∈ F2, f6 = 0 2I + 98M + 13S
fields of characteristic two,h(x) = 1, f6 = 0, see Table XIII I + 14M + 11S

TABLE XIII

EXPLICIT FORMULAE FOR DOUBLING ON SPECIAL CURVES OF GENUS THREE OVERF2n WITH h(x) = 1 (CANTOR)

Input A weight three reduced divisorsD1 = (u1, v1) with
u1 = x3 + ax2 + bx + c; v1 = kx2 + lx + m;
h = h0 = 1
f = x7 + f6x

6 + f5x
5 + f4x

4 + f3x
3 + f2x

2 + f1x + f0 wheref6 ∈ {0, 1};
Output A weight three reduced divisorD2 = (u2, v2) = [2]D1 with

u2 = x3 + a2x
2 + b2x + c2;

v2 = k2x
2 + l2x + m2;

Step Procedure Cost
1 Computed = gcd(u1, 1) = 1 = s1a + s3h (s3 = 1, s1 = 0):

s3 = 1; s1 = 0;
−

2 Computeu′ = u2
1:

t1 = a2; t2 = b2; t3 = c2;
3S

3 Computev′ = v2
1 + f mod u′:

t4 = k2; t5 = l2; t6 = m2; v′5 = f5 + t1; v′4 = f4 + t4; v′3 = f3 + t2;
v′2 = f2 + t5; v′1 = f1 + t3; v′0 = f0 + t6;

3S

4 Computeu′′ = ((f − hv′ − v′2)/u′):
u′4 = v′5

2; u′3 = 0; u′2 = v′4
2 + t1 · u′4; u′1 = 1; u′0 = v′3 + t2 · u′4 + t1 · u′2;

3M + 3S

5 Computeu2 = u′′ made monic= x4 + u22x
2 + u21x + u20:

u21 = u′4
−1; u22 = u′2 · u21; u20 = u′0 · u21;

1I + 2M

6 Computev2 = −(v′ + h) mod u2 = v23x
3 + v22x

2 + v21x + v20:
t1 = v′5 · u22; t2 = v′4 · u21; t3 = (v′5 + v′4) · (u22 + u21); v23 = v′3 + t1;
v22 = t3 + t1 + t2 + v′2; v21 = t2 + v′5 · u20 + v′1; v20 = v′4 · u20 + v′0 + 1;

5M

7 Computeu3 := (f − v2h− v2
2)/u2 = x3 + u32x

2 + u31x + u30:
a2 = v2

23; b2 = u22 + f5; c2 = u22 · a2 + f4 + v2
22 + u21;

1M + 2S

8 Computev3 := −(v2 + h) mod u3 = v32x
2 + v31x + v30:

k2 = v22 + v23 · a2; l2 = v21 + v23 · b2; m2 = v20 + v23 · c2 + 1;
3M

Total I + 14M + 11S


