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There exists a manifold variety of cryptographic applications: from low level em-
bedded crypto implementations up to high end cryptographic engines for servers.
The latter require a flexible implementation of a variety of cryptographic primitives
in order to be capable of communicating with several clients. On the other hand, on
the client it only requires an implementation of one specific algorithm with fixed pa-
rameters such as a fixed field size or fixed curve parameters if using ECC/ HECC. In
particular for embedded environments like PDAs or mobile communication devices,
fixing these parameters can be crucial regarding speed and power consumption.

In this chapter, we propose a highly efficient algorithm for a hyperelliptic curve
cryptosystem of genus two, well suited for these constrained devices. This work
presents a major improvement of HECC arithmetic for certain non-supersingular
curves defined over fields of characteristic two. We optimized the group doubling
operation and managed to speed up the whole cryptosystem by approximately 27%.
Furthermore, an actual implementation of the new formulae on an embedded pro-
cessor shows its practical relevance.
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1.1 INTRODUCTION

Modern cryptographic implementations vary from high end server applications to
applications on conventional PCs, Workstations, and applications on embedded de-
vices such as PDAs and mobile communications devices. Every implementation is
adapted to its requirements given by the application. If we consider, e.g., a scenario
consisting of a central server controlling access from and to a network of several
PDAs, each PDA will use a different cryptographic primitive (algorithm, curve,
field polynomial etc.). To be capable of communicating with all PDAs, the crypto-
graphic engine running on the server has to support a whole suite of cryptographic
algorithms whereas each algorithm has to cope with different input parameters. In
contrast, the implementations on constrained platforms (like the PDA) usually re-
quire only one cryptographic algorithm with a fixed set of input parameters. Hence,
implementations with fixed parameters are attractive for embedded applications and
those with flexible parameters for systems with fewer constraints such as servers.

During the last decade, asymmetric cryptosystems based on elliptic curves have
become very popular, especially for embedded applications. Elliptic curve cryptosys-
tems (ECC) benefit from shorter operand sizes when compared to RSA or discrete
logarithm (DL) based systems. This fact makes ECC particularly well suited for
small processors and memory constrained environments. Since their introduction,
ECC have been extensively studied by the research community and in industry.
Elliptic curves are a special case of hyperelliptic curves (HEC). In 1988, Koblitz
suggested HEC for the use in cryptosystems [11].

In contrast to the EC case, it has only been until recently that the idea to
use HEC for cryptographic applications has been analyzed and implemented both
in software [4,26-28] and in more hardware-oriented platforms such as FPGAs
[1,3,33,34]. Since the HEC operand size is only a fractional amount of the EC
operand size, HECC is a cryptosystem of choice when targeting embedded environ-
ments. In 1999, [29] concluded that there seems to be little practical benefit in using
HEC, because of the difficulty of finding hyperelliptic curves and their relatively poor
performance when compared to EC. However, quite recently the efficiency of HEC
group operation has been improved in such way, that HECC has become an attrac-
tive alternative to other cryptosystems like RSA or ECC [9, 16, 17, 19, 23, 24, 30].
In this contribution, we improved the arithmetic of doubling a divisor on genus-2
HEC. When using windowing methods for a divisor scalar multiplication, doubling
becomes the crucial step for the performance of the entire cryptosystem. Thus, im-
proving the arithmetic of doubling has a direct impact on the efficiency of the whole
system.



I1.2. HISTORY OF EFFICIENT HEC GROUP OPERATIONS

The remainder of the chapter is organized as follows: Section 1.2 summarizes
contributions dealing with previous improvements of group operations for HECC.
Section 1.3 gives a brief overview of the mathematical background related to HECC.
Section 1.5 describes the derivation of the new explicit formulae for genus-2 curves.
Finally, we present our results in Section 1.6 and conclude with a discussion of our
results in Section I.7.

1.2 History oF ErFICIENT HEC GROUP OPERATIONS

In this section, we briefly summarize previous attempts to refine group operation
on genus-2 curves. Since the proposal of HECC for the use in cryptography in
1988 [11], it took several years until the rise of first improvements of its arithmetic.
Nagao [21] proposed several improvements of the polynomial arithmetic of Cantor’s
algorithm [2]. The same year, Harley came up with the first explicit formulae for
Cantor’s algorithm for genus-2 HEC [9] resulting in a drastic speed up of the cryp-
tosystem. After Harley’s proposal, several contributions containing improvements of
the explicit formulae followed. The authors in [16,17,19,30] targeted genus-2 curves
whereas [14,22-24] deal with the derivation and improvement of explicit formulae
for HEC of genus 3 or 4. Recently, Wollinger et. al give a thorough comparison
of how HEC performs on embedded devices [35]. For more details on previous im-
provements made to the explicit formulae the interested reader is referred to [22-24].
The publication by Lange [15] is the first to address formulae for curves of arbitrary
characteristic. In particular curves of characteristic two are important from an
implementational point of view since operands in the underlying field can be repre-
sented as binary vectors. The formulae for a group addition and a group doubling
can be found in Table 1.4 and Table 1.5, respectively.

1.3 MATHEMATICAL BACKGROUND

In this section we present an elementary introduction to some of the theory of
hyperelliptic curves over finite fields of arbitrary characteristic, restricting attention
to material that is relevant for this work. For more details the reader is referred
to [12,13].

1.3.1 Hyperelliptic Curves

Let F be a finite field, and let F be the algebraic closure of F. A hyperelliptic curve
C of genus g > 1 over F is the set of solutions (z,y) € F x F to the equation

C:y° + h(z)y = f(z)

The polynomial h(x) € Flz] is of degree at most g and f(z) € F[z] is a monic
polynomial of degree 2g + 1. For odd characteristic it suffices to let h(xz) = 0 and
to have f(x) square free. Such a curve is said to be non-singular if there are no
pairs (x,y) € F x F which simultaneously satisfy the equation of the curve C' and
the partial differential equations 2v + h(z) = 0 and h'(z)v — f'(z) = 0.
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If we want to define the Jacobian over F, denoted by J¢o(F), we say that a divisor
D =" m;P; is defined over F if D7 = ) m; P{ is equal to D for all automorphisms
o of F over F [18].

Each element of the Jacobian can be represented uniquely by a reduced divisor
[2,5]. This divisor can be represented as a pair of polynomials u(z) and v(z) with
degv(z) < degu(r) < g, with u(z) dividing y? + h(z)y — f(z) and where the
coefficients of u(x) and v(z) are elements of F [20, page 3.17]. In the remainder
of this paper, a divisor D represented by polynomials will be denoted by div(u,v).
Cantor’s algorithm describes the group addition of two divisors on Jo(F) [2]. In
2000, Harley proposed the first explicit formulae for a group addition and a group
doubling of divisors on Jo(F) [9].

1.3.2 Group Operations

This section will provide a brief description of the algorithms used for adding and
doubling divisors on Jo(F). We will solely concentrate on Harley’s algorithm which
is the starting point for all further improvements done on genus-2 curve arithmetic.

In [8], Gaudry and Harley could reduce the number of operations by distinguish-
ing between possible cases according to the properties of the input divisors. They
described an efficient algorithm (using Karatsuba multiplication, CRT, and Newton
Iteration) to reduce the overall complexity of the group operations. All further con-
tributions dealing with explicit formulae concentrated solely on the (frequent) case
where the two input divisors are coprime and of weight two. For HEC of genus 2
over Fan, this case occurs with overwhelming probability of P ~ 1 — 2780 and, thus,
is within main concern of all implementations.

Algorithm 1 combines all steps of the most frequent case of doubling a divisor
for arbitrary characteristic. Algorithm 2 depicts all steps when adding two divisors.

Algorithm 1 Frequent Case for Group Doubling (g=2)

Require: D = div(u1,v1)
Ensure: Dy = div(uz,v2) = 2D
k= 'u%fvlhff

w1
us = v/ made monic
va = —(h + su1 + v1) mod us

1: " (exact division)

2: s = ﬁ mod w1

3w = &2 4 E=2F2u) (oxact division)
4:

5:

1.4 SecurIiTYy oF HECC

To build a secure HECC, criteria to ensure a curve being not supersingular have to be
considered [6]. For applications of HEC over binary fields Fan, hyperelliptic curves
of the form y? + h(x)y = f(x) with 1 < deg(h(z)) < g+ 1 cannot be supersingular,
as shown in [6]. Most cryptographic applications based on EC or HEC require a
group order of size of at least ~ 216, Thus, for HECC over F, we will need at
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I.4. SECURITY OF HECC

Algorithm 2 Frequent Case for Group Addition (g=2)
Require: D = div(u1,v1), D2 = div(uz, v2)
Ensure: D3 = div(us,v3) = D1+ D>

k— f—vlh—v%
ul

(exact division)

5= 27" mod us
ul

z = su1

u/ _ k—s(z+h+2v1)
w2

us = u' made monic

v3 = —(h + 2z + v1) mod us

(exact division)

least g - logy ¢ =~ 160, where g is the genus of the curve. Particularly, for a curve
of genus two, we will need a field F, with |Fy| ~ 280 ie., 80-bit long operands. It
is well known that the best algorithm to compute the discrete logarithm in generic
groups (such as the Jacobian of a HEC) is Pollard’s rho method or one of its parallel
variants [25,32]. Recent results by Thériault [31] show progress in attacks against
HEC of genus 3 and higher. Thériault optimized the sub-exponential algorithm to
compute the discrete logarithm in the Jacobian of low genus hyperelliptic curves.
The underlying field for HEC with genus higher than two might have to be larger
than believed in order to achieve the same security level. For the moment, most
efficient attacks presented in [31] are not (and will never be) practical because of
the high storage usage and required computational power for genus-2 and genus-3
curves. However, we will take this security consideration into account and enlarge
the fieldsizes accordingly. For comparison, we implemented genus-3 and genus-4
HEC and enlarged the group sizes according to [31] (see correction factors given in
Table I.1).

In our case, we choose a subset of curves (namely those with h(z) = 1). This
limitation still leads to a sufficiently large number of curves.

Table I.1. Comparison of the complexity of the running time of different attacks
on HECC

o 1 ] 2 | 3 4

Index Calculus q g ¢ ¢

Pollard’s Rho [7] | q | &P ¢
Reduced factor base [31] na. | na. | ¢/% | ¢85
With large primes [31] n.a. | n.a. | g7 | ¢/
Correction factor for log, |Fy| - - 1.05 | 1.286




1.5 ACCELERATING THE ARITHMETIC

Quite recently, the research community put a lot of effort into increasing the effi-
ciency of HEC group operations [16,17,19,30]. The most efficient formulae known
for group operations on genus two HEC over fields of even characteristic are sum-
marized by Lange [15]. In this section we briefly outline our improvements on the
formulae presented in [15]. All formulae are based on the ideas of Gaudry and
Harley [8], who introduced the first explicit formulae with which the group oper-
ations were computed using the original algorithm presented by Cantor [2]. They
noticed that one can reduce the number of operations required to add/double di-
visors by distinguishing between possible cases according to the properties of the
input divisors. This technique is combined with the use of the Karatsuba multi-
plication algorithm [10] and the Chinese remainder theorem to further reduce the
complexity of the overall group operations. All following contributions including
this work improved the algorithm proposed in [9].

With this work, we further optimized the formulae for doubling a divisor for
fields Fon. Table 1.4 and Table 1.5 present the explicit formulae for a group addition
and a group doubling [16] and Table 1.2 presents the optimized explicit formulae for
doubling a divisor as derived in this section.

The starting point for the improvements are the formulae displayed in Table 1.5.
According to [16], for even characteristic and deg[h(x)] = 1, we can achieve fo =
fz = f1 = 0. With the substitution + — = — f4/5 we obtain a curve where f4 =
0. y — y + hifsx? provides f3 = 0. In addition, if we can find a b such that
fsho + b2hy + bh? = fohy has a solution, we can achieve fo = 0 by substituting
y — y + hy fzx? + bx.

For our improvements we assume curves of the form y%+zy = 2°+ fiz+ fo where
fo, f1 € Fan. The following modifications are applied to the steps of Table 1.5 to
reduce the required number of multiplications from 17 to 9 as displayed in Table 1.2:

e Steps 1-3 stay the same: the resultant turns out to be r = ug and the inverse
is tnv = x + uy; solely the computation of k = kyx + kg costs 1M.

e In the calculation of Step 4, s’ = sz + s{, costs only two multiplications, since
the terms kiinvy = k1 = wy and wiuy = ky are already computed in Step 3.
Furthermore, s} = invoki+inviko—uiw; reduces to s§ = uik1+ko—uikr = ko.
Instead of computing s = koinvy — upkiinvy = koui — upky we compute
86 = (UO + ul)(ko + kl) —urky — upkg = (uo + ul)(ko + kl) — t1 — to. Since
t1 is precomputed in Step 3, the calculation of (ug + u1)(ko + k1) and t2 has
to be carried out (2M). Note that to is required in Step 5, where 1/(rs}) =
1/(koug) = 1/ts.

e In Step 5, we do not normalize the s-polynomial as suggested by Takahashi
[30] and compute s; = sjws. Instead of computing sg, we set tg = sou; =
u3 +u2s1 = ki (u1 + 1), which is required in Step 6. Thus, we do not need the
former value woy from Table 1.5 and can reduce the cost by two multiplications
at the cost of one additional squaring.
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I.5. ACCELERATING THE ARITHMETIC

e With the previously calculated value tg, the computation of z = su comes
for free, reducing the cost by 2M compared to Table I1.5. These savings are
possible due to s being not monic.

e Contrary to Step 7 in Table 1.5, we have to normalize the u’ polynomial by

multiplicating with 1/s? = wy in Step 7. This results in u} = wy and uj =
wyst + k1 + ws. wys? can be computed as wyst = wy(u? + s2)u? = wyui +
ww%u% = w4u‘1l + u% = w4k:% + k1 (due to the fact that so = k1 + w151 &

so/u1 = ki/us + s1 = uj + s1). Thus, Step 7 consumes only 1M + 18.

e With s not monic, v’ simply is obtained by v = —(h + z + v) mod «’. Using
Karatsuba style reduction and some values computed in previous steps, Step 8
can be carried out with two multiplications only.

Table I.2. Optimized explicit formulae for doubling a divisor on a HEC of genus

two over Fan

Input | Weight two reduced divisors D = (u,v) with

u = a:2 + uix + uo

v =v1T + vo

furthermore:

h=zand f =2°+ fiz + fo

Output | A weight two reduced divisor D' = (u/,v") = [2]D with
uw = 2% +uhx + ub;

v = viz + v);

Step Procedure Cost
1 Compute resultant r of v and h + 2v: —
T = Uo;
2 Compute almost inverse inv = /0 mod u;: —
vy = 1; invg = u;
3 Compute k = [(f — hv — v?) /u] mod u: 1M + 28

wo = v7; wi = uf; ky = wi;
t1 = uiki; ko = t1 + wo + v1;
4 Compute s = kinv mod u: 2M
to = uoko; s1 = ko; so = (uo + u1)(ko + k1) + t1 + t2;
If s§ = 0 perform Cantor’s Algorithm

5 Compute s1 and soui: I +3M +3S
ts = t; (= 1/(rsh)); ws = r’ta(= 1/51); wy = wi;
s1 = sts; te = t1 + k1s1(= sour);

6 Compute z = su (Karatsuba): —
20 = 805 21 = te + 81; 22 = wi; 23 = 515

7 Compute v = 1/s7((su + h +v)* + f)/u’: M+S
up = 1; ui = wa; up = waki + k1 + ws;

8 Compute v' = h + 2z + v mod u’ (Karatsuba): 2M

ta = ws; tr = ta + 22; ts :t7u6;
vi = (23 +t7)(up + ul) + ta + ts + 1 4 21 + v1; vo = ts + 20 + vo;
Total | I+9M + 65 |




1.6 RESULTS AND DISCUSSION

1.6.1 Improved Formulae

Table 1.2 presents the new improved doubling algorithm according to the modifica-
tions described in Section I.5. The total cost of doubling a divisor on a HEC of genus
2 over fields Fon is one field inversion (I), 9 field multiplications (M), and 6 field
squarings (S). The saving in multiplications is 47% for the cost of one additional
squaring. From a computational point of view, squarings can be neglected in fields
Fo» since their calculation comes almost for free.

The main operation of a hyperelliptic cryptosystem is a scalar multiplication
with a divisor. If we assume a scalar of bitsize m and a windowing method (window
size w = 4) to perform the multiplication, we have to compute m group doublings
and approximately 0.2m additions. Thus, with the new proposed formulae, the
cryptosystem obtains a speed up of ~27% compared to a system based on the
doubling formulae in [15,16] (for this approximation, it is assumed that one field
inversion is as costly in time as 7 field multiplications. This approximation is based
on the observation of several implementations [23]).

1.6.2 Timings on the ARM Microprocessor

We implemented our new formulae on an embedded processor — the ARM7TDMI
— at a clockrate of 80MHz. Table 1.3 shows the timings of a divisor scalar multi-
plication for different field sizes. For most commonly used group orders of ~ 2!28
to ~ 2199 a scalar multiplication takes approximately 48ms to 86ms. The numbers
clearly indicate that HECC of genus two is a highly efficient cryptosystem since
its core operation — the scalar multiplication — takes only a fraction of a second
on an embedded device. Thus, using HECC, digital signatures are realizable in a
reasonable time on embedded processors.

Table 1.3. Timings for a Divisor Scalar Multiplication on a Genus-2 HEC for
different field sizes on an ARM7 (80MHz)

Field | Group || Addition | Doubling | Scalarmult.
order in pus in ps in ms
Foes | 2126 433 260 48.35
Fos1 | 2162 471 296 69.06
Foss | 2166 478 301 71.56
Foss | 2176 484 308 77.19
Foor | 2182 490 314 81.14
Foos | 2190 494 319 85.74




I.6. RESULTS AND DISCUSSION

Figure 1.1 shows a comparison of hyperelliptic cryptosystems of different genera
with the same level of security realized over binary fields. As platform, the ARM7
was used. According to [31] and Table I.1, an identical security level of 180bit results
in the underlying fields Fqo1, Foe3, and Fose for HEC of genus two, three, and four
respectively. A scalar multiplication of a genus-2 HEC takes 81.14ms, that of a
genus-3 HEC takes 72.09ms [23] and on a HEC of genus 4 we need 268.88ms [24].
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Figure I.1. Timings for a Divisor Scalar Multiplication for different HECC with
same Security Level (180bit) on an ARM7 (80MHz)



1.7 CONCLUSIONS

With this contribution, we introduce a major speed-up of the arithmetic on certain
genus-2 hyperelliptic curves over fields of characteristic two. We were able to reduce
the number of multiplications for doubling a divisor class by approximately 47%.
Since doubling is the crucial step for performing a divisor scalar multiplication,
this improvement results in a performance gain of approximately 27% for HECC of
genus 2.

We implemented both the new algorithm for genus-2 HECC and the currently
best formulae for HECC of genera 3 and 4 on an embedded device. This is the first
contribution to address a thorough comparison of HECC of different genera while
taking recent progress in cryptanalysis of HECC [31] into account.

From the results of our implementation of the proposed HECC on an embedded
device, it clearly turns out that, contrary to common belief, digital signatures are
feasible within an acceptable time. The comparison of HECC of genus 2, 3 and 4
shows, that genus-2 and genus-3 HECC over binary fields nearly have equal perfor-
mance, if the formulae proposed in this contribution for the arithmetic on genus-2
curves are used. Despite the proposed attack in [31], certain curves of genus three
still perform slightly better. Due to their relatively high complexity, it takes a factor
of approximately 3 more time for genus-4 curves to perform a scalar multiple of a
divisor class compared to genus 2 and 3.

With this contribution, we introduce a major speed-up of the arithmetic on
genus-2 hyperelliptic curves over fields of characteristic two. We were able to reduce
the number of multiplications for doubling a divisor by approximately 47%. Since
doubling is the crucial step for performing a divisor scalar multiplication, this im-
provement results in a performance gain of approximately 27% for HECC of genus 2.
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1.7. CONCLUSIONS

Table I.4. Explicit formulae for adding two divisors on a HEC of genus two over
Fon [16]
Input Weight two reduced divisors D1 = (u1,v1) and D2 = (u2,v2) with
u1 = 2% + U1 + u10;
Uz = 2% + U1 + Uao;
V1 = v11Z + V10;
V2 = V21X + V20;
furthermore:
h=zand f=2°+ fiz + fo
Output | A weight two reduced divisor D’ = (u',v") = D1 + D2 with
w = 2% +uhz + ub;
v = viz + v);
Step Procedure Cost
1 Compute resultant r of w1 and wug: 3M + 18
Z1 = U11 — U21, 22 = U20 — U10, 23 = U1121 + 22
r = 2223 + 21°U10

2 Compute almost inverse inv = r/u2 mod u;: -
1NV = 21, TNV = 22
3 Compute s’ = rs = (v1 — v2)inv mod u;: 5M

W1 = V10 — V20, W2 = V11 — V21, W3 = IMVoW1, W4 = INVIW2

s1 = (invo + inv1 ) (w1 + w2) — ws — wa(l +ui1), 56 = w3 — uowa
If s1 = 0 perform Cantor

4 Compute s” = x + so/s1 = x + s4/s] and si: I+5M+2S
wy = (rsh) 7Y, wa = rwi(=1/s}), ws = 51 w1 (= s1)
wy = rwg(: 1/31), w5 = wi 56’ = 56“’2

5 Compute I" = s"us = 2° + lha® + Iz + 1{: 2M
Iy = u21 + 80, 17 = u20 + w2150, lp = u2080
6 Compute v’ = (s(I +h + 2v1) — k)u; © = 27 +ulz + u): 2M

uy = 8§ + 15 —up — ws

up = (s —u11) (15 — u11) — uro + 11 + wa + (u11 + uz1)ws
7 Compute v' = —(h + 1 + v2) mod u': 4M
wy =l —uh, wa = viw +ufy — 13, v] = waws — v — 1
wa = upwi — 1§, V4 = wzws — vag

Total | I+21M 43S |
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Table 1.5. Explicit formulae for doubling a divisor on a HEC of genus two over
Fon [16]

Input | Weight two reduced divisors D = (u, v) with
u:m2+u1x+u0;

v = 1T + Vo;

furthermore:

h = haax?® + hix + ho; where h; € {0,1};

[ =2+ fux + f32° + fo2® + fix + fo; where fi € {0,1};
Output | A weight two reduced divisor D’ = (u/,v") = [2]D with

u =2 +ulz + ub;

v =iz + v);

Step Procedure Cost

1 Compute resultant r of u and h + 2v: 3M +2S
let ¥ = h + 2v mod u:
01 = h1 — hau1; U0 = ho — hauo;
wo = vi; wi = ul; we = 07; wy = wrdy;
r = upws + Vo (%o — ws);

2 Compute almost inverse inv = /0 mod us: —
NV = —071; NV = Uy — W3;
3 Compute k = [(f — hv — v?) /u] mod u: 1M

w3 = f3 +wi; wa = 0;

kl = W3 — W4 — v1h2;

ko = u1(—ws + faur +vih2) + fo — wo — vihi — vohe;
4 Compute s’ = kinv mod u: 5M
wo = koinve; w1 = kiinv;

s1 = (invo + inv1) (ko + k1) — wo — w1 — urwy;
80 = Wo — UoW1;

If s5 = 0 perform Cantor’s Algorithm

5 Compute s = x + s(/s] and s1: I+5M+2S
wy = (rs)) 7 wo = rwi (= 1/s)); ws = s’Ile(: s1);
wy = rwa(=1/51); ws = w3,

S0 = 56w2§
6 Compute | = su: 2M
lo = u1 + so; l1 = wi1so + uo; lo = uoso
7 Compute v’ = [I7 + wal(2v + h) — ws(f — vh — v?)]/u®: 2M + 1S

uy = waho — ws;

ufy = 85 + wa(ha(so — u1) + h1) — ws fa;
8 Compute v' = —(h + w3l + v) mod u': AM
wi = lo — uy; wa = vywr + ug — li;
V] = wawsz — v1 — h1 + haul;

wy = upwi — lo;

vy = wsws — Vo — ho + haug;

Total I+22M + 58
with h(x) = hix + ho and fz = f‘; =0 I+ 17M + 58
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