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Abstract. It is widely believed that genus four hyperelliptic curve cryp-
tosystems (HECC) are not attractive for practical applications because
of their complexity compared to systems based on lower genera, espe-
cially elliptic curves. Our contribution shows that for low cost security
applications genus-4 hyperelliptic curves (HEC) can outperform genus-2
HEC and that we can achieve a performance similar to genus-3 HEC.
Furthermore our implementation results show that a genus-4 HECC is
an alternative cryptosystem to systems based on elliptic curves.

In the work at hand we present for the first time explicit formulae for
genus-4 HEC, resulting in a 60% speed-up compared to the best pub-
lished results. In addition we implemented genus-4 HECC on a Pentium4
and an ARM microprocessor. Our implementations on the ARM show
that for genus four HECC are only a factor of 1.66 slower than genus-2
curves considering group order = 2'°°. For the same group order ECC
and genus-3 HECC are about a factor of 2 faster than genus-4 curves
on the ARM. The two most surprising results are: 1) for low cost secu-
rity application, namely considering an underlying group of order 2'2%,
HECC with genus 4 outperform genus-2 curves by a factor of 1.46 and
has similar performance to genus-3 curves on the ARM and 2) when
compared to genus-2 and genus-3, genus-4 HECC are better suited to
embedded microprocessors than to general purpose processors.

Keywords: hyperelliptic curves, genus four, explicit formulae, efficient im-
plementation, low cost security, embedded application, comparison HECC vs.
ECC

1 Introduction

It is widely recognized that data security will play a central role in the design
of future IT systems. One of the major tools to provide information security is
public-key cryptography. Additionally, one notices that more and more IT ap-
plications are realized as embedded systems. In fact, 98% of all microprocessors
sold today are embedded in household appliances, vehicles, and machines on
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factory floors [EGH00,BW00], whereas only 2% are used in PCs and worksta-
tions. Embedded processors have a 100 — 1000 times lower computational power
than conventional PCs. In addition to many other challenges, the integration of
security and privacy in the existing and new embedded applications will be a
major one.

Since the invention of public-key (PK) cryptography in 1976, three dif-
ferent variants of PK cryptosystems of practical relevance have been intro-
duced, namely cryptosystems based on the difficulty of integer factorization (e.g.
RSA [RSAT8]), solving the discrete logarithm problem in finite fields (e.g. Diffie-
Hellman [DHT76]), and the discrete logarithm problem (DLP) in the group of
points of an elliptic curve (EC) over a finite field [Mil86,Kob87]. Hyperelliptic
curve cryptosystems (HECC) are a generalization of elliptic curve cryptosystems
(ECC) that were suggested in 1988 for cryptographic applications [Kob88].

Considering the implementation aspects of the three public-key variants, one
notices that a major difference is the bit-length of the operands. It is widely
accepted that for commercial applications one needs 1024-bit operands for RSA
or Diffie-Hellman. In the case of ECC or HECC applications, a group order of
size ~ 2160 is believed to be sufficient for moderate long-term security. In this
contribution we consider genus-4 HECC over F, and therefore we will need at
least 4-log, g ~ 210, In particular, for these curves, we will need a field F, with
|F, | ~ 2% i.e., 40-bit long operands. However, in many low cost and embedded
applications lower security margins are adequate. In practice, if a group order
of 2128 is sufficient, the operations can be performed with an operand length of
32-bit. Thus, the underlying field operations can be implemented very efficiently
if working with 32-bit microprocessors (e.g. ARM). It is important to point out
that the small field sizes and the resulting short operand size of HECC compared
to other cryptosystems makes HECC specially promising for the use in embedded
environments. We discuss the security of such curves in Section 4.2.

Our Contributions

The work at hand presents for the first time explicit formulae for genus-4
curves. Genus-4 HECC did not draw a lot of attention in the past because they
seem to be far less efficient than genus-2 HECC, genus-3 HECC, and ECC. Our
contribution is a major step in accelerating this kind of cryptosystem and con-
trary to common belief we were able to develop explicit formulae that perform the
scalar multiplication 72% and 60% faster than previous work by Cantor [Can87]
and Nagao [Nag00], respectively.

Genus-4 HECC are well suited for the implementation of public-key cryp-
tosystems in constrained environments because the underlying arithmetic is per-
formed with relatively small operand bit-lengths. In this contribution, we present
our implementation of this cryptosystem on an ARM and a Pentium micropro-
cessor. We were able to perform a 160bit scalar multiplication in 172 msec on
the ARM@80MHz and in 6.9 msec on the Pentium4@1.8GHz. In addition, our
implementations show, that genus-4 HECC are only a factor of 1.66 and 2.08
slower than genus-2 and genus-3 curves considering group order of ~ 2% re-
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spectively. Compared to ECC, the genus-4 HECC are a factor of 2 slower for the
same group order .

Genus-4 HEC are well suited, especially for cryptographic applications with
short term security. Performing arithmetic with 32-bit operands only, genus-
4 HECC allow for a security comparable to of 128-bit ECC. We implemented
genus-4 HECC with underlying field arithmetic for 32-bit. In this case one is
able to perform arithmetic with only one word. Contrary to the general case,
the implementation of genus-4 curves in groups of order ~ 2!2% outperform
genus-2 curves by a factor of about 1.5. Furthermore, our implementation shows
that, HECC with genus three and four have similar performance considering the
group order ~ 2128,

The remainder of the paper is organized as follows. Section 2 summarizes
contributions dealing with previous implementations and efficient formulae of
genus-4 HECC. Section 3 gives a brief overview of the mathematical back-
ground related to HECC and Section 4 considers the security of the implemented
HECCs. Sections 5 and 6 present our new explicit formulae for genus-4 curves
and methodology used for our implementation. Finally, we end this contribution
with a discussion of our results and some conclusions.

2 Previous Work

We will first summarize previous improvements on genus-4 HEC group opera-
tions and second introduce implementations published in earlier contributions.

Improvements to HECC Group Operations of Genus-4 HECC Cantor
[Can87] presented algorithms to perform the group operations on HEC in 1987.
In recent years, there has been extensive research being performed to speed
up the group operations on genus two HECC [Nag00,Har00,MCT01,MDM*02]
[Tak02,Lan02a,Lan02b,Lan02c] and genus three [Nag00,KGM+02,PWGPO03].
Only Nagao [Nag00] tried to improve Cantor’s algorithm for higher genera.

Nagao evaluated the computational cost of the group operations by applying
the stated improvements for genus 2 < g < 10. The most efficient group addition
for genus-4 curves needs 2I + 289M/S or 3I + 286M/S (depending on the cost
of the field inversion compared to multiplications, one or the other is more effi-
cient). I refers to field inversion, M to field multiplication, S to field squaring,
and M/S to field multiplications or squarings, since squarings are assumed to
be of the same complexity as multiplications in these publications. For the com-
putation of a group doubling in genus-4 curves one has to perform 21 + 268M/S
or 3 + 260M/S. Notice that the ideas proposed by [Nag00] are used to improve
polynomial arithmetic.

Genus-4 HECC Implementations Since HECC were proposed, there have
been several software implementations on general purpose machines [Kri97,SS98]
[Sma99,5S00,MCT01,MDM*02, KGM*02,Lan02a] and publications dealing with
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hardware implementations of HECC [Wol01,BCLW02]. Only very recently work
dealing with the implementation of HECC on embedded systems was published
in [Pel02,PWGP03].

The results of previous genus-4 HECC software implementations are summa-
rized in Table 1. All implementations use Cantor’s algorithm with polynomial
arithmetic. We remark that the contribution at hand is the first genus-4 HECC
implementation based on explicit formulae.

Table 1. Execution times of recent HEC implementations in software

[reference] processor [genus[field [¢scalarmult. in Ms]
[Kri97] Pentium@100MHz 4 |Fg31 1100
[SS98] Alpha@467MHz 1 [Fou 96.6
Pentium-11@300MHz 4 [Foar 10900
[SS00] |Alpha21164A@600MHz] 4 [Foa: 13

3 Mathematical Background

The mathematical background described in this section is limited to the ma-
terial that is required in our contribution. The interested reader is referred to
[Kob89,MWZ96,Kob98] for more details.

3.1 HECC and the Jacobian

Let F be a finite field, and let F be the algebraic closure of F. A hyperelliptic
curve C of genus g > 1 over F is the set of solutions (u,v) € FxF to the equation

C :v? + h(u)v = f(u)

The polynomial h(u) € Flu] is of degree at most g and f(u) € Flu] is a monic
polynomial of degree 2g + 1. For odd characteristic it suffices to let h(u) = 0 and
to have f(u) square free.

A divisor D = Y"m;P;, m; € 7, is a finite formal sum of F-points. The set
of divisors of degree zero will be denoted by V. Every rational function on the
curve gives rise to a divisor of degree zero and is called principal. The the set of
all principal divisors is denoted by P. We can define the Jacobian of C over F,
denoted by Jo(F) as the quotient group D°/P.

In [Can87] it is shown that the divisors of the Jacobian can be represented
as a pair of polynomials a(u) and b(u) with degb(u) < dega(u) < g, with a(u)
dividing b(u)? + h(u)b(u) — f(u) and where the coefficients of a(u) and b(u) are
elements of F [Mum&4]. In the remainder of this paper, a divisor D represented
by polynomials will be denoted by div(a, b).
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3.2 Group Operations in the Jacobian

This section gives a brief description of the algorithms used for adding and dou-
bling divisors on J¢(F). Algorithm 1 describes the group addition. Doubling a

Algorithm 1 Group addition
Require: D; = div(a1,b1), D2 = div(a2, b2)
Ensure: D = div(as,bs) = D1 + D>
d = gcd(ai,a2,b1 + b2 + h) = s1a1 + s2a2 + s3(b1 + b2 + h)
ap = aras/d’
by = [s1a1b2 + s2a2b1 + s3(b1b2 + f)]dfl(moda(])
k=0
while dega}, > g do
k=k+1

al = F=bh_1h=(bf_1)?

ah_1

b, = (—=h — bj,_;) mod a},
end while
: Output (a3 = a}, bs = b},)

—_

divisor is easier than general addition and therefore, Steps 1,2, and 3 of Algo-
rithm 1 can be simplified as follows:

1: d =gcd(a,2b+ h) =sia+ s3(2b+ h)

2: a{) =a? / &?

3: by = [s1ab + s3(b* + f)]d~ ' (moday)

3.3 Harley’s Algorithm

The algorithms given in the previous section for the group operations in the
Jacobian of HEC require the use of polynomial arithmetic for polynomials with
coefficients in the definition field. An alternative approach for genus-2 curves
was proposed by Harley in [GHO00]. Harley computes the necessary coefficients
from the steps of Cantor’s algorithm directly in the definition field without the
use of polynomial arithmetic, resulting in a faster execution time.

In [GHOO], the authors found out that it is essential to know the weight of
the input divisor to determine explicit formulae. For each case, implementations
of different explicit formulae are required. However, for practical purposes it is
sufficient to only consider the most frequent cases' which occur with probability
of 1—0(1/q), where ¢ is the group order. General formulae for the most frequent
case for genus-2 curves and arbitrary characteristic were presented in [Lan02a].

Algorithm 2 and 3 describe the most frequent case of group addition and
doubling for genus-4 curves, respectively.

In Section 5 we develop for the first time explicit formulae of Cantor’s Algo-
rithm for genus-4 curves.

! For addition the inputs are two co-prime polynomials and for doubling the input is
a square free polynomial.
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Algorithm 2 Most Frequent Case for Group Addition (g=4)
Require: D1 = diV(a1,b1), D2 = diV(az,bz)
Ensure: Ds; = div(as,bs) = D1 + D>
k= % (exact division)
s = @ﬁl mod a2
z = sai

— k—s(z+h+2b1)
ad =a ma(zfe monic
b = —(h+ 2+ b1) mod a’
as = f_bl}fli,_(blﬁ (exact division)
bs = —(b' + h) mod as

(exact division)

Algorithm 3 Most Frequent Case for Group Doubling (g=4)

Require: Dy = div(a1,b1)
Ensure: D, = div(as,b2) = 2D,

1: k= %ﬁ (exact division)

2: 8= 75 moda

3: ' = 5% + £ (exact division)
4: a"” = a’ made monic

5: ¥ = —(h + sa + b) mod a’

6: a2 = M (exact division)
7

by = —(8" + h) mod a2

4 Security of the Implemented HECC

4.1 Security of HECC with High Genera

The DLP on J(F) can be stated as follows: given two divisors Dy, Dy € J(F),
determine the smallest integer m such that Dy = mDq, if such an m exists.

The Pollard rho method and its variants [Pol78 Wie86,GLV00] solve the
DLP with complexity O(4/n) in generic groups of order n. In [FR94,Riic99]
attacks against special cases of HECC were discovered with complexity smaller
than O(y/n). An algorithm to compute the DL in  subexponential time
for sufficiently large genera and its variants were published in
[ADH94,FS97,Eng99,Gau00,EG02]. However, the complexity of this algorithm
is only better than the Pollard’s rho method for g > 4. In [Gau00] it is shown
that index-calculus algorithms in the Jacobian of HEC have a higher complexity
than the Pollard rho method for curves of genus greater than 4. Thus, to our
knowledge the best attacks against HEC of the form suggested in this contribu-
tion have a complexity of O(y/n).

4.2 Security of 128-bit HECC

In [LV00], Lenstra and Verheul argue, that for commercial security in the year
2003, 136-bit ECC should be considered. Furthermore, the authors state that
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ECC using 136-bit keys are as secure as 1068-bit keys for RSA or DSS. This
notion of commercial security is based on the hypothesis that a 56-bit block
cipher offered adequate security in 1982.

Tt is also worth to point out that the factorization of the 512-bit RSA chal-
lenge took only about 2% of the time required to break the ECC2K-108 challenge
(or to break DES). This implies that ECC or HECC in groups of order 2!2% offer
far more security than a 512-bit RSA system. Nevertheless, RSA with a 512-bit
key is still in use, for example in fielded smart card applications.

5 First Explicit Formulae for Genus-4 HECC

For the derivation of the explicit formulae, all polynomial calculations have to
be mapped onto field operations.

The work at hand is the first approach using explicit formulae to optimize
the group operations for genus-4 HEC. Table 7 presents the explicit formulae for
a group addition and Table 8 those for a group doubling. The complexity of the
formulae shown in the tables is based on the assumption that the coefficients h;
of h(z) = hax* + h3x® + hax? + hix + hg are from {0, 1}. In addition, we can
set fs to zero by substituting ' = x + %. Thus, all multiplications with the
coefficients h; for ¢ € {0,1,2,3,4} and fs are neglected in the total operation
count. A comparison of the computational complexity of our approach with the
results of previously done work on genus-4 curves is illustrated in Table 2.

An extensive description on the methodology to reduce the complexity of the
group operation can be found in [KGM*02,Lan02a,Pel02].

A detailed analysis of the explicit formulae give rise to certain types of curves
with good properties, i.e. optimum performance regarding the number of re-
quired field operations for the execution of the group operations. As a result of
this analysis, curves of the form y2 +y = f(x) over extension fields of character-
istic two turn out to be ideal. Unfortunately this kind of curve is supersingular
and therefore not suited for use in cryptography [Gau00,Gal01,SZ02]. Thus, we
propose to use HEC of the form y? + zy = f(x) over Fan , which seem to be the
best choice without any security limitations. With these curves, we can save 12
multiplications in the case of the group addition and 118 multiplications the for
group doubling.

The following comparison is based on the assumption that a scalar multipli-
cation with an n-bit scalar is realized by the sliding window method. Hence, the
approximated cost of the scalar multiplication is n - doublings + 0.2-n -additions
for a 4-bit window size [BSS99]. For arbitrary curves over fields of general char-
acteristic, we achieve a 24% improvement? compared to the results presented in
[Nag00]. In the case of HEC over Fo» with h(z) = z, we can reach an improve-
ment up to 60% compared? to the best known formulae for genus-4 curves. When

2 We assumed, that the computation time for one inversion is approximately the same
as for 8 multiplications. This value is fortified by several implementations targeting
HECC on 32-bit processors, see Appendix A.
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comparing our result to the original formulae presented by Cantor, the speed up
is 72% and 47% for curves with h(z) = x and general curves?, respectively.

Table 2. Complexity comparison of the group operations on HEC of genus four

field curve cost
characteristic properties addition | doubling
Cantor [Nag00] general 61 4+ 386M/S 61+ 359M/S
Nagao [Nag00] odd h(z) =0, fi E Fo| 2T +289M/S 2T + 268M/S
This work (Tables 7, 8) general h; €EFa, fs =0 [2I +160M + 45[|21 + 193 M + 16S
two h(z) =, fs = 0|21 + 148 M + 65| 2I + 75M + 145

6 HECC Implementation

We implemented the derived explicit formulae for genus-4 HECC from Section 5
on a Pentium4 and on an ARM microprocessor. This contribution is the first to
implement explicit formulae for genus-4 HECC and is also the first to run this
cryptosystem on an embedded processor as the ARM7TDMI.

6.1 Methodology

This subsection provides a short overview of the tools and the methodology used
which finally lead to a successful implementation of the group operations.
The methodology is as follows:

1. Test the explicit formulae: NTL-based [Sho01] implementation of Cantor’s
algorithm and of the new explicit formulae.

2. Speeding up the implementation: We developed our own library for the re-

quired field and group operations.

Testing the code on the Pentium.

4. Portation to the ARM: The code was loaded into the ARM7TDMIQ80MHz

(ARMulator).

Running and testing genus-4 HECC on the ARM7TDMI (ARMulator).

6. Detailed timing analysis for different field sizes and curves.

@

ot

6.2 The ARM Processor

As primary target platform, we choose the popular embedded 32-bit ARM mi-
croprocessor which can be found in mobile communication devices and consumer
electronics. ARM stands for Advanced RISC Machine and shows a typical RISC
architecture with additional features like flag-depending instruction execution.
ARM 7 is based on a von Neuman architecture. It is well suited for small hand
held devices such as PDAs. As a reference and for testing we implemented all
cryptosystems as well on a Pentium4.
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7 Results

In this section we present our implementation results for the ARM and the
Pentium. In the first part we discuss our results for standard commercial secu-
rity application, whereas the second part concentrates on low cost security with
genus-4 curves.

7.1 Pentium and ARM Timings

Tables 3 and 4, present the execution times for genus-4 HECC operations on
the ARM processor and the Pentium, respectively. We provide timings for the
group addition, group doubling and the scalar multiplication for different group
orders. In addition we present the timings for genus-3 HECC, genus-2 HECC,
and ECC using the same underlying library running on the same processor for
comparison [PWGP03]. The formulae used for HECC implementation of genera
two [Lan02a] and three [PWGPO03] are to our knowledge the most efficient. In
the case of ECC projective coordinates were used.

Table 3. Timings of group operations with ARMulator ARM7TDMIQ80MHz (explicit
formulae)

‘Genus Field‘Group order[[Group addition[Group doubling[Scalar. mult.‘

m pus m us m ms

F,40 2160 1315 740 172.43

Foa1 2164 1304 734 174.80

4 |Fopaa 2176 1319 747 190.07

Fo46 9184 1323 752 199.49

Foa7 2188 1310 745 201.89

F,63 2252 1372 797 286.51

3 |Faes 2189 615 219 72.09

2 |Foos 2190 511 504 121.49
1 [Foi01 2™o1 598 358 100

Table 4. Timings of group operations on the Pentium4@1.8GHz (explicit formulae)

Genus|Field |Group order||Group addition|Group doubling|Scalar. mult.

in ps in us in ms

Fopa0 2160 51.0 29.3 6.88
Foa1 2164 49.7 27.6 6.96

4 |Foa 2176 49.9 27.9 7.50
Foae 2184 50.1 28.2 7.92
Foar 2188 50.3 29.3 8.05
F,63 2252 51.6 29.8 8.43

3 [Fues 2189 23.4 8.6 2.91
2 |Foos 2190 19.1 18.8 4.68
1 [Fyi01 2101 15.4 8.7 2.78
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Contrary to common believe, the results show that genus-4 curves are worth
to implement on 32-bit processors, though their performance for group orders
larger than 2! is slightly worse than that of HECC with genus g < 3. Consider-
ing a group order of approximately 2!%°, genus-2 and genus-3 curves are a factor
of 1.66 and a factor of 2.08, respectively, better than the introduced formulae for
genus-4 HECC on the ARM7TDMI. Similarly, we obtain speed-ups of a factor
of 1.72 and factor of 2.77 when using genus-2 and genus-3, respectively, com-
pared to genus-4 curves on the Pentium4 for the same group order. Compared
to ECC, genus-4 HECC performs a factor of 2.90 and a factor of 2.02 worse on
the Pentium and ARM7TDMI, respectively.

Notice that the relative performance of genus-4 HECC is always better on
the ARM microprocessor compared to the Pentium. Hence, we conclude that
genus-4 HECC are well suited for the encryption in constraint environments
and we encourage the research community to put more effort into the further
development of this system.

7.2 Low Cost Security

In contrast to the facts mentioned in Section 7.1, there is a clear benefit of using
genus-4 HECC over a 32-bit finite field. For hyperelliptic curve cryptosystems
with a group order of ~ 2!28 genus-4 group operations only require 32-bit field
arithmetic. Thus, the processor word is optimal utilized and the cryptosystem
does not need additional multi-precision arithmetic.

Analyzing the results for a group order of around 2'?® as presented in Table 5,
a major advantage of genus-4 HEC is noticeable. The comparison of the timings
yield to following facts (numbers in parenthesis are for the Pentium timings):

— Genus-4 HECC outperforms genus-2 HECC by a factor of 1.46 (1.24)
— HECC of genus 3 are slightly faster by a factor of 1.04 (1.08) than genus-4
HECC

Table 5. Timings on the ARM7TDMIQ80MHz and Pentium4@1.8GHz for group order
~ 2'28 (explicit formulae)

ARMulator ARM7TDMI@80MHz
Genus|Field|Group order|Group addition|Group doubling|Scalar. mult.

in us in ps in ms
4 |Fy32 2128 441 260 49.07
3 |Foas 2129 603 199 47.13
2 |Faes 2126 450 443 71.54

Pentium4@1,8GHz

4 |F,30 2128 17.3 11.6 2.14
3 |Foas 2129 23.6 8.2 1.98
2 |Fues 2126 16.8 15.9 2.66

As a result of this comparison, we suggest the use of genus-4 HECC for short
term security applications. Despite the high number of required field operations
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compared to HEC with genus g < 3, group operations on genus-4 HEC are easier
to implement. This fact relies on the relatively simple field arithmetic based on
operands of length no longer than 32 bits.

8 Conclusions

The work at hand presents major improvements to hyperelliptic curve cryp-
tosystems of genus 4. We were able to reduce the average complexity of a scalar
multiplication by up to 60% compared to the currently best known formulae.
The steps of the explicit formulae used to compute the group operations are
presented for the first time for the case of genus-4 curves.

Additionally, we showed with the first implementation of genus-4 HECC on
an embedded microprocessor that this cryptosystem is better suited for the use
in embedded environments, than to general purpose processors. Contrary to
common believe, our timing results show the practical relevance of this system.

Especially for applications based on asymmetric algorithms with group or-
ders around 2'?8, genus-4 HECC can be consider a viable choice. Not only the
underlying field operations consist of simple 32-bit operations, but also we get
better performance than genus-2 curves and similar speed than genus-3 curves.
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A Timings for Field Operation

In this section we present the timings for field operations for selected field orders.

Table 6. Timings field operations for genus-4 HECC

ARMulator ARM7TDMIQ@Q80MHz
Field|Group order|Field inversion|Field multiplication| inversion /

in us in s multiplication
Fy32 2128 26.8 2.6 10.16
F.40 2160 49.2 7.3 6.73
Foa7 2188 77.5 7.3 10.5

Pentium4@1.8GHz
Field|Group order|Field inversion|Field multiplication| inversion /

in ns in ns multiplication
F,32 2128 1650 168 9.82
Fo40 2160 2519 413 6.04
Foar 2188 3752 402 9.33

B Explicit Formulae Genus-4 HECC
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Table 7. Explicit formulae for adding on a HEC of genus four

Input [Weight four reduced divisors D1 = (a1, b1) and Do = (ag, ba)
where: a1 = 2% + az3 4+ ba? 4 ca + d;

by = ie3 4+ ja + ka + 1

ag =2 +e2d 4 f2? 4 g2 + 15

by = ma3 + na? + oz +p

h = hge? + hge3 + hge? + hie + hg, where h; € {0, 1};
F=22+7727 + fe28 + f52% + f4et + 323 + foe? + f12 + fg

Output [A weight four reduced divisor D3 = (a3, b3) = D1 + Do
where: ag = @4 + a23 4 b2? + &2 + d;
by =ie3 +je2 + ka4 1

Step [Procedure (For simplicity, only the implemented case is given.) Cost
1 |Almost inverse inv = r/a; mod ag = invge® + invga2 + invie + invg: 45M + 15 46M
03 =e+a; rog =F + b; ro] =g +c;5 rog = h + d; tgg = 1;
r33 = 723 ra+722; 732 = 723 b+ 7215 r31 =raz-c+rag; r30 =23 d;
tg1 = 1; t30 = r23; r42 =133 722 + 7123 7325 741 = 733721 + 723731}
T40 = 733 " 720 + r23 * 7305 t41 = 723; t40 = 733 + 733
T52 s732 + 733 1 413 T51 = 742 - 731 + 733 * 405
750 © 7305 t52 = 133 413 t51 = T42 + 733 - 1405 t50 = 742 ' 7235
T61 = ©741 + 742 1 7513 760 = 752 " 740 + 742 - 7505 te2 = r42 ' 525
te1 = T52-t41+7r42-t51;5 t60 = r52-t40+7r42°t50; T71 = 761°751+752:760;
T70 = T61 503 t73 = T52 - tg2; t72 = 7T61 - t52 + 752 - te1;
t71 = 761 - t51 + 752 ' t60; t70 = ™61 * t505 T80 = 771 ' 760 + 761 ' 7703
invg = rgy - t7g3; invg = vy - tgo + rE1 - t7o;
invy = r71 - tg1 + re1 - t71; invg =771 - teo + 761 - 1703

2 |s' =rs = (bg — b1)inv mod ag = she® + sha? + s + s)) (Karatsuba): 23M 23M
ta =m+isty =n+jstc=o0+kitg =p+1ite =invg; ty = invy;
tg =invy; ty =invg; tg =te-tg; t] =ty -tf; to =ta-te; t3 =tp-tg;
tg =te-ty;t1g =tq -ty t11 = (te +1tg) - (tg +tp) +to + t10;
t12=(tb+t—d)-(tf+th)+i10+t1+i0;

t13 = (ta +tq) - (te +tp) +t10 + t2 +t3 + ta;

t14 = (ta +te) - (te +tg) +ta +tg +t1;

t15 = (ta +tp) - (te +tg) +ta +t1; t1g = to; t17 = t15 + e - t16;

t1g = e-t17 +t16 - f + t1a3 s5 = e-t1g + f - t17 + g - t1g + t13;
sh=f-tig+g ti7+h-tig +t12;
'1=g-t18+h-z17+z11;36=h-t18+t10;
=23 4+ 35922 + 272 + sg = s/ made monic: I+7M + 28 I+7M + 28

t1 =rgg shi wg =t] 1 wy = rgg - we; wy =rgg - wr; wy = s§ - we;

wp = w3 s = sh - wp; sy = sh wp; ag = sh - wr
4 |z=sa; =a! 4 262% + 2525 4+ 242% + 2323 + 2022 4 212 4 2 (Karats.): 10M 10M
tg =c-s81; t] =b-sg; zg =s09-d; 21 =(c+d)-(s1 +sg)+tg + 203
zg = (b+d)-(s2+s0)+20+t1+t0; 23 = (a+d)-(1+sp)+2zp+atb-s1+c-s2;
z4 =(a+c)-(1+s1)+a+to+t1+s0; 25 =(a+b) - (1+s2)+a+ty +s1;
26 = a4+ sg; z7 = 1;

5 |a' =[s(z + wq(h + 2b1)) — w5 ((f — byh — b2)/a1)]/ag 20M 34M
6 +uled® +ule? +uled +ube? +uge +ug:

t] = sp - wyq; to = 81 - wy; diffg = so - 26 + 25 + 81 + f3

s
s

I
8

diffg =g+ 24 +s0 +s2-25+s1- 263
diffo =h 423 +s0-24 +s1-25+s0- 265
diff] = sg-z3+ 8124 +s0- 25 + 22 + ws;

diffo = w4 +sg-20+s1-23+s024+w5-a+z21; up =z26+52+e;
uly =diffs +e-uf;

wh =diffz+e-ul+ 7 ulsuh=diffote-uf 475 ul+g-ul;

uly =diffy +e-ubh+f-uh+g-uf+h-uf;

ug =diffog+e-ul +f-ubh+g-uh+h-ul;
0 1 2 3 4 5
6 [b/ = —(wgz+h+by)moda =v}ad +ofa? +vhad + b2 +0le + 0): 12M 12M

t] = uf +26; vf = wg - (+uf -ty +ul+25); vy = wg (+ul -ty +ul+24);
vh = wg - (+ub - t1 + ub + 23) + 05 vh = wg - (+ub - t1 +uf +22) +4;
v = wg - (4uf -ty tuf+z) +14k; 1;36=W3-(+u6-11+z0)+1;

7 lab = - b¥h—b'?)/a" = uzsa® +uzze® +ugoe? +uzie + ugg: 10M + 3S 16M + 25
diffz = 1; diffo = vj2; diff1 = f7; diffo = fe + vk + v52; ugs = vf2;
ugg = diff3 +us4 - uh; uga = diffo + uzq - uly +uzg - uf;

ugy = diffi + ugq - uh +ugz - uy + ugy - uf;

ugp = diffo + ugq - uh + ugy - uf + ugg - ujy +uzy - ug;

8 |ag = 2* + a2 + 522 4 &2 + d = a; made monic: I+4M I+4M

—1, = - -
to =wuzy; &=ugg-to; b=ugy-tg; &=ugy - tg; d=ugp to;
9 |bg=—(b +h) modag =323 + 7>+ ka + 1 8M 8M
to=vy+vg-az; i=a-tg+b-vg+vh;i=0b-to+&-vE+uvh;
E=c-tg+d-vf4+2] +1; T=d-tg+0(;

Total [in fields of arbitrary characteristic 21 4+ 160M + 48
in fields of characteristic 2 and h(z) = = 21 4 148M + 6S
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Table 8. Explicit formulae for doubling on HEC of genus four
Tnput |A weight four reduced divisor D] = (aj, by)
where: a1 = m4 “+ azs + 622 + cax + d;
by =iz3 + ja + ka + 1
h = hga? + hge3 + hge? + hie + hg, where h; € {0,1};
F=2% 4 f727 4 5620 + f525 + f42* + £323 + £922 4 f12 + 505
Output|A weight four reduced divisor Dy = (ag, bg) = [2]D]
where: ag = 2% + a23 + 522 + za2 + d;
by =323 4+ j22 4 ka +1
Step |Procedure (For simplicity, only the implemented case is given.) Cost
1 |Almost inverse inv = r/(h + 2b7) mod ag = 450
= invged + invge? 4+ invie + invg:
invg = 1; invg = a; invy = b; invg = c;
2 |z=((f —hb; —b3)/ag) mod ag = a? 4 232° + 2022 4 212 4 2q: 6M + 38 16M + 28
diffo =i% 4 c; diffg =32+ 45 2 =a; 2§ =b+a2 + fr;
zh=diffo+a - (z5+b)+ fe; 2y =d+a-(zh+c)+b- 25+ f5;
b =diffg+a-(zh +d)+b-zh +e-2h+ fa5
z3=b+zé; ED) =c+z’23; z1 =d+z£; zo=16;
3 |s' = zinvmod ay = s§23 + she? + 5|z + s)) (Karatsuba): 23 M 23M
t] = 21 - invy; ty = 29 - invg; t1g = 20 - invg; t1g = 23 - inva;
t15 = (23 + 22) - (invg +invg) + 116 + t2;
t14 = (23 +21) - (invg +invy) + 16 + t1 +t2; .
t13 = (23 + 2z0) - (invg +invg) + 10 + t16 + 22 - invy + 21 - invy;
t12 = (22 + 20) - (invy +invg) +t10 + t2 +t1;
t11 = (21 + 20) - (invy +invg) +t1 + t10;
t3 =ti5+a-t1e; ta =a-t3+b-t1g +114;5 5o =d -t +1105
si =c-tg+d tg+ty1ssh=b-tg+c-tzg+d- t1g+t12;
sh=a-tg+b-tz+c-tig+ti13;
4 |s=2%+4s922 4212+ sg = s’ made monic: I+7M +2S I+7M +2S
tp=d-shs wg=1t]'; wp =d-wg; wg =d-wy; wg =5 - we;
wp = w25 sg = of - wyi 51 = sk - wys sy = sh - wrs
5 |G =sa; =27 + gge® + g5® + gga? + gga3 + go22 + g12 + gg (Karat.): 10M 10M
tg=c-s1;t1 =b-sg; gg =s0-d; g1 = (c+d)-(s1 +sg)+1tg+90;
go = (b+d)-(sg+sg)+gpo+t1+tg; 93 = (a+d)-(1+sg)+go+a+b-sy+c-sg;
ga=(ate)-(I1+s1)+a+tog+t;+s0; 95 =(a+b)-(1+sa)+ta+ty+sq;
ge = a + sg9;
6 |a’ =a72U(G + wyb1)? + wehG + wy(hby — f)] 3M +6S 52M + 10S
=25 + uf2® +ufa?t + uled +ube® +ure +ug:
to =a.2; t1 =b2; tg = cz; tg = g%; tg =g§; 'u,’5 =0;
ua=t3+t0; u’3=0; u'2 =tg +t1 +tg-(t3 + tg); ull = wx;
ul) = g2 +wy + 1o +1g - uh+11-(tg +1t3);
7 b = —(wgz +h +by) mod a’ = vf2® +vfe? + 0523 + b2 4 0le 4+ 0): 10M 12M
v'5=ws-(ua+95); “:1 =w3-(ufl-ge +94); v'3=w3-(u'2+93)+i;
vh = w3z - (uh - g6 +ul +92)+37; v] =wz-(u] g6 +uy+g1)+1+k;
v = w3 - (up - 96 +90) + L
8 |ah =(f—b'h—b'2)/a" = ugge? + uszed 4 ugpe? +ugye 4 ugyp: 4M +35Q 16M +25Q
diffg =1; diffg = vi2; diff1 = f7; diffo = fo +v5 + v§; uag = v§2;
ugg =diffg; ugy = diffo + ugq - ul; ugy = diffy + ugg - ul;
ugg = diffo + uoq - uh + uog - ul;
9 ag = 2% + @23 + 522 + 22 + d = a}, made monic: I+4M I+4M
-1 - = - -
1o =ugy ;s & =ug3-tos b=uzz 105 &=uz1-tg; d=uzg - to;
10 by = —(b' + h) mod ag = i3 + ja2 + ka + I: 8sM 8M
tg=vy+vg-ag; i=a-tg+b-vf+vh;j=b-tg+-vg+uvh;
E=c.tg+d vl 42 +1; T=d-tg+vp;
in fields of arbitrary characteristic 27 + 193M + 165

| Total

in fields of characteristic 2 with h(z) = =

21 + 75M + 148




